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EFFECTIVE SPAM FILTERING WITH MDAEMON

Introduction

The following guide provides a recommended method for increasing the overall effectiveness of MDaemon’s spam
filter to reduce the level of spam received to a minimal level.

Note: The spam filter is only available in MDaemon Pro. It is recommended that this document is used on
conjunction with MDaemon 8 or above.

MDaemon’s default configuration

Following a fresh installation, MDaemon is configured to automatically calculate a ‘spam score’ for each email
message it receives using a number of sophisticated built-in spam fighting tools.

MDaemon is configured with a default threshold score of ‘5.0’ - at this score and beyond messages will be tagged
as spam. By default, no automated action, such as bouncing, filtering or deleting spam will be taken by MDaemon
without further configuration by an administrator.

Inbound messages being received by SMTP which obtain a score equal to or greater than 12.0 are automatically
refused — at this level messages are almost certainly spam and so refusing them is a valid thing to do. Note that
refusing to accept a message is a different thing to accepting and then later bouncing the message. Bouncing
spam messages is absolutely not recommended as spammers generally do not use their own email address
when sending spam.

Expected results using MDaemon’s default configuration

Although results will inevitably vary from site to site, in general the expected accuracy using MDaemon’s default
configuration would be for it to automatically tag approximately 70% of all spam received whilst causing a negligible
quantity of false positives ie. genuine messages incorrectly tagged as spam.

Achieving better results

The key to achieving better spam filtering results lies in improving MDaemon’s spam filtering accuracy in
conjunction with gradually increasing its aggressiveness.

Accuracy can be improved by training users to feed back spam messages that were missed by the spam filter while
aggressiveness can be increased by gradually reducing the threshold spam score ie. the score at which messages
will be tagged as spam, until a comfortable level is reached.

It needs to be understood that increasing MDaemon’s aggressiveness may also result in a larger quantity of
incorrectly tagged false positives. As part of the feedback process it is important that a monitoring process exists
that can detect these false positives and then feed them back so improving its accuracy.
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Using MDaemon’s ‘Spam Trap’ folder

MDaemon'’s default configuration is to allow tagged spam to continue down to end users’ mailboxes allowing users
to do what they like with local email filters. In most companies however, it is usually preferable to configure
MDaemon to filter off spam centrally at the server so that it can be monitored by an administrator each day for any

false positives.

To configure spam to be filtered off into a central
‘Spam Trap’ folder, go into MDaemon’s interface
and select Security -> Spam filter... and configure
as shown here:-

Once this option has been selected, MDaemon will
filter any messages that reach or surpass the
threshold score into a root public folder called
‘Spam Trap’ — by default, only the postmaster user

Spam Filter

Exclusion List | White List {auto) | White List fto) | White List from) | Black List |

Spam Filtering Heuristics Bayesian Reporting I HashCash

Spam Filter options

" .. bounce the message back to sender

MO aemon's Spam Filter uzes a variety of techniques to deal with zpam.

I the Spam Filter determines that a meszage iz spam then...

.. juzt delete the mezzage completely
. put the meszage in the spam trap public folder
... flag the mezsage but let it continue down the delivery path

has access to this folder.

v Don't filker messages sent from local sources

Iv Dot fiker messages from trusted or authenticated sources

Don't filker meszages larger than I—ED kb [0 = up to 2 megs]
[ Don't forward messages marked a2 spam

™ Awtomatically filer spam meszages into user's IMAP zpam Folder

©es ( No % Test
A white list match subtracts thiz many points from the spam score I 1000

I 100.0
I a0

DNS available?

A black list match adds this many points to the spam score

DMS-BL match adds this many points to the spam score

Scheduled updates |

oK |

Cancel |

Note: MDaemon’s public folders and their permissions can be viewed and modified under Setup ->
Shared Folders -> Public Folders tab as shown here:-

Shared Folders

Sharad Foidem  Public Feldens
IMaF folders
i j Folder rarme | Peru... [ Gubmission Addie 4|
@ Bayesian Leaming/Spam Ne <horEs
gz:zg:xi:z#caendar IMAP Folder - Spam Trap WHLY
% compary.com/Contacts | Ascess Control List |
(Sgcompanp.com.uournal Acaest fidhts
{2 company.comNctes d :
b comnpany. com/T asks @ _Email | Acces: level |
@ Spar Trap ﬂ Diafault rights (anyone| ¢honiEs
P ﬂ fredEcampany com fid
| |
e AP folder
Folder name
Spam Trap
| Store IMAP message flags|
Subrmizsicn addiess |<nunu
Mal sent lo this address will ro
have 'post’ access)
Lreate | Rgplace |
Creating, iemaving, or chanar] Email address
Iirod@compw.com _:l Add | Replace | Remove
Aceass richts Import
¥ Lodkup ¥ Inseit [ Set Seen Flag Sat sub
IV Read " Crese [ Administer
I Wrike [+ Delete [~ Pest Hep
QK I Carcsl | Apply |
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Accessing and monitoring the ‘Spam Trap’ folder

There are a number of ways that the postmaster user can access and manage spam that has been filtered into
MDaemon’s Spam Trap folder:-

O Using an IMAP client such as WorldClient, Outlook or Outlook Express or an Outlook
Connector enabled Outlook client

O Through the MDaemon interface itself via the Queues tab

OThrough WebAdmin - our recommended method.

Using WebAdmin to manage the Spam Trap folder
WebAdmin is a free plug-in for MDaemon that allows almost total administration of MDaemon through a
sophisticated and easy to use web interface. WebAdmin is included as part of MDaemon from version 9 onwards
but for version 8 can be downloaded from our website here:-

http://www.headtex.co.uk/shop/download.asp
An easy installation guide for WebAdmin is also available on our website.
Once installed, WebAdmin is accessed using a web browser by typing the following URL.:-

http://192.168.0.1:1000

...replacing 192.168.0.1 with your server’'s own network |IP address. You will then need to log in using your email
address and MDaemon account password.

Once logged in, the Spam Trap management page can be accessed by selecting Security -> Spam
Trap Folder as shown here:-

A Alt-N WebAdmin - Microsoft Internet I xplorer [-_”E|r7|
Fila Edit View Favorites Tools Help ﬂ'
@ Back * Q Iﬂ Iﬂ (h )1 Search \&'\r\( Favorites {-‘} Dﬁv '.!.'; E - ‘3
Address [ Rttp://192, 168.0, 1: 1000 /main. wdm b Go
@ WﬂMﬂMM Manage Spam Trap (Public Folder)

for MOpamony
Releasa Releasa + ( I

Content Filter [To | From | subject / score / |sze [pate |
DNS black lists niceguy@tase... 005.0 - =7EUC-KR?B?S... 21.1 KB 2006-02-22 1... A/
Spam Filker yysbgaazddh.,. 005.0 - [Spam SpamA... 16.8 KB 2006-02-22 1

eE——— tannerwatking... 005.0 - ghews update... 5.1 KB 2006-02-22 1
- . joshgutierrez_... 005.0 - LitotleStocks C... 5.1 KB 2006-02-22 1

Relay [ Tiuists / Tarpit direction-gene... 005.0 - Nouveautes im... 19.4 KB 2006-02-22 1
Greylisting hipendi@clear... 005.0 - Re[7]: 5.4 KB 2006-02-22 1
Reverse Lookups / LAN IPs Ott_blockhou... 005.0 - This Friday is la... 3.2 KB 2006-02-22 1
Addr . dwaynarmaed@l... 005.1 - FW: Wear our ... 3.0 KB 2006-02-22 1
ddress Suppression reniesol@mal-... 005.1 - Medical inform.. 3.1 KB 2006-02-22 1
1P/ Host Screening enfaxined@chi... 005.1 - Your Call Centr... 2.9 KB 2006-02-22 1
1P Shielding c_infouklottar..., 005.2 - "“CONGRATU... 19.4 KB 2006-02-22 1
SMTP Authentication 61-19361490-... 005.2 - Dine. Shop. Tr... 3.6 KB 2006:02-22 1
POP before SMTP calvin.hensan... 005.3 - [Spam Bayes=... 9.3 KB 2006-02-22 1

o_putnam_gb... 005.3 - Dally Stock Bar... 9.1 KB 2006-02-22 1

SPF/ Domain Keys & DKIM isabelsherrmani... 005.3 - Emerging Gro... 9.1 KB 2006-02-22 1

Site Usage Palicy louisdwoodruf.., 005.3 - Ever Have a §... 9.1 KB 2006-02-22 1
w.amersan_egf... 005.3 - High Octane 5... 9.0 KB 2006-02-22 1
crawford_hw... 005.3 - Investment Id... 9.1 KB 2006-02-22 1

Main sheree_kessle... 005.3 - Is it a MicroCa... 9.1 KB 2006-02-22 1
Sat deookkl@moe.., 005.3 - Maverick Micro... 9.0 KB 2006-02-22 1
2etup meraw_gh@in... 005.3 - MicraCaps can ... 9.0 KB 2006-02-22 1

evaughnso@b... 005.3 - Mew Breed of .., 9.1 KB 2006-02-22 1
bertieburgern... 005.3 - Mews for Forw... 9.1 KB 2006-02-22 1
m.bonnermhb... 005.3 - Powerhouse 5... 9.1 KB 2006-02-22 1
(e .., karmstronges... 005.3 - Put This Small... 9.1 KB 2006-02-22 1... ™I
Sign Out page|l  |of 5 (X ] 220 Total - 50 Displayed
@] http://127.0,0, 1: 1000 spamtrap, wdm @ Trusted sites

The Spam Trap folder contents can be sorted by their ‘Subject / Score’ so that the lowest scored messages are
shown at the top of the list. A quick scan through the first couple of pages should highlight any potential false
positives.
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These can be selected, using CTRL+left click to highlight multiple items, and then released and fedback
by simply clicking the ‘Release + Copy to non spam folder’ button as shown here:-

Manage Spam Trap (Public Folder)

I‘1:. View @' Delete (= Relez

To From

niceguy@tase...
yyshgaazddh...
tannerwatkins...
joshgutierrez_...
direction-gene...
hipcndi@dlear...
Ott_blockhou...
dwaynemae@l...
renigsol@mail-...
cnfaxline@chi...
c_infouklotter...
£1-19361490-...

LR ST

e i,

LTI
005.0 - =YEUC-KR?BYS5...
005.0 - [Spam SpamA...
005.0 - glews update...
005.0 - LitotleStocks C...
005.0 - Nouveautés im...

005.0 - Re[7]:

005.0 - This Friday is lz...
003.1 - B Wear our ...
005.1 - Medical inform...
005.1 - Your Call Centr...
005.2 - "FCONGRATL...
005.2 - Dine. Shoo. Tr...

Size B

21.1 KB 20068-02-22
16.8 KB 2006-02-22
5.1 KB 2006-02-22
5.1 KB 2006-02-22
19.4 KB 2006-02-22
5.4 KB 2008-02-22
3.2 KB 20068-02-22
3.0 KB 2008-02-22
3.1 KB 200g8-02-22
2.9 KB 2008-02-22
19.4 KB 2006-02-22
3.6 KB 2008-02-22

The remaining messages which should now be definite spam can then be deleted to empty the spam trap folder.

The task of using WebAdmin to check the contents of the spam trap folder and releasing and feeding back any false
positives, is an important one that should be done each day by an MDaemon ‘Global Administrator’.

Note: The level of access any MDaemon user has through WebAdmin is controlled on a per account basis in the
MDaemon account options. This can be accessed by selecting Accounts -> Account Manager -> Admin tab in

MDaemon as shown here:-

Account Editor - fred

Administrator Access

-

Thiz account iz a Global Administrator

AutoResp | IMAP Mail Rues | MukiPOP | Options

Accourt ] Mailbox ] Forwarding Admin l Quotas ] Fe

[Global Adminiztratars have at least the following rights:

o Full access to zerver configuration via \Webddmin
0 Access to the calendars of all users
o Acceszs to all users az Instant Meszaging buddies
o Ahility to post to listz even if marked 'read only'

o Ability o post to lists even if not a member

Dramain &dministrators have at least the following rights:

o Full access to domain configuration wvia YWehddmin

The user assigned as the postmaster during the MDaemon installation should already be configured as a ‘Global

Administrator’.

Using WebAdmin in this way provides the basis for being able to gradually lower the spam threshold score so
making MDaemon’s spam filtering more aggressive while feeding back the false positives also helps to improve the
spam filtering accuracy.
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Increasing MDaemon’s spam filtering aggressiveness

The main setting that governs the aggressiveness of MDaemon’s spam filtering is the spam threshold value — by
default this value is 5.0 which is a good compromise value for new installations but in practice quite a few spam
messages will score slightly lower than this value. This value can be found in the main MDaemon interface, or
WebAdmin, under Security -> Spam Filter -> Heuristics tab.

Spam Filter

Exclusion List | White List fauta) | White List fo) | White List from) | Black List |
Spam Fittering Heuristics ] Bayesian ] Reporting ] HashCash ]
Heuristic engine options

@ [v Enable heuristic message sconng system

The heuristic engine iz ideal for identifving spam. It uses ules to analyze
and aszign a "score’ to each message.

A meszage is spam if its score is greater or equal to (0.0 - 500.0)

SMTP rejectz meszzages with scores greateror equalto | 120 [0 = never)

<= 2.0 - insanely aggressive - potentially high falze pozitive rate

5.0 - vem aggressive but acceptable falze pozitive rate

10.0 - fairly looge - zome zpam will get through but low falze positive rate
500.0 - nothing will ever be considered spam

[v Show hevristic results within SMTP session hanscripts
[ Skip queue-bazed scan on messages processed during SMTP sessions

Faor perfarmance reazons the SMTF engine will nat check messages aver
200 kb in size.

Subject tag

[**SPaM™ Score/Req: _SCORE(D)_/_REQD_]

Leave blank and the Subject text will not be altered
Example:  [=“SPak=* Scare/Req _SCORE(D)_/_REQD_]

_SCORE[0)_ will be replaced by the score the message received and
_REGD_ will be replaced with the required spam threshald.

QK | Cancel |

Whilst in this section, we’d also recommend changing the ‘Subject tag’ as shown below — this simply makes the
subject lines of messages filtered into the spam trap folder easier to view in WebAdmin.

I kb in zize.

‘ubject tag  |_SCORE(D]_ -

eave blank and the Subject text will not be altered

Reducing the spam threshold will reduce the quantity of missed spam but may also increase the probability of false
positives.

Based on this knowledge, our recommendation is to reduce the spam threshold score by 0.1 every 3 or 4 days
until a level is reached at which your system provides accurate spam filtering with a low level of false
positives. Resist the temptation to make large changes in one go — after 2 or 3 weeks you should find that you
reach a value between 3.5 and 4.5 that suits your particular installation.

Remember that the system is a dynamic one and will adjust as you and your users feed false positives and missed
spam back to it — in effect the system ‘learns’ the difference between genuine emails and spam emails for your own
site. So while a value of say 4.3 may initially seem too aggressive, as the feedback takes effect, the same value
may actually seem conservative over time.
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Allowing users to feed missed spam back into the system

A significant part of MDaemon’s spam filtering accuracy also depends on it having spam that it missed, fed back to
it directly from end users.

There are two ways that this can be done — for IMAP users both methods are possible but for POP3 users, only the
second method is possible.

Method 1 (IMAP clients only) — copying missed spam into the ‘learning’ folder Here the users would drop any
spam emails that were missed, into the public folder titled ‘Bayesian Learning -> Spam’ as shown here:-

Inbox - Microsoft Outlook
i Fle Edit WView Go Tools Actions  Help Type a question for help =

Padnew - | = 3 x| i~ Reply aReply to All (-5 Forward | '-ﬁ Send/Receive - | %,)Fi_nd @ | [ Typeacontact to find | | (@) !

: {9 Folder %Account EE!? Out of Office @ About !

_| Look for: = Search In = Inbox Find Mow Clear Options = X |

Fawvarite Folders

(5] Inbox Ny Arranged By: Date [Neweston top T Try footpath
= ;’:fﬂfﬂf‘*@ Pyp——— 20/12/2005 [ @ Gabrielle Dudley [Dustin Bullard@dt
ﬁ Sent Items Try footpath To

All Mail Folders !

Your medication, 40% off! No |
=] @ Cutlook Connector for MDaemaon

(&) Deleted Ttems

(7| Drafts Cialis - Viagra - Xanax - Valiun
Emi o Ultram - HGH - Hoodia - Merid
(3 outhox Shipping to your door!

= @ Public Folders

. .
=LA Bayesmn Learning [P b Discreet F’aCKaglng.

The Original Meds! Not cheap

CLICK HERE AND SEE OUF

Fink
1 Spam Trap [Public] {130}
E Sent Items classroom not emlssmt\. in carcinoma
& [ search Folders not askance a bleary may confucius in

mentor it game some intangible try

arwache mas cnccar cama anclimate b
= < | ¥
& el < 3

1 Item

Note: while all users can see the Bayesian Learning folders, the permissions are configured such that while
messages can be dropped into the folders, the contents of the folders cannot be viewed. This is to protect users
from inadvertently viewing inappropriate spam content placed there by other users.

Method 2 (POP3 or IMAP clients) — forwarding missed spam to a ‘learning’ address
Because POP3 clients don’t have access to shared public folders, it will be necessary for users to forward the

missed spam emails back to the server as attachments to the special reserved address of
spamlearn@yourdomain.com.

It is important to note that messages sent to the spamlearn@... address will only be accepted if they are sent using
Authenticated SMTP. In most email clients, turning on Authenticated SMTP is just a case of ticking a box in the
client’s account properties. In general the use of SMTP Authentication is highly recommended for all email
clients as authenticating all users who send email through your server will provide the basis for a much more
secure operating environment.
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Enabling SMTP Authentication in Outlook Express

In Outlook Express, the SMTP Authentication option can be found under Tools -> Accounts... ->
Properties button -> Servers tab as shown here:-

*® Fred Properties

General | Servers |C0nnection || Security || Aclvanced|

Server Information

My incoming mail serverisa  |POP3 SErVEr.

Incoming mail (POP3):  [192.168.0.1 |

Outgoing mail {SMTP): [192.168.0.1 |

Incoming Mail Server

Account name: |fred @company mail |
Password: |ooooouoo |
Remember password

[ Log on using Secure Password Authentication

QOutgoing Mail Server

My server requires authenticatiol

Ensure that the highlighted option is ticked.
Enabling SMTP Authentication in Outlook
In Outlook, the SMTP Authentication option can be found under Tools -> E-mail Accounts -> View

or change existing e-mail accounts -> Change button -> More Settings -> Outgoing Server tab
as shown here:-

Internet E-mail Settings

General | Outgoing Server | Connection | Advanced |

([#]¥1y cutaoing server (SMTP) requires authentication:

@Qse same settings as my incoming mail server

{:} Log on using

User Marne:

Password:

() Log on ta incoming mail server before sending mail

oK I\J[ Cancel

Ensure that the highlighted option is ticked.
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Forwarding a message as an attachment in Outlook Express

In Outlook Express, you can forward a message as an attachment simply by right-clicking on it and selecting
‘Forward as Attachment’ as shown here:-

¥4 Inbox - Outlook Express
i File Edt View Tools Message Help ;ﬁ!

M- w8 B X & W -

Folders x|V g % Fom Subject
@ Outlook Express ([ a —
= Local Falders

Reply to Sender

L3l W peply to al
Forward
Forward As Attach

CEEX

"y
From: Gabrielle Dudley H: New Message

Subject: Try footpath

- - . »»
R @ Narton Antispam Folder File Edit Vew Insert Format Tools ;#

Mark as Read

Your medicatl Mark as Unread q}s s {1 0 8 & F ﬂ 4! - »

Move to Foider.. . | Fom: |'Fred @company.mail  (Fred) v |
Cialis - Viagri Copy to Folder.. . [EFY To: Ispamlearn@zensoﬂu\'are.co.uk
Ultram - HGH_ P=== |
Shipping to y “#5% 49 supject: |
Discreet Pacl Froesrtes Attach: | {Z3Try footpath (12.0KE)

i | i}

Creates a message with current message(s) as attachments.

Forwarding a message as an attachment in Outlook

In Outlook you need to create a new message, select Insert -> Item... and then select the offending spam message
to insert as an attachment to the message as shown below:-

Insert Item

| ¢ .
Brc... | w:‘g!
= 24f Quticok Connector for MDasmon -~
. E | m Calerdar 2
Q Celeted lems
- Insert as
as St
=
B Jourral
ki Jurk E-mail
| hiebme e
Ltems: R Untitled - Message (Plain Text) E |[E”>(|
D@ From  |subject P Ble Edit Yew Jrsert Fgomat Toods  Atons  Hep
: b . = = |
=l pate: Older g N S lé| LS =
& Gabrele Try footpath @] F—— P—
Subject:

Attach, A Ty foptpath (10 KBY
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White lists, Black lists and Exclusions

In certain cases it may useful to supplement MDaemon'’s spam filtering rules by white listing or black listing certain
addresses or domain names.

White listing an address or domain name means that the spam score for the message will be decreased by 100
making it very unlikely to be flagged as spam. White listing can be applied in one of two ways:-

OEither based on the sender’s address or domain name — ‘White List (from)’;
Oor based on the recipient’s address or domain name — ‘White List (to)’.

Black listing an address or domain name means that any messages from that address or domain name will have
their spam score increased by 100 making it very likely that the message will be flagged as spam.

Although typically it is not necessary to add to these lists yourself, they do offer useful flexibility in situations where:-

Oemail from a certain source is consistently being picked up as spam even though it isn’t eg.
Airline tickets or car hire confirmations;

O‘pest’ emails from a certain source are not wanted but are not enough like spam to
automatically be picked up by the spam filter rules.

Exclusions can also be configured which simply allow for all spam filtering to be completely bypassed if the
message is destined for a specific address or domain name. This particular feature is not commonly used.

The white list, black list and exclusion lists can be found in the Security -> Spam filter settings as shown here:-

Spam Filter
Spam Fittering Heuristics Bavesian Reporing HashCash
3D s e o (T D D K
“white list [from)

@ tMezzages from addrezzes an this white list are not usuallp spam.

HHgHH g R e R EH
# Custom MO aemon white list. Enter your white lizt addresszes into thiz f
#
# White lizt and black list addreszes are now flle glob-ztyle patterns, 20
# "friendi@zomewhere, com”, "@izp.com”’, or " domain.net’" will all we
#
# Multiple whitelist_frorm_rcwd and whitelizt_from entries are ok, Also v
# can put mare than one addrezs on a line like this:

# Wwhitelist_from “@microsaft. com arveli@® altn.com frankE@thomas. oo

# Example white izt entry [with Received header domain check]:
# whitelizt_from_rcwd  arveli@alncom  altn

#

# Example white izt entry [without Received header check]:

# whitelizt_from arvel(@aln com

whitelist_from *(Eamazon. com
whiteligt_from *{@ba.com
whitelist_from *Eeazyjet. com

|A
£
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MDaemon’s automatic white listing features

MDaemon has a number of advanced features which go a long way to automatically white listing email from
genuine addresses so reducing the chance of false-positives.

As users send emails out to the Internet, MDaemon will automatically add the recipient’s email address to the user’'s
personal Contacts folder. MDaemon then white lists all emails coming from contacts listed for that user. At the same
time, it also feeds samples of genuine email from those white listed contacts back to the spam filter to assist its own
learning process by showing it what genuine emails look like.

These features are accessible under Security -> Spam filter -> White List (auto) tab as shown below:-

Spam Filter

Spam Filtering ] Heuristics Bayesian ] Reporting ] HashCash ]
Exclusion List ~ White List (auto) | White List o) | White List from) | Black List |

Automatic white listing

[+ Enable address book white listing

“When thiz option iz enabled MDasmon will check the addresz boak file for
lozal uzers and zkip zpam filter proceszing if the sender of a mezzage iz
found there.

[v Enable automatic address book updating
When enabled, MDasmon will update uzer address book files with the email

addrezzes of whamever the userz send mail ta.

These are master ondoff switches. Individual users must enable theze options
via the account properties.

v Lpdate Bapesian engine with copies of white listed meszages

YWwhen enabled, MDaemon will place copies of white listed meszages into the
hoh-gpam learning folder. Bapesian learning must be enabled before learning
cah take place.

[ Enable white list forwarding address

Wwhen address book white listing iz enabled, uzers may forward meszages
to whitelighi@ and have the senders of those messzages added to their
addresz book file.

Cancel

The above options are the recommended defaults.
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Other recommendations to help reduce spam

A typical ploy by spammers is to target email servers which blindly accept all emails for a domain
name — if they discover one of these they will usually target the domain with spam messages
addressed to hundreds of random addresses at the domain name. Because they are accepted, the
spammers will often treat these as good targets for further spam.

Avoiding situations where emails to random addresses at your domain name are accepted is
an extremely important and effective step in reducing the volume of spam you receive.

Here are some recommendations related to this:-

OWherever possible use direct SMTP delivery to your MDaemon server rather than using
DomainPOP with a catch-all address at your ISP. Switching to SMTP delivery is usually a straightforward
procedure — for further information about this, please contact our support team.

OEnsure that your server is configured to refuse messages addressed to unknown addresses
at the local domain name. This option is under Security -> Relay / Trusts / Tarpit... ->
Relay Settings tab. Always ensure that the following option is ticked:-

¥ PRefuze to accept mail for unknown local users

With thiz switch zet MO aemaon will refuse to accept any message addrezsed
to a local user who does not exist.

O Avoid the use of catch-all address aliases
eg. *@yourdomain.com = sales@yourdomain.com

O Avoid the use of back-up MX mail servers that are unable to validate incoming emails as
being for valid local recipients.
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Conclusions

The Spam Filter feature is only included with MDaemon Pro. This document relates primarily to MDaemon v8
onwards.

MDaemon in its default state will tag approximately 70% of received spam with very few false positives. In its default
state, no action is taken except to tag the subject line of detected spam.

Most companies will benefit from centrally filtering tagged spam into MDaemon’s Spam Trap folder.

Improved spam detection rates come from a combination of:-
O Gradually increasing the spam filter’s ‘aggressiveness’;
(O Daily monitoring of the spam trap folder for false positives;
O Feedback of spam filtering errors such as false positives and missed spam.

WebAdmin provides an excellent way for MDaemon administrators to monitor the Spam Trap folder, releasing and
feeding back false positives as required.

WebAdmin is included as part of MDaemon 9 onwards and can be downloaded as a free plug-in for earlier versions
of MDaemon - using MDaemon v8 onwards is recommended.

End users can assist MDaemon’s spam filtering accuracy by feeding back missed spam to the system. If they use
IMAP, they can simply drag and drop missed spam into the ‘Bayesian Learning/Non-Spam folder’. POP3 users
can forward missed spam as attachments to the spamlearn@... system address using authenticated SMTP.

MDaemon provides a level of ‘self teaching’ using its auto-white listing features which automatically updates users’
personal Contacts folders with email recipients, white lists emails from senders listed in the personal Contacts
folders and learns from samples of emails from those senders. These features can be enabled or disabled as
required.

Avoiding catch-all email addresses, switching to direct SMTP delivery and refusing email addressed to unknown
local addresses is a vital step towards reducing the amount of spam you have to deal with.

Following the recommendations made in this document will increase the effectiveness of MDaemon’s spam filtering
engine within a few weeks to approximately 95% detection rate with a negligible rate of false positives.




