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Chapter

MDaemon. v9.0

Versatile Email Server for Windows

Introduction

Daemon Setver v9 is a standards-based SMTP/POP/IMAP mail server that offers a full range

‘ \ / I of mail server functionality. MDaemon is designed to manage the email needs of any number

of individual users and comes complete with a powerful set of integrated tools for managing

mail accounts and message formats. MDaemon offers a scalable SMTP, POP3, and IMAP4

mail server complete with LDAP support, an integrated browser-based email client, content filtering,
spam filters, extensive security features, and more.

MDaemon Standard and Pro

Alt-N Technologies” MDaemon Server is available in two versions: MDaemon Standard and MDaemon
Pro. With the powerful features of MDaemon Standard, you can collect your network’s email from a
single ISP provided POP3 account, or host an entire domain with MDaemon’s full-fledged SMTP server.
With the increased functionality of IMAP4 and Multiple Domain Support, MDaemon Pro is an ideal
email backbone for enterprise level organizations. MDaemon Pro also adds group calendar and
scheduling, an instant messaging system, multiple language support for WorldClient, automatic domain
gateway creation, and more to MDaemon Standard’s already extensive set of features. For a complete
discussion on the differences between MDaemon Standard and Pro see the white paper, “MDaenon
Versions: Comparing Standard and Pro”. This white paper and other helpful resources can be obtained form
our web site at www.altn.com.

MDaemon Features
MDaemon is equipped with many features besides SMTP, POP, and IMAP email processing. The
following is a list of just some of those features.

= MDaemon’s extensive parsing features make it possible to provide email for an entire LAN with as little as a
single dial-up ISP POP3 mailbox. This makes it possible to provide email to an entire network for a fraction of
the normally associated cost.

= Complete support for virus scanning and protection through AntiVirus for MDaemon. This utility provides
potent anti-virus protection. Messages can be scanned for viruses and cleaned or deleted automatically before
ever reaching the intended recipients. Further, you can configure MDaemon to send a message to the
administrator, sender, and recipient of the infected message notifying them of the virus. AntiVirus for
MDaemon is a separately licensed product that is available from www.altn.com.

= MDaemon features a complete suite of Mailing List or email group management functions allowing for the
formation of an unlimited number of distinct distribution lists that can contain local and/or remote members.

16
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Lists can be set to allow or refuse subscription requests, be public or private, post replies to either the list or the
originator of the message, be sent in digest format, and be configured using numerous other features.

= Anintegrated component of MDaemon is WorldClient. This exciting product makes it possible for your users to
access their email using their favorite web browser rather than from a workstation dependent email client. This
tool is perfect for mobile staff and users who do not have a dedicated machine from which to access their email.

= WorldClient is equipped with a complete suite of email client features. You can: send and receive email, spell
check messages, manage your email in multiple personal folders, display the interface in any of 18 languages,
schedule meetings and appointments and share calendars and task with other user, manage your MDaemon
account settings (when used in conjunction with WebAdmin), manage contacts, and more. WorldClient is also
equipped with ComAgent, a small utility that can be downloaded and installed on a user’s local computer. This
provides easy access to your email and folders and checks for new messages without having to open your web
browser. It also includes a complete Instant Messaging system that can be used to quickly “chat” with other
MDaemon/WorldClient users.

= MDaemon is equipped with many features designed to help you make your email system secure. The Spam
Filter and DNS Black Lists features will help you put an end to most “spam” email messages that “spammers”
try to route through or to your domain. IP and Host Screening and Address Suppression provide the capability
to screen and prevent certain addresses and domains from connecting to or sending mail through your system.
They also make it possible to connect to specific IP addresses while screening all others.

= Equipped with support for Lightweight Directory Access Protocol (LDAP), MDaemon can keep your LDAP
server up to date on all of its user accounts. This makes it possible for you to keep an LDAP address book up to
date so that users with email clients that support LDAP can access it. You can also choose to use your LDAP
server as the MDaemon account database instead of an ODBC compliant database or the local
USERLIST . DAT system. Thus, you can configure multiple MDaemon’s at different locations to share the same
account database.

= MbDaemon can be configured to keep your Windows Address Book or Microsoft Outlook Contact Store up to
date with your user information. This provides another means of making a global address book available to your
users.

= Address Aliases provides the ability to route email messages addressed to “fictitious” mailboxes to a valid
account or mailing list. This makes it possible for individual accounts and lists to have “multiple” email
addresses at one or more domains.

= The Domain Gateways feature provides the option of setting up separate domains for various departments or
groups that may be local to your network or located somewhere else on the Internet. Using this feature, all mail
addressed to a domain for which MDaemon is acting as a gateway will be placed in that domain’s mailbox by
MDaemon. It can then be collected by that domain’s MDaemon server or email client and distributed to the
domain’s users.

= Accounts can be controlled remotely by users by using specially formatted email messages. This allows greater
administrative flexibility, and empowers users by turning day-to-day simple account maintenance tasks, such as
changing passwords, over to them.

= Integrated web-based remote administration via WebAdmin. WebAdmin is integrated with MDaemon and
WorldClient and enables your users to review and edit their account settings via their web-browser. You can
designate which settings that your users may edit, and assign access permissions on a per account basis.
WebAdmin can also be used by the Administrator (and whomever else you wish to allow) to review or edit any
of MDaemon’s settings and any other files that you wish to make available to the WebAdmin system for
reviewing.

=  With File Catalogs, the email administrator can create password protected groups of files which users can have
encoded and automatically sent to them through the use of specially formatted email messages.

= Account mailbox formats can be abstracted using Mailbox Format Files (MBF), which allows for a wide range
of mail system compatibility.

INTRODUCTION 17
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An internal message transport system known as RAW mail provides a simple method for placing messages into
the mail stream and greatly simplifies custom mail software development. Using RAW, a complete mail system
can be devised using a simple text editor and a couple of batch files.

A highly versatile Content Filtering system makes it possible for you to customize server behavior based on the
content of incoming and outgoing email messages. You can insert and delete message headers, add footers to
messages, remove attachments, route copies to other users, cause an instant message to be sent to someone, run
other programs, and more.

What's New in MDaemon 9.07?

Active Directory Monitoring

Using the options located on the Active Directory and AD Options tabs of the Account Database
Options dialog, MDaemon can now be configured to monitor Active Directory and automatically
create, edit, delete and disable MDaemon accounts when their associated accounts are altered in
Active Directory. Further, all monitoring is one-way from Active Directory to MDaemon—the
Active Directory features do not alter the Active Directory schema files in any way.

When set to monitor Active Directory, MDaemon will query for changes at a designated interval and
then create a new MDaemon user account whenever it finds that a new Active Directory account has
been added. This new MDaemon user account will be created using the full name, logon, mailbox,
desctiption, and enabled/disabled state found within Active Directory. When MDaemon detects
changes to Active Directory accounts, it will automatically update the associated properties in the
matching MDaemon account.

For accounts that are deleted in Active Directory, MDaemon can be configured to take one of the
following actions: do nothing, delete the associated MDaemon account, disable the associated
MDaemon account, or freeze the associated MDaemon account (i.e. the account can still receive mail
but the user can’t collect it or access it).

Accounts created by MDaemon’s Active Directory feature must be setup for Dynamic Authentication
if you want them to work immediately without any need to configure the account manually from
within MDaemon. With Dynamic Authentication, MDaemon has no need to store the account’s
password within its own user database. Instead, the account holder will use his or her Windows
login/password credentials and MDaemon will pass those to Windows for authentication of the
associated account.

Finally, Active Directory monitoring will continue to work even when MDaemon is shut down—all
Active Directory changes will be tracked and then MDaemon will process them once it restarts.

For more information on MDaemon’s Active Directory Monitoring, see page 318.

Active Directory Support for Mailing Lists

MDaemon’s Mailing Lists can now be configured to pull list addresses from within Active Directory.
By using the options on the Mailing List Editor’s AD tab (see page 401), you can specify your Active
Directory settings, search filters, search scope, and the Active Directory attribute that will contain the
member’s email address.
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Sender ID

MDaemon now supports Sender ID. Related to Sender Policy Framework (SPF), Sender ID seeks to
verify that every email message originates from the Internet domain from which it claims to have been
sent. This is accomplished by checking the address of the server sending the mail against a registered
list of servers that the domain owner has authorized to send mail on its behalf. This verification is
automatically performed by MDaemon before the email message is delivered to the user. The result of
the Sender ID check can be used as additional input into the filtering tasks already performed by the
mail server. Once the sender has been authenticated, the mail server may consider past behaviors,
traffic patterns, and sender reputation, as well as apply conventional content filters when determining
whether to deliver mail to the recipient.

When the Sender ID option is enabled (located at Security>SPF & Sender ID...), MDaemon will
identify the Purported Responsible Address (PRA) of the incoming message through careful
inspection of its headers and then verify whether or not the message originated from that location.
The PRA is the most recent address purported to be responsible for the message, which may or may
not be its original sender.

For more information on MDaemon’s support for Sender ID, see page 203.

Integrated Web-based Administration

WebAdmin, MDaemon’s web-based remote administration system, is now installed as part of
MDaemon—ryou no longer have to download and install WebAdmin separately. Updates and fixes,
however, may still be released periodically and independently from MDaemon if necessary. Therefore,
WebAdmin will continue to have its own version number and web site presence.

Because of this change WebAdmin must now be installed to \MDaemon\WebAdmin. If WebAdmin
is currently installed at another location then you must uninstall it before installing or upgrading
MDaemon to version 9. Otherwise, WebAdmin will not be recognized or function propetly.

For details on WebAdmin, see page 73 and visit: http://www.altn.com/WebAdmin/.

Improved IMAP Performance

MDaemon’s IMAP server has been significantly improved to make better use of multiple threads and
multiple CPUs, which can provide better performance and responsiveness.

Improved AntiSpam Performance

MDaemon’s anti-spam system now runs as a separate daemon—the MDaemon Spam Daemon
(MDSpamD), which is fed messages via TCP/IP for scanning. This greatly increases the Spam Filtet’s
performance and makes it possible for you to run MDSpamD locally, on a separate computet, or
have MDaemon use another MDSpamD (or any other SpamD enabled product) running at some
other location. By default MDSpamD runs locally and receives messages on port 783 at 127.0.0.1, but
you can configure a different port and IP address if wish to send the messages to some other spam
daemon running at a different location or on a different port.
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Improved Content Filter and AntiVirus Performance

MDaemon’s Content Filter and AntiVirus processing is now fully multi-threaded and will process
many messages simultaneously rather than sequentially as in previous versions.

WorldClient and Groupware Improvements

Free/Busy Server

MDaemon 9 includes a Free/Busy server, which makes it possible for a meeting planner to view the
availability of potential meeting attendees. To access this feature, you will click Scheduling within
WorldClient when creating a new appointment. This opens a Scheduling window containing the list
of attendees and a color-coded calendar grid with a row for each one. Each attendee’s row is color-
coded to indicate the times at which he or she might be available for a meeting. There are colors for
Busy, Tentative, Out of Office, and No information. There is also an Auto-Pick Next button that
makes it possible for you to query the server for the next timeslot at which all attendees may be
available. Then, when you have finished creating the appointment it will send an invitation to all of the
attendees, who can then accept or decline.

WotldClient’s Free/Busy setver is also compatible with Microsoft Outlook. To use it, you will simply
have to configure Outlook to query WotldClient’s Free/Busy Server URL.

For more on how to use WotldClient’s Free/Busy featutes to schedule your appointments, see page
92 and the online Help system within WorldClient.

SyncML Server

WorldClient now includes a SyncML v1.1 compliant server to synchronize your WorldClient calendar,
contact, and task folders with SyncML capable devices. See page 93 for more information on
WorldClient’s SyncML server.

Improved Meeting Invitation Support

WorldClient now includes support for native Outlook (TNEF) meeting invitations, and support for
iCalendar meeting invitations has also been greatly improved. When viewing a message containing a
meeting invitation or retraction, a toolbar is presented to the user. This toolbar allows the user to
accept, decline, or view the invitation. The user has the opportunity to send a response to the meeting
organizer with their comments.

Unicode (UTF-8) Support

WorldClient now outputs everything in Unicode (UTF-8), which allows it to display numerous
character-sets at once. Consequently, users will not need to switch their browser’s encoding setting
based on the character set of the message. WorldClient’s Languages.ini (located in
\WorldClient\Templates) also uses the UTF-8 encoding, and each user’s WC\Messages . 1dx
file will be converted to UTF-8 when that user next logs in to WorldClient. XML files used for
contacts, calendars, and so on, will also be converted to UTF-8.

Improved Support for Pocket PC Users
WorldClient’s Pocket PC theme now permits access to your groupwate folders—you can access
contacts, tasks and calendar events through your Pocket PC browser. Windows Pocket PC 2003 OS
or higher is required for full functionality.
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Security Enhancements

DomainKeys ldentified Mail Improvements

MDaemon has been updated to support the latest draft of the of the DomainKeys Identified Mail
(DKIM) specification. The DKIM allman-01 specification no longer supports the nowsp method of
canonicalization messages preparation. In its place a new method called “relaxed” is being considered.
In preparation for this change, the default DKIM canonicalization method has been changed to
“Simple.” See page 209 for more information on this and other DKIM options.

Additional Features and Changes
See the Relnotes . tXt file located in MDaemon’s \DOCS\ subfolder for a complete list of all
new features, changes, and fixes to MDaemon from the previous version.
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Upgrading to MDaemon 9.0

Below is a list of special considerations and notes that you may need to be aware of when upgrading to
MDaemon version 9.0 from a previous version.

Version 9.0.0 Special Notes

MDaemon now requires Windows 2000/2003/XP. It no longer supports Windows N'T/9x/ME.
The installer will not allow installs on machines running those OS versions, and MDaemon will
not start or run propetly on them.

MDaemon now limits the number of Domain Gateways to the maximum number of users
allowed by your license key. For example, if you have a 12 user key MDaemon will allow you to
create 12 user accounts plus 12 Domain Gateways; a 50 user key permits up to 50 user accounts
and 50 gateways, and so on. The installer will warn you if your current number of gateways
exceeds the number permitted by your license. If this happens, none of your gateways or their
configurations will been lost—they will still be located in the Gateways.dat file. However, you
will only be able to access and configure the number of them permitted by your license, starting
with the first gateway and proceeding until the maximum number is reached. Additionally, the
Automatic Gateway Creation feature will be disabled when the limit is reached. Upgrading your
MDaemon to a larger license-size will re-enable the remaining Domain Gateways.

If you previously installed WebAdmin to a location other than \MDaemon\WebAdmin, you must
uninstall the previous version of WebAdmin before upgrading to MDaemon 9. WebAdmin is
now included in MDaemon’s installer, and it will not be installed and configured propetly if you
have a previous version installed at a different location.

Your OverQuota.dat file in the \MDaemon\APP folder may contain this text: “or
SMAXBYTESS KB of disk space’. Please open the file with Notepad and change it to this: “or
SMAXBYTESS MB of disk space”.

MDaemon no longer supports the message encryption option. Consequently, all references to
that option have been removed from the user interface. It was inferior to MDaemon’s current
compliment of security features and isn’t needed since MDaemon no longer supports older, less
secure OS versions. Please use Notepad to update your ACCT INFO. DAT file and remove the line
that references “SENCRYPTMAILS$”. Currently MDaemon will still read encrypted messages but it
will no longer create them.

If you are using AntiVirus for MDaemon, several alternative update sites may have been added to
your AntiVirus configuration. No previously existing update sites were altered, and you can
remove the new update sites if you choose.

You can use the %SetSubject% macro in the calendar and task reminder templates
(Calremind.dat and Taskremind.dat) to customize the subject text of calendar and task
reminder emails. You can delete your existing Calremind.dat and Taskremind.dat files
and restart MDaemon to create new default files, or you can add these lines to the end of the files:
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Calremind.dat
%SetSubject¥%=Calendar reminder: $CALSUBJECT$ $CALSTARTTIMES

Taskremind.dat
%SetSubject¥%=Task reminder: $TASKSUBJECT$S $TASKSTARTDATES

The subject text within Content Filter notifications for Spam and Antivirus updates has been reset
to defaults and changed to be more readable.

The Mailbox template (at New Account Defaults>Account Defaults) was changed from
SUSERFIRSTINITIAL$SUSERLASTNAMES to SUSERFIRSTNAMES . SUSERLASTNAMES. For
example, previously a new account for Frank Thomas would have resulted in his email address
being set to FThomas@example.com. Now it would be Frank. Thomas@example .com.

Authentication is now required by default before MDaemon will accept an ETRN request to
dequeue a Domain Gateway’s messages. You can change this via an option on the Options tab of
the Gateway Editor.

MDaemon will strip any existing X-Spam-Flag headers from incoming messages if the
following switch is set in MDaemon. ini:

[Special]
StripSpamFlagHeaders=Yes (default is NO)

ComAgent now maintains an independent version number from MDaemon. Consequently, your
users will no longer be prompted to update ComAgent whenever there is a new version of
MDaemon unless that new version also includes some changes to ComAgent. They will,
however, need to download ComAgent to get the 9.0.0 version.

See the Relnotes. tXt file located in MDaemon’s \DOCS\ subfolder for a complete list of
all new features, changes, and fixes to MDaemon from the previous version.

Version 8.x Special Notes

The following entries will be automatically added to your Tarpit, SPF, and DomainKeys
verification whitelist files (NoTarpit.dat, SPFXcpt.dat, and DKVerifyXcpt.dat):

127.0.0.*
192.168.*.*
10_*_*_*
172.16.0.0/12

The format of the DomainKeys signing file (DKSTgn.dat) was changed. If you are specifying
optional selectors in this file you must now do so in a slightly different way. Open DKSign.dat
with Notepad and read the text at the top of the file to see how to use the “S=" to specify your
optional selector values and how to use the new “d=""to specify a signing domain.
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An entry in your SpamAssassin local .cf file was changed. If you had “dns_available
yes” in your local .cf file this line was removed. Removing it causes SpamAssassin to first
check if DNS is available before attempting to use rules which depend upon it. This is a smarter
option but does create additional overhead since testing for DNS connectivity may not be
necessary for all sites. If you would like to change this setting or disable DNS based rules entirely,
you can do so by using the new “DINS _Available?” option located on the Spam Filtering tab of the
Spam Filter dialog (see page 141).

By default, MDaemon will now perform a Spam Filter scan on incoming messages during the
SMTP session. If the score is over 12.0 the message will not be accepted. You can change this
threshold to whatever value you deem appropriate via the “SMTP reects messages with scores greater
than or equal 10 option on the Heuristics tab of the Spam Filter dialog. Setting the value to “0”” will
completely disable SMTP-based scanning.

MDaemon includes a product activation system to aid in combating software piracy and
protecting the interests of legitimate customers. Immediately after MDaemon starts, it will launch
the Activation Wizard, which will walk you through a simple one-time process to activate your
registration key. You can activate in quickly through an automated online process or manually
through a secure web site.

The activation process verifies that the registration key you are using is legitimate, and it associates
your registration information with the machine on which MDaemon is installed and the MAC
address of your Network Interface Card. This makes it impossible for others to illegally use your
registration key. Reactivation is required only if you replace your Network card. Click the
Help—>Activate your registration key... menu selection to launch the Activation Wizard.

Multiple activations are allowed (such as when you reinstall MDaemon, move it to a different
machine, change your network card, and so on), but this is for customer convenience only and
should not be considered a license to violate the EULA or attempt to use the same key
simultaneously on multiple machines.

NOTE: None of your personal information is required or transmitted during the activation
process, registered users have 30 days in which to activate the software, and activation is required
in order for MDaemon 8.0 to function.

For a more information on activation see:

http://ww.altn.com/Activation/faq.asp

In order to support MDaemon’s collaboration system, Calendar, Contacts, and Task folders are
created for each user during installation. A Contacts folder is also created for each domain. If any
of these folders already exist, they will be renamed to Old Calendar, Old Contacts, and
Old Tasks, and access control is preserved when folders are renamed.

Additionally, the address book and calendar formats were changed. Consequently, the installation
process will automatically convert each user’s private address book file (addrbook.xml) to the
new Contacts folder in his or her root mail directory, and Calendar information will be migrated
from the old Calendar.mrk file to the new XML format within the Calendar folder. For
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domain public address books, each will be converted and placed into the domain’s Contacts
public folder. None of the original files are deleted by this process. You shouldn’t need to repeat
the conversion/migration process, but you can run \MDaemon\App\MD3Conv . exe to migtrate
the calendar and contact data for any user (or all users) if necessary. Run it once with no
command line arguments for instructions.

e MDaemon no longer maintains a single global address book accessible by all domains. Address
books are now maintained on a per-domain basis. If you wish to create a global address book or
any other address books, then you can do so via the Public Folders tab of the Shared Folders
dialog,

e MDaemon now includes SpamAssassin 3.1. This new version of SpamAssassin includes many
upgrades and improvements. For a complete list of changes see http:/ /www.spamassassin.otg.

On the Heuristics tab of the Spam Filter dialog, the method for designating whether or not the
Subject tag will be included in spam messages was changed. SpamAssassin no longer supports a
key to turn subject modifications on and off. Instead, the existence of a subject tag determines
whether or not one is used. As a result, please check this tab and make sure the subject
modification is to your liking. Also, the _HITS_ tag in SpamAssassin 3 does not pad the score
with leading zeros. Consequently, you may want to use _SCORE(0)_ in your subject tag instead
of _HITS_ to aid in proper message sorting in some email client.

SpamAssassin 3 does not come configured to use the JP list for SURBL. Consequently, a rule was
added to 80_MDaemon_scores.cft to support this. Also, because the default scores for
SURBL hits were much lower than what was previously used with MDaemon, the old scores
were put into 80_MDaemon_scores.cF. Adjust these score to your liking or delete the lines to
use the defaults.

New default Bayesian scoring was been added to 80_MDaemon_scores.cf. In the future this
file will always contain the default scores for Bayesian rules. You may wish to consider deleting
the various “score BAYES_xx” lines from your local.cf file in order to use the new
defaults.

e Your AntiVirus update schedule file (MDaemon\App\AVSchedule.dat) was renamed to
“..NAVSchedule.dat.old” so that a new set of default update times could be put in place.
The new defaults randomize the times that updates take place, and schedule only a single update
per day. This can improve update speeds by preventing excessively large numbers of MDaemon
servers from attempting to update simultaneously around the world. If you prefer to use your
previous settings, then you can restore you old AntiVirus update schedule by renaming

“.\NAVSchedule.dat.old” to “..\AVSchedule.dat”.

e Please note the evolution of the old MDaemon GroupWare product into the new Outlook
Connector for MDaemon. This name change is reflected in numerous places within MDaemon
and its documentation. To read more on this change, see the partner newsletter at:

http:/ffiles.altn.com/static/images/partners/press/newsletters/NL-200501.pdf

UPGRADING TO MDAEMON 9.0 25



CHAPTER 1 MDAEMON® V9.0

The default automatic spam filtering IMAP rule was changed. This rule is created for each
account via the “Automatically filter spam messages into user'’s INLAP spam folder” option located on the
Spam Filtering tab of the Spam Filter (click Security>Spam Filter..) The rule used to merely
check for the existance of the X-Spam-Flag header within each message. This was found to be
insufficient because some external SpamAssassin-enabled software places “X-Spam-Flag: No”
into messages. The rule was therefore changed to check for “X-Spam-Flag: Yes” rather than
merely the existance of the header. To change the rule for all your accounts, clear the
“Automatically filter spam messages into user’s INLAP spam folder” option and follow the instructions.
This will remove the old rule from each of your accounts. Then, simply click the checkbox again
to build the new rule for each account.

If you are using the composite log window in the main interface, then check your settings at
Setup>Miscellaneous Options>GUI. They may need adjustment because a new logging
options were added, which may have caused your previous settings to be changed.

Older versions of ComAgent will no longer synchronize contacts with MDaemon. To regain this
capability your users must update to the latest version of ComAgent.
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Installation

MDaemon Server v9 requires Microsoft Windows 2000/2003/XP, and a computer system with a
Pentium IIT 500MHz equivalent microprocessor and 512 MB of RAM (a Pentium 4 2.5 GHz or higher
with 1 GB or more of RAM is recommended). The typical installation requires 100MB of Hard Disk
space plus additional space for mail to be stored. SMTP/POP/IMAP and related setvices requite a
Winsock compliant TCP/IP stack, such as that which ships with Microsoft Windows, and Internet access
with an ISP service. If you will be using MDaemon as an internal email server only (you will not be using
it to send or receive messages externally) then an Internet Service Provider is not necessary.

To install MDaemon click Start->Run... and enter the path to the setup executable file provided in your
MDaemon package, then click OK. Alternatively, you may install MDaemon by using “Add/Remove
Programs” located in the Control Panel.

The installation process will prompt you for some basic information such as a registration name and a
root directory where MDaemon files should be created. The installation process also provides a step-by-
step configuration wizard that can be used to guide you through the most common configuration
scenarios.

See:
Primary Domain Configuration—page 35
New Account Defaults—page 328

See also:

DomainPOP Mail Collection—page 239
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Chapter

MDaemon’s Main Display

Daemon’s Main Graphical User Interface (GUI) automatically appears at program startup and

gives you important information regarding MDaemon’s resources, statistics, active sessions,

and queued mail waiting to be processed. It also contains options for easily

activating/deactivating MDaemon’s various servers. The GUT’s tabbed panes keep you up to
date on how the server and its incoming and outgoing connections are performing.
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Statistics and Tools

The default left pane of MDaemon’s main interface contains two tabs: Tools and Stats. The Tools tab
contains an entry for the Primary Domain and each Secondary Domain. Under each entry there is a
shortcut to the various dialogs that can be used to configure that domain’s settings and users. The Stats
tab contains three sections: Statistics, Queued Mail, and Servers. Right-click any of the controls in a
section to open a shortcut menu relevant to that control.
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The Statistics section contains statistics regarding the number of messages sent and received by MDaemon
as well as the number of mail sessions that have been initiated since startup. This section also tells you
how many user accounts have been used and how many more can be created. Satistics contains two right-
click shortcut menus: one for the Accounts controls and one for the Statistics controls. The Accounts
shortcut menu provides shortcuts for creating, editing, and deleting accounts. The rest of the controls
have a shortcut menu that can be used to clear the count listed next to the given control.

The Queued Mail section contains an entry for each message queue, and the number of messages (if any)
that each queue contains. You can right-click on each of the queue entries to open a shortcut menu
containing one or more of the following options, depending on which queue you select:

View Queue—this option switches the main pane to the Queues tab and displays the selected queue. A list of
all messages the queue contains will be displayed, and you can right-click any message to open a shortcut
menu containing numerous options similar to those available in the Queue & Statistics Manager such as
Copy, Move, Edit, White list, and so on.

Queue and statistics manager—open the Queue and Statistics Manager to the Queue Page with the selected
queue displayed.

Process Now—this option “re-queues” all messages contained in the queue and attempts to process them
normally for delivery. If you attempt to process messages contained in the Holding queue, Bad queue, or
the like then the messages may encounter the same errors that put them there in the first place and return
them to the same queue.

Freeze/unfreeze queue—temporarily pauses processing for the selected queue, or continues the processing if it
is currently paused.

Release—releases messages from the Holding Queue. MDaemon will attempt to deliver the messages
regardless of errors encountered—they will not be returned to the Holding Queue even if they encounter
the same errors the caused them to be moved there originally.

Enable/disable queue—activates or deactivates the Holding Queue. When disabled, messages will not be
moved to the Holding Queue regardless of errors encountered.

The Servers section contains an entry for each server within MDaemon, and each entry lists the current
state of the server: “Active” or “Inactive”. Listed below each entry is the port on which that particular
server is listening, if that server is currently active. The shortcut menu provides a control for toggling each
server between the Active and Inactive state.

Message and Event Tracking

The default right-hand pane of the main interface contains several tabs. They display the status of
MDaemon’s various servers and resources and are frequently updated to reflect current server conditions.
Each SMTP/POP/IMAP session and other setver activity is logged onto the approptiate tab once it is
complete so that a visible record of network activity is made available. The information displayed on these
tabs is mirrored in the log files kept in the L ggs directory, if you have chosen to log such activity. See page
278 for more information.

The primary pane of MDaemon’s GUI contains the following tabs:

System—at program startup, the System tab displays a log of the Initialization Process, which can alert you to
possible problems with MDaemon’s configuration or status. It also displays activity such as
enabling/disabling any of MDaemon’s various servers.

Routing—displays the routing information (To, From, Message ID, and so on) for each message that is parsed
by MDaemon.
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Content Filter—MDaemon’s Content Filter operations are listed on this tab. When a message matches the
criteria of one of the Content Filter’s message rules, the relevant information related to that message and
the actions taken are logged here.

AntiVirus—if you have installed AntiVirus for MDaemon, then all AntiVirus operations are listed on this tab.
When a message is scanned for viruses the relevant information related to that message and the action taken
is logged here.

AntiSpam—displays all of MDaemon’s spam filtering and prevention activities.

Outlook Connector—displays all Outlook Connector activities.

WorldClient—displays WorldClient’s session activities.

Plug-ins—displays all activities related to any MDaemon plug-ins.

Mail—click this tab and several other mail-related tabs will appear above it.
SMTP (in)—all incoming session activity using the SMTP protocol is displayed on this tab.
SMTP (out)—all outgoing session activity using the SMTP protocol is displayed on this tab.
POP—when users collect email from MDaemon using the POP3 protocol, that activity is logged here.
IMAP—mail sessions using the IMAP protocol are logged on this tab.
MultiPOP—this tab displays MDaemon’s MultiPOP mail collection activities.
DomainPOP—this tab displays MDaemon’s DomainPOP activity.
SPF—displays Sender Policy Framework activity.
RAW—RAW or system generated message activity is logged on this tab.
LDAP—displays LDaemon LDAP server activity.
RAW—RAW or system generated message activity is logged on this tab.

Queues—this tab gives access to another row of tabs above it with one tab corresponding to each message
queue, such as: Local, Remote, Holding, Quarantine, Bayesian queues, and so on.

Sessions—click this tab and several other tabs will appear above it. These tabs display an entry for each active
connection to MDaemon. Whether the connection is SMTP in or out, POP in or out, IMAP, WorldClient,
or some other type, information about each active session is displayed here.

Note

The information displayed on these tabs has no affect on the amount of data that is actually
stored in the log files. However, MDaemon does support a great deal of flexibility with
regard to the amount and type of information that is logged in those files. See the Log File
dialog (page 278) for more information on logging options.

Event Tracking Window’s Shortcut Menu

If you right-click in any of the Event Tracking window’s tabs it will open a shortcut menu. Various
options are provided on this menu that can be used to select, copy, deleted, or save the contents of a given
tab. The menu’s Print/Copy option will open any currently selected text in Notepad, which can then be
used to print the data or save it to a file. The Delete option will delete the text you have selected, and the
Mail to support.. menu item will open the selected text into a window that you can use to send a message to
Technical Support. The Search option will open a window in which you can specify a word or phrase to
search for in the log files. MDaemon will search all log files for the text string and then all session
transcripts containing that string will be combined into a single file and opened in Notepad for your

30 INSTALLATION



CHAPTER 2 MDAEMON’'S MAIN DISPLAY

review. A practical use of this feature would be to search for a particular Message-ID, which would
provide a compilation from all the logs of all session transcripts containing that Message-ID.

Composite Log View

Located on the Windows menu of MDaemon’s menu bar is a Composite log view option. Clicking that
option will add a window to the main display that will combine the information displayed on one or more
of the main pane’s tabs. Use the controls on the GUI tab of the Miscellaneous Options dialog (page 288)
to designate the information that will be combined in that window.

Note

The layout of the panes in the Event Tracking window is not limited to the default positions
described above. You may change the layout be selecting the Windows menu selection and
then clicking the Switch panes control corresponding to the desired layout.

Tray Ilcon

Whenever the MDaemon server is running, its icon will be visible in the system tray. However, apart from
simply letting you know whether the server is running, the icon is also dynamic and will change colors
based upon the current server status. The following is a list of the icon indicators:

All okay. No mail in local or remote queues.
All okay. Mail in local or remote queues.

Available disk space below threshold (see page 301).

' Network is down, dialup failed, or disk is full.

Icon

Blinking A newer version of MDaemon is available.

There is additional information about the server available through the icon’s tooltip. Pause the mouse
pointer over it and the tool tip will appear.

|m':.-'|:|:|m|:|an';.f.|:|:|m 1.2.3.40n 2,|'4|

The first bit of information that the tool tip displays is the Primary Domain’s name. Next is its IP address.
Finally, following the letter “Q” (signifying the mail queues), are two numbers denoting the number of
messages in the queues. The first numbers indicates the number of messages in the remote queue. The
second number indicates the number of messages in the local queue.
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Abouk Alk-rM MDaeman, .

About Alt-M Technologies. ..

Setup
Securikby
Accounts
Lists
Gateways
Catalogs
Cueues

Open account manadger, ..,
Process all queues now

Oueue and skaks manager. ..

Lock server. .,

Open MDaemon...

Shut down MDaemon

v T v v v v

MDAEMON’'S MAIN DISPLAY

Right click on MDaemon’s tray icon to open the shortcut menu. This
menu gives you quick access to virtually all of MDaemon’s menus and
features without having to open the main user interface.

Click the “About Alt-N..”” options in the top section of the shortcut
menu to find out more about MDaemon or Alt-N Technologies.

In the second section you can access the following MDaemon menus:
Setup, Security, Accounts, Lists, Gateways, Catalogs, and Queues.
Each of these cascading menus is identical to the menu of the same
name located on the menu bar of the main interface.

The third section has options to open the Account Manager and Queue
and Statistics manager, and one that will cause all of MDaemon’s mail
queues to be processed.

Next, there are commands to lock and unlock MDaemon’s interface (See
“Locking/Unlocking MDaemon’s Main Interface” below) followed by
the “Open MDaemon..” menu selection, used for opening/trestoring

MDaemon’s interface when it is minimized to the system tray.

The last option is “Shut down MDaemon,” which is used to quit MDaemon or shut down its system
service (the service settings are not changed—the MDaemon service is merely stopped).

Locking/Unlocking MDaemon’s Main Interface

To lock the user interface, minimize MDaemon, click the “Lock server...” menu item and then enter a
password into the dialog that opens. After confirming the password by entering it a second time,
MDaemon’s user interface will be locked. It cannot be opened or viewed, but MDaemon will continue to

function normally. You will, however, still be able to use the “Process all queues now...”

option to

process the mail queues manually. To unlock MDaemon, open the “Unlock MDaemon” dialog by
double-clicking the tray icon, or by right-clicking the icon and then choosing “Unlock Server...” Then,
enter the password that you created when you locked it.

Note

When the server is locked you cannot launch a Ghost session of MDaemon.
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Connection Window

If you have configured MDaemon to create sessions in a minimized or default window (see page 288), a
Connection Window will appear each time a request is detected by the server from some remote client, or
whenever a session is initiated by the server to collect or deliver a message. This window keeps you
informed of the status of the transaction and alerts you to any problems encountered during the course of
the mail session.

B: SMTP outbound to altn.com [zeszzion 2] !EI

Sezzion transcript

}'/ Mon 2000-02-21 13:36:46; [264:2] 250-aln.com Hello mike.mail, ESMTE hello!
\.@ Mo 2000-02-21 13:36:45: [264:2] 250-EXFPN

Mo 2000-02-21 13:36:45: [264:2] 250-ETRHN

Mon 2000-02-21 13 36:45; [264:2] 250 512E

Moaor 2000-02-21 13 36:49: [264: 2] MAIL From:<mikel@altn. cam: SIZE=1674903
Mon 2000-02-21 13 36:52: [264: 2] 250 <mikel@aln.coms: , Sender ok

Mon 2000-02-21 13:36:52: [264:2] RCPT To:<Frankizaltn. com:

kon 2000-02-21 13 36:54: [264:2] 250 <Franki@altn. com:, Recipient ak

Mon 2000-02-21 13:36:54: [264: 2] DATA

Maon 2000-02-21 13:36:57: [264:2] 354 Enter mail, end with <CRLF: <CRLF>
kon 2000-02-21 1336:57; [264: 2] Sending <c:vmdaemonhremotegpdS0000000¢

1] | i

M ezzage fromdto FRemate host/ P
riketsialtn. com altr. com
Frank@altn. com 100.100.100.700
Mezzage transfer stats |nactivity Tirmeout
319488 of 1674908, 19.1%, 2.34 kb/s 3 Min 55 Sec Dizconnect |

Session transcript
This window displays all session i/o.

Remote host/IP
This window tells you the name and IP address of the remote computer MDaemon with which
MDaemon is interacting,

Message from/to
This window displays the sender’s address and the address of the intended recipients.

Message transfer statistics
This keeps a running total of the number of bytes transmitted to or collected from the remote system, the
percentage completed, and the current speed of the transfer.

Inactivity timeout

This counter displays how much inactivity time is left before MDaemon will close the session.

Disconnect
This button will immediately disconnect the server from the remote system.
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MDaemon’'s SMTP Work Flow

When an incoming SMTP connection is made, MDaemon goes through a complex series of processing
steps to determine whether to accept the message for delivery, and what to do with it once it is accepted.
The following chart is a graphical representation of this work flow for inbound SMTP messages. Note:
the extent to which these steps are executed is dependent upon your particular configuration. One or
more steps might be skipped if a given feature is disabled in your configuration.
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Chapter

Primary Domain Configuration

Domain Configuration Editor

he domain configuration editor can be reached via the Setup—>Primary domain... menu selection

I and allows you to enter several key pieces of information regarding your domain setup. Your

primary domain is the default domain name and set of configuration options that your users will

use to send and receive their email. Only one primary domain can be configured, but MDaemon

can manage mail for any number of Secondary Domains (MDaemon PRO only), and store mail for any
number of Domain Gateways as well.

See:

Secondary Domain Editor—page 67
Domain Gateways—page 420

The Domain Configuration editor is a tabbed dialog containing the following sections, which are
necessary for configuring MDaemon.

Domain
This dialog contains your Primary Domain’s name and IP address, and your HELO domain name and
machine name.

Delivery
Here you will specify the degree to which you want MDaemon itself to handle delivery of mail versus
relaying mail to an ISP or gateway host for them to deliver for you.

Ports

On this dialog, the ports that MDaemon will monitor and use for SMTP and POP email delivery are
designated. You will also designate the port on which MDaemon will listen for IMAP events, and the
UDP port used for querying DNS servers. In most cases the default settings will not need to be changed.
However, being able to configure these port settings is useful when attempting to integrate MDaemon
with various other products that you may be using on your system.

DNS

This dialog is used for designating a primary and backup DNS server’s IP address. It also contains various
controls governing MDaemon’s handling of MX and A records and SMTP errors that are encountered
during mail delivery.
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Timers

This area contains various time limits that MDaemon will observe while connecting to remote hosts,
waiting for protocol dialogs, waiting for DNS setver responses, and so on. In addition, this dialog contains
the Maxcimum Message FHop Count limit, which is used to help prevent messages from being caught in a
delivery loop.

Sessions

Here you will designate the maximum number of concurrent session threads that MDaemon will use for
sending and receiving SMTP, POP, and IMAP mail. You will also designate the number of messages that
MDaemon will attempt to send/receive at the same time. In addition, if you so choose, you can set a limit on
the number of outbound SMTP messages that will be spooled per session thread.

Dequeue

Use the Dequeue tab to have MDaemon automatically send ETRN, QSND, or similar commands to an
ISP in order to have them dequeue email that you may have them “holding” for you so that you can
receive this sort of email via SMTP rather than DomainPOP.

Archival
Use the Archival tab to save a copy of all inbound and outbound mail that MDaemon processes. You can
also choose whether this archive will include Mailing List or MultiPOP messages or omit them.

Pruning
This tab is used for denoting the amount of time that an account may remain inactive before it will be
deleted. It also contains controls for limiting how long messages may be stored.

Pre-Processing

This dialog is used to designate the path to any program that you may want MDaemon to run immediately
before processing and delivering of mail. Here you can also set parameters for MDaemon’s actions related
to this process.

Unknown Local Mail

This dialog contains various settings that you can use to control what MDaemon will do with messages
that arrive at the server addressed to a Ioca/ domain but to an unknown or undefined user’s mailbox. The
various control choices include: sending the email message back to the sender, sending it to the
Postmaster, putting it in the Bad Message queue, and forwarding the message to another host. These
controls may be set to act individually or in any combination.

See:

Hosting Multiple Domains—page 66
Domain Gateways—page 420

See Also:
DomainPOP Mail Collection—page 239
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Domain

Primary Domain

Dequeus ] Archival ] Pruning ] Fre-procezsing ] IJnknovn Mail ]
Dromain l Drelivery ] Forts ] DWS ] Timers ] Sezsionz ]

Primary domain properties

HELD domain name |example.com

When zending mail this walue iz uzed during the SMTP praotocal.

M achine name |ser'-.fer'| .example. com
Thiz iz a value uzed to uniquely identify thiz computer.

The HELO and kachine name values will always default ta the primary
domain name.

Prirmary domain 1P 127.001

[ Bind liztening sockets to this 1P anly

[f o da ot know your cormputer's [P address then vou can leave this field
blank or uze 127.0.0.1.

] | Caricel Apply

Primary Domain Properties

Primary domain name

Enter your primary domain name here. This is the default domain name used when creating new
accounts. Typically, the value entered here will be the registered Internet domain name that a DNS server
resolves to the IP address of the local machine running the server, or a qualified alias of that name.

Alternatively, you may choose to use a fictitious domain name for your Primary Domain Name (such as
“company.mail”’) in some situations. When configuring your server in this way it may be necessary to use
the Header Translation feature (page 217), and/or the Domain Name Replacement Engine (page
243), to enable proper mail distribution.

HELO domain name
This Domain name will be used in the SMTP HELO/EHLO instruction when sending mail. In most

cases, this will be your Primary Domain Name.

DOMAIN CONFIGURATION EDITOR 37



CHAPTER 3 PRIMARY DOMAIN CONFIGURATION

Machine name

This name will be inserted into a message’s Received headers. When you are using more that one
machine for a particular domain (as a backup server, for example) it can sometimes be more difficult to
track a message’s path through the system with only IP addresses and domain names in the headers—it is
more difficult to tell which machines handled the message. Inserting a name into the headers that
specifically identifies each machine that processes the message can make this easier. If you do not provide
a specific identifier in this control then the Primary domain name will be used.

Primary Domain 1P
This is the Primary Domain’s IP address.

Bind listening sockets to this IP only
Selecting this switch causes MDaemon to bind its listening network sockets using the specific IP address
found in the Domain IP text box. Ordinarily, this control will only need to be used in certain circumstances
when hosting multiple domains.

For more information on this type of configuration, see:

Hosting Multiple Domains—page 66
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Delivery

Primary Domain

Dequele ] Archival Pruning ] Pre-praceszing ] nkrar b ail ]
Dramain Dreliveny Parts ] OHS ] Timers ] Seszionz ]

b ail delivery options
,/ " Always zend every outbound email to the server specified below
&=

" Ty direct delivery but send problem emails to the server specifed below

b ail zerver |IS P example. net

The value specified here iz usually pour ISPz mail zerver, your Microzoft
Exchange mail server, or some other mail server on your corporate LAk,

[ Access to the above mail server requires a log in

Lzer name |e:-camp|e. Carm

HEREHRRHHXAN

Fazsword

Arocezs to the above mail server requires a POP mailbox check

0+ Alwayz zend all outbound email directly to the recipient's mail server

Select thiz option and kD aeman will operate as a fully self-zufficient mail
zerver, Mezsages will always be delivered directly to the recipient's mail
zerver and any undeliverable meszages will be requeued far deliverny later ar
zent back.

Click here to configure how undeliverable mail iz handled |

k. | Cancel | Apply |

Mail Delivery Options

Always send every outbound email to the server specified below

Select this option if you want all outbound email, regardless of its destination domain, to be spooled to a
gateway host for routed delivery. If selected, all outbound email will be sent to the host specified in the
ISP or smart host'’s IP or domain name field. Typically, this feature is useful during high volume periods when
direct message delivery would result in an excessive taxation of server resources.

Try direct delivery but send problem emails to the server specified below

Click this option if you want to spool only undeliverable outbound email to the gateway host specified in
the ISP or smart host’s IP or domain name field. Undeliverable mail is email destined for hosts that could not
be resolved to an actual IP address (such as an unregistered gateway to a remote network) or email
destined for a host that was resolved propetly but could not be connected to directly or is refusing direct
connections. Rather than return such mail to its originator, this option causes MDaemon to pass the
message off to a more powerful MTA. Sometimes the mail system run by your ISP may have routed
methods of mail delivery to which your local server may not have direct access.
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Mail Server
Specify your ISP or mail host’s domain name or IP address here. This is generally the SMTP server on
your ISP.

Note

Do not enter MDaemon’s Primary Domain Name or IP address into this text box. This
entry should be an ISP or other mail server that can relay mail for you.

Access to the above mail server requires a log in

As an added security measure, some ISPs require their customers to log in before they are allowed to send
mail through the ISPs servers. If your ISP or mail host requires this then use this option to specify your
login credentials.

User name
Enter you ISP user name or login here.

Password
Use this option to specify your ISP or mail host login password.

Access to the above mail server requires a POP mailbox check

As an added security measure, some ISPs require their customers to log in to a POP mailbox before they
are allowed to send mail through the ISPs servers. If your ISP or mail host requires this then click this
button to open the POP Check dialog on which you can specify your login credentials. See the POP Check
dialog below.

Always send all outbound email directly to the recipient’s mail server

When this option is chosen, MDaemon will attempt to deliver all mail directly instead of passing it to
another host. MDaemon will place undeliverable messages into its Retry System and continue to attempt
to deliver them according to the parameters and time intervals that you set in the Retry Configuration
dialog. You can access this dialog by clicking the Cluk bere to configure how undeliverable mail is handled button.

Click here to configure how undeliverable mail is handled

Click this button to open the Retry Configuration dialog from which you can designate how often
MDaemon will attempt to deliver messages that encounter problems during the delivery process. You can
also specify a time interval after which the attempts will cease, and what to do with these messages after
the final attempt is made. See the Re#ry Configuration dialog below.
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POP Check

POP Check

POF Check
@ [v Perform a POP check before sending waiting mai

Hoszt name or IP addrezs |e:-:ample.net

FOF logon |e:-:amp|ec1:nm

HEHRREHRRHHH

Ok, | Cancel |

POF pazswaord

Perform a POP check before sending waiting mail

Click this checkbox if you are required to perform a POP check before sending waiting mail.

Host name or IP address
Enter the host or IP address to which you wish to connect.

POP logon
This is the POP account’s logon or account name.

POP password
This is the account’s POP password.

Retry Queue Settings
Retry Configuration P§|
Retny frequency
K.eep meszage in the primary queue for at least | B0 minutes
Fetry zending undeliverable mail once every | 240 minutes
[v Infarm the sender when message iz placed in ety queue
[ Inform the sender when subsequent delivery attermpts Fail
[v Include orginal rmessage when infarming sender

ltirmate fate of undeliverable mail
It a meszage iz still undeliverable after 5 days then:

[ Place the undeliverable meszage in the bad message queue
[v Infarm the sender that the meszage could not be delivered

[ Infarm the postmaster that the message could not be delivered
[ ... unless it's an MDaemon auto-generated message

[v Include original meszage when informing sender

] 4 | Cancel |
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Retry Frequency

Keep message in the primary queue for at least XX minutes

This setting governs the length of time a message will remain in the primary queue before being removed
and placed in the retry queue. The primary queue will generally attempt to deliver the message quicker and
more frequently than the retry queue.

Retry sending undeliverable mail once every XX minutes
This setting determines how frequently the messages in the retry queue are processed.

Inform the sender when message is placed in retry queue
This switch will inform the sender when his/her message is removed and placed in the retry queue. The
text of this message can be found (and edited) in the DELWARN . DAT file.

Inform the sender when subsequent delivery attempts fail

If a delivery attempt of a message in the retry queue fails, a message explaining this fact will be dispatched
to the sender of the message. The text of this message can be found (and edited) in the DELWARN . DAT
file.

Include original message when informing sender
Click this option to include the original message as an attachment in the above notification messages to
the sendet.

Ultimate Fate of Undeliverable Mail

If a message is still undeliverable after XX days then:
This setting determines the number of days that a message can remain in the retry queue before being
removed.

Place the undeliverable message in the bad message queue
Once a message has reached the time limit set in the If.A Message Is Still Undeliverable After x> Days Then:

control, a copy of that message will be moved to the bad message directory if this switch is enabled.

Inform the sender that the message could not be delivered

Once a message has reached the time limit set in the If.A Message Is Still Undeliverable After x> Days Then:
control, this switch will cause MDaemon to send a message to the sender informing them that the
message has been permanently removed from the server. The text of this message can be found (and

edited) in the DELERR . DAT file.

Inform the postmaster that the message could not be delivered
If this switch is enabled, the postmaster will be notified when a message has been permanently removed
from the retry system.

... unless it’s an MDaemon auto-generated message

The retry system will never inform MDaemon when an auto-generated message fails to be delivered.
However, because such information may be useful to the postmaster, he or she will be informed when
these messages cannot be delivered. Click this checkbox if you do not want the postmaster to be informed
when auto-generated messages cannot be delivered. Examples of auto-generated messages are return-
receipt notifications, auto-responder generated messages, results of account processing, and so on.
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Include original message when informing sender
Click this option to include the original message as an attachment in the delivery failure messages to the
sender.
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Ports

PRIMARY DOMAIN CON

Primary Domain

Pre-proceszing ] ko b ail

DMS |

Pruning ]
Partz

Dequels ] Archival ]

Dramain ] Deliven Timers ] Session:

SMTRAODMRE zerver parts

ot S5LATLS available in MDaemon PRO anly
3 Lizter far inbound SMTPMSA events on theze TCF partz |—25 Iﬁ
Create outbound SMTF events uzing this TCP port
Lizten for inbound ODMAB events an thiz TCP part
Dedicated S5L port for SMTP

al gl

POP/AMAR zerver parts - IMAF available in PRO wersion anly

FIGURATION

Create outbound POP events

Dedicated S5L port for FOP

Dedicated S50 port for [MAP

DHS/LDAP AN ebddmin server ports
[uem DMNS servers uzing this

Lizter far inbound POF events an thiz TCP part

Lizten for inbound IMAP events on thiz TCF port

LOAF port for databaze & address book: posting

Lizter for W ebddmin connections on thiz TCP port

R eturn port gettings o defaults |

j—y
—_
[}

j—y
—_
[}

Lizing this TCP part

IDP port

olal| elslsl

—
[
—_
[

Bind to new part values now

o ]

Cancel | |

SMTP/ODMR Server Ports
Listen for inbound SMTP/MSA events on these TCP ports

MDaemon will monitor these TCP ports for incoming connections from SMTP/MSA clients. The first
port is the main SMTP port, which in most cases should be left at the default setting of port 25. The
second is an alternate, Message Submission Agent (MSA) port. Transmission on that port requires
AUTH, therefore users sending on that port must configure their mail clients appropriately to make sure
that their connections are authenticated. Further, because some ISPs block port 25, your remote users
might be able to circumvent that restriction by using the MSA port instead. If you do not wish to
designate an MSA port then set the value to “0” to disable it.

Note

Connections to the MSA port are exempt from PTR and reverse lookups, Host and IP
screening, the IP Shield, and Tarpitting. MSA port connections continue to utilize dictionary

attack connection limiting,

44
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Create outbound SMTP events using this TCP port
This port will be used when mail is sent to other SMTP servers.

Listen for inbound ODMR events using this TCP port
MDaemon will monitor this port for incoming On-Demand Mail Relay (ODMR) connections such as
ATRN from Domain Gateways.

Dedicated SSL port for SMTP
This is the port dedicated to SMTP mail sessions using a Secure Sockets Layer (SSL) connection. See SSL
& Certificates—page 164 for more information.

POP/IMAP Server Ports (IMAP Available in MDaemon Pro only)

Listen for inbound POP events on this TCP port
MDaemon will monitor this port for incoming connections from remote POP clients.

Create outbound POP events using this TCP port
This port will be used when mail is retrieved from POP3 servers.

Dedicated SSL port for POP
This is the port dedicated to POP3 mail clients using a Secure Sockets Layer (SSL) connection. See SSL &

Certificates—page 164 for more information.

Listen for inbound IMAP events on this TCP port
MDaemon will monitor this port for incoming IMAP requests.

Dedicated SSL port for IMAP
This is the port dedicated to IMAP mail clients using a Secure Sockets Layer (SSL) connection. See SSL &
Certificates—page 164 for more information.

DNS/LDAP/WebAdmin Server Ports

Query DNS servers using this UDP port
Enter the Port you want MDaemon to use for sending and receiving data grams to the DNS server.

LDAP port for database & address book posting
MDaemon will post database and address book information to your LDAP server on this port.

See: LDAP Address Book Support—page 114

Listen for WebAdmin connections on this TCP port
This is the port that MDaemon will monitor for WebAdmin connections.

Return port settings to defaults
This button returns all the port settings to their standard values.

Bind to new port values now

When you alter the values of any of the port settings you will need to press this button to have your
changes take immediate effect. Otherwise, your changes will not be put into place until the next time the
server is started.
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Note

The preceding port settings are critical for proper server operation and should not be altered
unless you are certain that you must do so. Being able to configure the ports that MDaemon

uses will allow you to configure the server to operate with proxy systems or other software
services that require certain port numbers.

An IP address (a machine) has only one of each available port. If another program attempts
to gain access to a port that is already in use by another piece of software an error message
will inform the user that the requested address (IP:PORT) is already in use.

46
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DNS

Primary Domain

Dequels ] Archival ] Pruning ] Pre-proceszing ] ko b ail ]
Dramain ] Delivery ] Parts DHS l Timers ] Sessions ]

DMS zerver settings

g [v Tryto use DMS servers defined in Windows TCPAP settings

Prirnary OMS zerver P address |
Backup DMNS server IF address |

R ety failed lookup attempts thiz marwy times 3
If a backup DMS IF iz specified, both will be attempted once per retm.

& and b record processing
[ Imrnediately return mail when DMS zaps & record domain does not exist

[v Cluery DNS servers for 'M=' records when delivering mail
[v Lze A’ record IP addresses found within ‘M= record packets

Mote: &' record IPs are not cached when taken from ' record packets

[v Send meszage to nest M host when an SMTP emor ocours
[ Abort delivery if M= returns 52 after RCPT command
[ Immediately return mail when DNS zays M= record domain does nat exist

Local lookup tables
HOSTS file |E:'\WINDDWS Layztem32hdnivershetchhosts Browse

E dit MxCACHE | Edit HOSTS |

DNS Server Settings

Try to use DNS servers defined in windows TCP/IP settings

Windows sometimes keeps a DNS server IP address in the local TCP/IP configuration. If this is the case
on your computer then you can check this option. If MDaemon cannot find a locally maintained DNS
server it will continue on and use the ones specified on this screen.

Primary DNS server 1P address
Enter the IP address of the DNS server that you want MDaemon to query for ‘A’ and ‘MX records. In
order to ensure proper operation this entry must be specified.

Backup DNS server IP address
Enter the IP address of the backup or secondary DNS server that you want MDaemon to query for ‘A’
and ‘MX’ records. This entry is optional but recommended.

Retry failed lookup attempts this many times
If a lookup attempt fails, this is the number of times that MDaemon will repeat the attempt. If you have
designated a backup DNS server, both servers will be included in each lookup attempt.
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MX Record Processing

Immediately return mail when DNS says A record domain does not exist
Click this option to cause MDaemon to immediately return a message when a DNS lookup shows that
the A record domain doesn’t exist.

Query DNS servers for ‘MX’ records when delivering mail
Enable this control if you want MDaemon to query your designated DNS servers for ‘MX’ records when

it is attempting to deliver mail.

Note

The following applies globally anywhere within MDaemon where you are allowed to specify
a host to forward, copy, or send email to. If you enclose the host in brackets (e.g.
[example.com]), MDaemon will skip MX record lookups when delivering to that host.
For example, if the Send the message to this host option on the Unknown Mail tab contained
“example.com” then MX lookups would be performed normally. If, however, that option
contained “[example.com]” then only the A-record lookup would be performed.

Use ‘A’ record IP addresses found within ‘MX’ record packets
Click this checkbox if you want MDaemon to attempt delivery to ‘A’ record IP addresses when such are
discovered during ‘MX’ record processing.

Send message to next MX host when an SMTP error occurs
With this function active, MDaemon will continue to attempt message delivery to the next ‘MX’ hosts
even if the current ‘MX returns a fatal SMTP error.

Abort delivery if MX returns 5XX after RCPT command
Normally, MDaemon will continue to attempt to deliver messages to each MX host when receiving a

5XX response to the RCPT command during an SMTP session. Click this checkbox if you want
MDaemon to abort the delivery attempt when receiving such a response.

Immediately return mail when DNS says domain does not exist
Click here to cause MDaemon to immediately return a message if a DNS lookup returns a “Domain Does

Not Exist” message. This will prevent that sort of mail from needlessly going into the delivery retry cycle.

Local Lookup Tables

Hosts file...
Before querying the DNS servers, MDaemon will first attempt to resolve an address by processing the

Windows HOSTS file. If this file contains the IP address of the domain in question, MDaemon will not
need to query the DNS server.

Note

You must enter the complete path and filename rather than just the filename. MDaemon
will attempt to use the following values as the default location of this file:

Windows NT - [drive]:\windows\system32\drivers\etc\hosts
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The HOSTS file is a Windows file that contains the A-record or primary IP address for
domain names. MDaemon also allows you to specify MX-record IP addresses within a file
called MXCACHE . DAT. This file can be found within the MDaemon\APP\ subdirectory.
Load the MXCACHE . DAT file into a text editor and read the comments at the top of the file

for more information.

Edit MXCACHE file
Click this button to view or edit the MXCACHE . DAT file with MDaemon’s text editor.

Edit hosts File
Click this button to view or edit the HOSTS file with MDaemon’s text editor.
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Timers

Primary Domain

Degqueue ] Archival ] Pruning ] Pre-processing ] Unknown Mail ]
Domain ] Deliveny ] Portz ] DMS Timers l Sessions ]

Ewvent timers - IMAP options available in PRO verzion anly

“ait | 30 seconds for zockets to connect before giving up

“Wait | 30 seconds for protocol dialog bo start before giving up
Wait | 10 seconds for M DNS server responses
Wwhait | 10 zeconds for A-Record DMS zerver responzes

SMTP and POP zezsions himeout after 10 inactve minutes
Wwiait on regponze to SMTF DATA command far 10 minutes
[MAF sezzions timeout after 0 inactive minutes

[ IMAP NOOFP and IDLE commands tigger 1 minute inactivity bimeaut

Loop detection and control
b axirmumn mezzage hop count [1-100] 20

Thiz zetting places an upper limit on the number of times a meszage can
be proceszsed by SMTP mail servers before being removed and placed in
the bad mezsage quele.

Latency - 125 Milizeconds

N | 251)

Millizecond delay between POPAMARPSMTP commands [0 = no delay]

QK | Cancel Apply

Event Timers (IMAP options available in Pro version only)

Wait XX seconds for sockets to connect before giving up

After initiating a connection request MDaemon will wait this many seconds for the remote system to
accept the connection. If the remote system does not respond within this time frame MDaemon will send
the message to either the Gateway Host or Retry Queue depending upon which option you have chosen
on the Domain/ISP tab (page 37) of the Domain Configuration Editor.

Wait XX seconds for protocol dialog to start before giving up

Once a connection has been established with a remote host, this is the number of seconds that MDaemon
will wait for the remote host to begin the SMTP or POP3 protocol dialog. If the remote host does not
begin the protocol session within this time frame MDaemon will send the message to either the Gateway
Host or Retry Queue depending upon which option you have chosen on the Domain/ISP tab (page 37)
of the Domain Configuration Editor.
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Wait XX seconds for MX DNS server responses

While using DNS services to resolve ‘MX’ hosts for remote domains, MDaemon will wait for responses
to its ‘MX’ queries for this number of seconds. If the DNS server does not respond within this time frame
MDaemon will attempt to deliver the message to the IP address specified in the remote host’s ‘A” DNS
record. If that attempt fails MDaemon will send the message to either the Gateway Host or Retry Queue
depending upon which option you have chosen on the Domain/ISP tab (page 37) of the Domain
Configuration Editor.

Wait XX seconds for A-record DNS server responses

This timer governs how long MDaemon will wait while attempting to resolve a remote host’s IP address.
If the attempt fails, MDaemon will send the message to either the Gateway Host or Retry Queue
depending upon which option you have chosen on the Domain/ISP tab (page 37) of the Domain
Configuration Editor.

SMTP and POP sessions timeout after XX inactive minutes
If a successfully connected and operating session temains inactive (no i/o) for this length of time,
MDaemon will abort the transaction. MDaemon will try again at the next scheduled processing interval.

Wait on response to SMTP DATA command for XX minutes

This option governs how long MDaemon will wait for the “250 OK” response after sending the DATA
command during the SMTP process. Since some receiving servers perform lengthy anti-spam, anti-virus,
or other necessary operations at that time, this option can be used to give them time to complete those
tasks. The default is 10 minutes.

IMAP sessions timeout after XX inactive minutes
If an IMAP session has no activity for this number of minutes, MDaemon will close the session.

IMAP NOOP and IDLE commands trigger 1 minute inactivity timeout

When this checkbox is enabled, the IMAP inactivity timer will be set to one minute when a NOOP or
IDLE command is encountered. Some IMAP clients will issue NOOP commands simply to keep
sessions open even though there is no actual mail transaction activity going on. This feature will prevent

such sessions from remaining active and thus will reduce resources consumed, which can be extremely
useful for higher volume IMAP based mail sites.

Loop Detection and Control

Maximum message hop count (1-100)

RFC standards stipulate that a mail server must stamp each message each time that it is processed. These
stamps can be counted and used as a stopgap measure against recursive mail loops that can sometimes be
caused by errant configurations. If undetected, these looping message delivery cycles will consume your
resources. By counting the number times the message has been processed, such messages can be detected
and placed in the bad message directory. The assumption is that if a message hasn’t reached its recipient
after being processed by a given number of mail servers then there is probably a mail loop in progress.
Most likely, the default setting of this control should be sufficient to prevent mail loops and will not need
to be changed.

Latency

Latency — XX milliseconds
This is the delay in milliseconds between POP/SMTP/IMAP protocol commands. This is useful for
preventing high-speed connections from processing data faster than the recipient can extract it. This delay
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takes effect only duting the POP/SMTP/IMAP protocol command sequence — the actual transfer of a
mail message file is already fully buftered.
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Sessions
Primary Domain
Dequeus ] Archival ] Pruning ] Fre-procezsing ] IJnknovn Mail ]
Cromain ] Drelivery ] Forts ] DWS ] Timers Sessionz

SMTP

M axirurn concurrent SMTP outbound sessions W
Thiz iz the number of simultaneous sessions MDasmon will create when it's
time to connect to a remote spstem and deliver mail.
bax SMTP outbound messages spooled per seszion I_EI
Enter O intao this contral and each session will continue until there are no
more meszages [eft in the autbound quewe(z).
M axirnurm concurent SMTP inbound sessions m
Threzhold before "'Server Too Busy'' meszage is sent to clents.

POPAMAR - IMAP options avallable in PRO version only

M awirnurn concurent POP autbound sessions |_5
Thiz is the maxirum number of simultaneous MuliPOP zezsions
MO aemon will uze to collect this sort of mail
b aximum concurent POP inbound sessions 100
M aximum concurnent IMAP sessions 100
Threzhold before "Server Too Busy'' meszage is sent to clents.

] | Caricel Apply
SMTP

Maximum concurrent SMTP outbound sessions

The value entered here represents the maximum possible outbound SMTP sessions that will be created
when it is time to send outbound mail. Each session will send outbound messages until either the queue is
empty or the Max SMTP outbound messages spooled per session setting has been reached. For example, if the
outbound mail queue has twenty messages waiting when it is time to send mail and the value of this
setting is five, then five sessions will be simultaneously created and each will consecutively deliver four

messages.

You should experiment with the number of sessions that yield the best performance for your bandwidth.
It is possible to specify so many sessions that your bandwidth will be ovetrloaded or your Windows
machine will run out of resources and you will lose delivery efficiency. Remember, each SMTP session
created by MDaemon will deliver messages consecutively and therefore four sessions delivering two
messages each might perform better and faster than eight threads delivering only one message each. A
good place to start would be five to ten threads when using a 56k modem and ten to twenty for
broadband.
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Maximum SMTP outbound messages spooled per session

This setting places a limit on the number of individual messages that each session will send before it stops
delivering mail and frees itself from memory. Ordinarily, you should leave this control set to zero, which
will cause each session to continue delivering messages until the queue is empty.

Maximum concurrent SMTP inbound sessions
This value controls the number of concurrent inbound SMTP sessions that the server will accept before it
begins responding with a “Server Too Busy” message.

POP/IMAP (IMAP option available in Pro version only)

Maximum concurrent POP outbound sessions

The value entered here represents the maximum possible outbound POP sessions that will be created
when it is time to collect DomainPOP and MultiPOP mail. Each session will collect this type of mail until
all DomainPOP and MultiPOP servers have been processed, and all mail has been collected. For example,
if there are fifteen MultiPOP sessions amongst all of your users and the value of this setting is set to three,
then each session will collect mail from five MuliPOP sources.

You should experiment with the number of sessions to determine what number will yield the best
performance for your bandwidth. It is possible to specify so many sessions that your bandwidth will be
overloaded, or your Windows machine will run out of resources and you will lose processing efficiency.
Remember that each POP sessions created by MDaemon will collect mail until all sources have been
exhausted. Therefore, four sessions collecting mail from twenty sources might perform better and faster
than twenty sessions collecting from a single source. A good place to start would be two to five sessions
with a 28.8 modem and five to ten for ISDN.

Maximum concurrent POP/IMAP inbound sessions
This value controls the maximum number of concurrent POP and IMAP inbound mail sessions that the
server will accept before it begins responding with a “Server Too Busy” message.
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Dequeue

Primary Domain

Domain ] Deliveny ] Ports ] OMS ] Timers ] Sessions ]
Degueue l Archival ] Pruning ] Preprocessing ] Unknown Mail ]
Dequeus engine
[v Signal ISP to dequeue waiting mail
Ilze theze controls if you need to send a signal to your ISP to dequeus mail,

Send signal once every 0 times remote mail iz processed [O=every time)

Remate server
Send signal to this host IJzing this TCP port
ISP example net | 25 (366 for ATRN)

Thiz iz the host that is storing the mail and needs to be signaled to releaze it.

Diequeue ingtruction
Send this string to hiost

|E TRHM example.com

Thiz iz the text to zend which unlocks the quewe. Typical values might be
"ETHM damain.com' ar "ATRM domain.com''.

[ Send"EHLO" before kransmitting string to host

| must authenticate before sending the dequeue signal [reguired for ATRM]

Seszion windows

[v Hide dequeus session windows while they are in progress

QK | Cancel Apply

Dequeue Engine

Signal ISP to dequeue waiting mail
When it is time to process remote mail MDaemon can connect to any server on any port and send any

string that you wish to send. This is useful when you need to signal a remote server to release your mail by
sending some string to them. For example, ATRN, ETRN, or QSND. You can also use this feature when a
FINGER or TELNET session is briefly requited in order for your ISP to determine that you are online.

Send signal once every [xx] times remote mail is processed
By default the dequeue signal will be sent each time that remote mail is processed. Entering a number into

this control will prevent the dequeue signal from being sent every time. It will be sent every x number of
times as designated. For example, setting this value to “3” would cause the signal to be sent every third
time that remote mail is processed.

Remote Server

Send signal to this remote host
This is the host to which you wish to connect to signal the release of your mail.
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Use this TCP port
Enter the port on which you wish to make the connection. The default is 25 (the SMTP port), which is

appropriate for the ETRN or QSND signaling method. Port 366 is typically used for ATRN, and port 79 is
used for FINGER.

Dequeue Instruction

Send this string to host

This control is for specifying the text string that needs to be sent in order for your email to be released.
For example, the ETRN method requires the text “ETRN” followed by the domain name of the site being
queued. Other methods require different text to be sent. Consult your ISP if you need more information
on what to send to unlock your mail queue.

Note

When using a dequeue method of mail hosting, we recommend using On-Domain Mail
Relay (ODMR) whenever possible. We believe that it is cutrrently the best method available
for hosting your email in this manner. ODMR requires the ATRN command to be used in
this control.

Send SMTP “EHLO” before transmitting string to host

If you enable this checkbox then you should be connecting to an SMTP server to signal release of your
mail. This switch causes an SMTP session to be initiated with the specified host and allows the session to
progress just beyond the SMTP “EHLO” stage before sending the unlock string.

I must authenticate before sending the dequeue signal (required for ATRN)

As a security measure, in order to prevent unauthorized users from attempting to dequeue their
customers’ email, some ISPs require their customers to authenticate themselves via ESMTP AUTH
before sending the dequeue signal. If this is the case for your ISP, you can open the Dequeue AUTH
dialog by clicking this button. There you can enter the required authentication information. See Dequeue
AUTH below.

Note
Authentication is required when using the ATRN command to dequeue your email.

Session Windows

Hide degueue session windows while they are in progress
Click this checkbox if you want to hide sessions windows while they are in progress.

Note

If the value you enter into the Send Signal To This Host control is a domain name and not an
IP address, MDaemon will perform an MX record resolution of this site in an attempt to
connect to the site’s MX IP address. This assumes you have the MX resolution engine
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switched on and working (see DNS on page 47). If the value entered is an IP address and
not a domain name then the connection will be made using that IP address.

On-Demand Mail Relay (ODMR)

We believe that the best relay (queue/dequeue) method currently available for hosting your email is On-
Demand Mail Relay (ODMR). This method is superior to ETRN and other methods in that in requires
authentication before mail is dequeued. Further, it utilizes a new ESMTP command called ATRN that
does not require the client (customer) to have a static IP address because it immediately reverses the flow
of data between the client and server (provider) and despools the messages without having to make a new
connection to do so (unlike ETRN).

MDaemon fully supports ODMR on the client side via using the ATRN command and authentication
controls on the Dequeue tab, and on the server side using the Domain Gateways features on the
Dequeuing tab of the Gateway Editor (page 424).

Many mail servers do not yet support ODMR, therefore you should check with your provider before
attempting to use it.

Dequeue AUTH

Dequeue AUTH

Dequeue authentication
zf v Use ESMTP AUTH when sending dequeue signal to host

Logaon |e:-:amp|e.u:u:um

EERET R

Paszwiord

[f your dequeue host requires authentication you can enter the logon and

pazsword here,
Ok | Cancel |

Dequeue Authentication

Use ESMTP AUTH when sending dequeue signal to host

Besides requiring their customers to authenticate themselves before sending mail, some ISPs require their
customers to authenticate themselves before sending the signal to dequeue any incoming mail that is being
held for them. If you are required to do this, then click this checkbox to cause MDaemon to send your
authentication information before attempting to collect any queued email.

Logon
If authentication is required before sending the signal to dequeue your mail, place the required AUTH

logon parameter here.

Password
Enter the logon password required by your ISP.
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Archival

Primary Domain

Dramain ] Deliven ] Puarts ] OMS ] Timerz ] Seszionz ]
Dequele Archival l Pruning ] Pre-processing ] Uriknawr b il ]

Archive to Email Addrezs
[v Archive a copy of all inbound/outbound mail

Send a copy of every inbound/outbound email to theze addresses:

|archive@e:¢ample.mm

Specify mulkiple addreszesz by separating each one with a comma.

[v [nciude MD aemon mailing list meszages in the archive alzo

[ Include MuliPOP collected mail in the archive alzo

v Label archive messages with [Archive Copy]' in meszage subject

IJze theze zettings if you wish to archive a copy of even meszage which is
zent or received by this domain. v'ou may zpecify a local email address,
aliaz, or a remote address. Y'ou can specify more than one address by
zeparating each with a comma.

Archive to Public Folders [MDaemon PRO anly]
v Archive inbound mai [ ...archive based on recipient address
v Archive outbound mail [ ..archive bazed on sender address

[v Provide separate archives for each MDaemon domain

All mail will be copied inta the 'tail Archive' root public folder and sub-folders
thereof. By default, thiz folder iz only acceszsible by the poztmaster via [MAP.

t ailing list meszages are not archived. See relnotes. tat,

k. | Cancel Apply

Archive Settings

Archive a copy of all inbound/outbound mail
This switch enables the archival engine. Activating it will cause a copy of every inbound and outbound
message that passes through the server to be sent to the address(es) specified in the control following.

Send a copy of every inbound/outbound email to these addresses
Enter one or more addresses to which you wish to send archival messages. Multiple addresses must be
separated by a comma. You may specify Local and Remote addresses and Address Aliases.

Include MDaemon mailing list messages in the archive also
Select this switch if you want archived mail to include your mailing list messages.

Include MultiPOP collected mail in the archive also
Select this switch if you want archived mail to include messages collected through MDaemon’s MultiPOP
feature.

Label archive messages with “(archive copy)’” in message subject
Enable this switch if you want to include “(Archive Copy)” in the Subject: header of archived mail.
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Archive to Public Folders (MDaemon PRO only)

Archive inbound mail

Click this check box to save a copy of all inbound messages in the Mail Archive public folder. By default,
this folder is only accessible only by the Postmaster via IMAP. If you want to alter the permissions or
grant access to more users you can do so from the Access Control List on the Public Folders dialog.

...archive based on recipient address
Click this option if you want the inbound mail archive to be categorized by the recipient’s email address.

Avrchive outbound mail

Click this check box to save a copy of all outbound messages in the Mail Archive public folder. By default,
this folder is only accessible only by the Postmaster via IMAP. If you want to alter the permissions or
grant access to more users you can do so from the Access Control List on the Public Folders dialog.

...archive based on sender address
Click this option if you want the outbound mail archive to be categorized by the sender’s email address.

Provide separate archives for each MDaemon domain
Click this option if you want to maintain a separate archive for each domain.
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Pruning

PRIMARY DOMAIN CONFIGURATION

Primary Domain

Dlomain ] Deliveny Ports ] OMS ] Timers ] Sessions ]
Dequeue ] Archival Pruning Pre-processing ] Unknown Mail ]
Accaunt and ald mail pruning
& Automatically delete account if inactive for | 0 davs [0 = never|
Delete meszages older than | 0 davs [0 = never|
Purge deleted IMAP meszages alder than | 0 dayz [0 = never|
[ Delete old meszages from IMAP folders as well
Public: falder pruning
| 0 daysz [0 = never|

& Delete meszages alder than

Antiviruz / Content Filter cleanup
[ Delete all quarantined files
[ Delete all quarantined messages

[ Delete all resticted attachments

Each folder haz a HWATER MBK. file. You can zet the fallawing key in that

file o exempt it from pruning:
[Settingz]
SkipAutoPrune=rez

QK | Cancel

The options in the first section of this dialog are used to designate when or if inactive accounts or old
messages belonging to this domain will be deleted by MDaemon. Each day at midnight MDaemon will
remove all messages and accounts that have exceeded the time limits stated. There are similar controls
used for setting these limits for your other domains on the Secondary Domains dialog (page 67). There
are also controls on the Account Editor that can be used to override these settings for individual accounts

(see page 344). The remaining options are global, applying to all domains.

Note

When old messages are pruned, rather than actually delete them, MDaemon will move them
to the “...\BADMSGS\ [Mai 1box]\” folder where they can be manually deleted later by
the administrator or a nightly process. Note: This only applies to pruned old messages.
When an account is pruned, it will be deleted along with its messages instead of moved. See
AccountPrune.txt in the “..MDaemon\App\” folder for more information and

command line options.
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Account and Old Mail Pruning

Automatically delete account if inactive for XX days (0 = never)

Specify the number of days that you wish to allow an account belonging to this domain to be inactive
before it will be deleted. A value of “0” in this control means that accounts will never be deleted due to
Inactivity.

Delete messages older than XX days (0 = never)

A value specified in this control is the number of days that any given message may reside in a user’s
mailbox before it will be deleted by MDaemon automatically. A value of “0” means that messages will
never be deleted due to their age.

Purge deleted IMAP messages older than XX days (0 = never)

Use this control to specify the number days that you wish to allow IMAP messages that are flagged for
deletion to remain in your users’ folders. Messages flagged for deletion longer than this number of days
will be purged from their mailboxes. A value of “0”” means that messages flagged for deletion will never be
purged due to their age.

Delete old messages from IMAP folders as well
Click this checkbox if you want the “Delete messages older than...” control to apply to messages in IMAP
folders as well. When this control is disabled, messages contained in IMAP folders will not be deleted,

regardless of their age.

Public folder pruning

Delete messages older than XX days (O=never)
Specify a number of days in this option if you want old messages to be deleted from Public Folders.

Antivirus / Content Filter Cleanup

Delete all guarantined files
Click this option if you want all quarantined file attachments to be deleted each night.

Delete all guarantined messages
Click this option if you want all quarantined messages to be deleted each night.

Delete all restricted attachments
Click this option if you want all restricted attachments to be deleted each night.
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Pre-processing

Primary Domain

Dramain ] Deliven ] Parts ] OMS ] Timers ] Session: ]
Dequeus ] Archival ] Pruning Fre-processing l Idnkrovan b ail ]

Local queue pre-processing

u Jugt before procezsing the local mail gueue run this program:

|I::"-.L| tilz'MailProg. exe Browze

“While this process iz executing, the server should suspend all
operations for:

| -1 seconds. v Don't execute when queue iz empty
[ Force process to temminate

[ Run process in a hidden windaw

FRemaote quele pre-processing

“ Jugt before processing the remote mail queus run this program:

| Browse

“While this process iz executing, the server should suspend all
operations for:

| BY| conenek | Don't execute when queue is emply
[ Force process to terminate

[ Bun process in a hidden window

Mote: Specitving -1 secondz will suspend server operations until the
executing process haz returned. Enter O to not wait at all

k. | Cancel Apply

Local/Remote Queue Pre-processing

Just before processing the (local/remote) mail gueue run this program

This field specifies a program path and name that will be executed just prior to the processing and delivery
of any RFC-822 messages that might be in the local or remote message queues. If complete path
information is not provided, MDaemon will first search for the executable in the MDaemon directory,
then in the Windows System directory, next in the Windows directory, and finally the directories listed in
the PATH environment variable.

...suspend all operations for xx seconds

The value entered here determines how MDaemon will behave while the specified program is in progress.
MDaemon can be configured to pause its execution thread for the number of seconds specified while
waiting for the process thread to return. If the process returns before the number of seconds has elapsed,
MDaemon will resume its execution thread immediately. Enter the numeral zero in this control and
MDaemon will not suspend operations at all. Entering “-1”” will cause MDaemon to wait until the process
returns, no matter how long that might be.
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Don’t execute when queue is empty
Enable this switch if you do not want the specified program to run when the queue is empty.

Force process to terminate

Sometimes the process you need to run may not terminate on its own. This switch will cause MDaemon
to force the session to terminate once the time specified in ...Suspend All Operations For XX Seconds has
elapsed. This switch does not work if the elapsed time interval is set to “-1”".

Run process in a hidden window
Click this checkbox if you want the process to run in a hidden window.
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Unknown Mail

Primary Domain

Dramain ] Deliveny ] Partz ] DMS Tirners ] Sesziong ]
Dequeus ] Archival ] Pruning ] Fre-procezsing Unknawn M ail

“whhat b da waith mail far unknoven local users

[ Route meszage back to sender

Thiz option returns the meszage to the addrezs which sent it along with a
"Moo Such User' warning.

v Send meszage to the "'Postmaster’’ user
Thiz option zends the meszage ta the local "Poztmaster” aliased account,

[v Place meszage in bad meszage directary
Thiz option zends the meszzage to the Bad Meszage Directon.

Advanced oplions

%} [ Enable advanced options

Send the meszage to this host

kD aemaon should forward the meszage on to this remaote host,

I1z& thiz address in SMTF envelope I1ze thiz TCP port
| [default = 25]

Thiz address should be uzed during the The mezzage will be zent an
SMTP "MaIL FROM' [natruction. thiz TCF paort.

] | Caricel Apply

What To Do With Mail For Unknown Local Users

Route message back to sender
Messages that arrive at the server destined for unknown yet supposedly local users will be returned to the
message originator if this option is activated.

Send message to the “Postmaster’ user
Messages that arrive at the server destined for unknown yet supposedly local users will be forwarded to
whatever user has been aliased as the postmaster.

Place message in bad message directory
Messages that arrive at the server destined for unknown yet supposedly local users will be routed to the
bad message directory.

Advanced Options

Enable advanced options
Click this checkbox to enable the following advanced mail routing properties.
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Send the message to this host
If a mail host is specified here, messages addressed to unknown local users will be sent to it.

Note

The following applies globally anywhere within MDaemon where you are allowed to specify
a host to forward, copy, or send email to. If you enclose the host in brackets (e.g.
[example.com]), MDaemon will skip MX record lookups when delivering to that host.
For example, if this option contained “example.com” then MX lookups would be
performed normally. If, however, that option contained “[example.com]” then only the
A-record lookup would be performed.

Use this address in SMTP envelope
This address will be used in the SMTP “Mail From:” statement used during the session handshaking

with the accepting host. Normally the sender of the message is used in this portion of the SMTP
envelope. If you requite an empty command (MAIL FROM <>) then enter “[trash]” into this
control.

Use this TCP port
MDaemon will send this message on the TCP port specified here rather than the default SMTP outbound

port.
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Chapter

Secondary Domains
Hosting additional Domains with MDaenon.

Hosting Multiple Domains (MDaemon Pro only)

Daemon contains full support for multiple domains. In addition to the Primary Domain
Configuration settings (page 35), it contains the Secondary Domain Editor used for

designating any number of additional domains that you want to support as well as the IP
address to which each will be associated. MDaemon supports both dedicated and multi-
homed IP addresses.

In order to support multi-homing (sharing the same IP across multiple different domains) MDaemon
automatically detects the IP address that an incoming connection is attempting to reach and uses the
appropriate domain name accordingly. For example, suppose you have the following domains and
accounts configured:

altn.com, 1P = 1.1.1.1
user-1@altn.com, logon = user-1, POP password = ALTN

arvelh.com - 2.2.2.2
user-2@arvelh.com, logon = user-2, POP password = ARVELH

If a connection is attempted to 1.1.1.1 then MDaemon will answer as “altn.com”. If a connection is made
to 2.2.2.2 then “arvelh.com” will be used.

If user-1@altn.com connects to 1.1.1.1 to check his mailbox, he will supply “User-1" as his
logon and “ALTN” as his password to log in. However, if user-2@arvelh.com connectsto 1.1.1.1
to check his mail then he is technically connecting to the wrong server (he should be connecting to
2.2.2.2). In that case, he will need to supply his full email address in the login field to gain access. Of
course, if he had connected to 2.2.2.2 he would only need to supply his login value. Therefore, if an
account connects to the IP address corresponding to its domain, and that IP address is not used by any
other domain, then the account need only specify the login value. Otherwise, it must specify a complete
email address. In this way, support for servicing multiple domains can be accomplished using a single IP
address. When several domains share the same IP address then the login must contain the full email
address. Otherwise MDaemon will not know which user is attempting to log in. When in doubt use the
full email address as your login value.

So, how is the login and domain specified? You would expect that providing the account’s email address
would work like this: arvel@altn.com. MDaemon will always accept logon values that contain the
‘@’ symbol, so if your mail client supports using the ‘@’ symbol in the logon value then there is no
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problem. However, it turns out that many email clients on the market today will not allow the ‘@’ symbol
to be used in the login field. To accommodate those mail clients that do not permit this, MDaemon allows
you to specify an alternative character. MDaemon’s default alternative character is ‘§’. That means that you
could use: arve l$altn.com as easily as arvel@altn.com.

The alternative character is specified on the System tab of the Miscellaneous Options dialog (page 299).
This value can be up to 10 characters long, making it possible to provide a string of characters to serve as
the delimiter instead of only a single character such as ‘§’. For example, using ‘. at.’ will allow you to
make logon values of “arvel .at.altn.com”.

Several key features, such as Accounts, Mailing Lists, and Security Settings, are on a per domain basis.
When you create a mail account you must specify the domain to which the new account belongs. The
same goes for Mailing Lists. This means that features such as the IP Screen and IP Shield are tied to
domains individually. Some features, however, such as the DomainPOP ‘Real Name Matching’ feature,
are tied exclusively to the primary domain.

As part of the multi-domain process, when you create a secondary domain the following aliases will be set
up to automatically:

MDaemon@secondarydomain.com = MDaemon@primarydomain.com
listserv@secondarydomain.com = MDaemon@primarydomain.com
listserver@secondarydomain.com = MDaemon@primarydomain.com
list-serv@secondarydomain.com = MDaemon@primarydomain.com

These aliases will be automatically removed if the secondary domain is deleted.

Secondary Domain Editor

MDaemon contains full support for multiple domains. In addition to the Primary Domain Configuration
settings (page 35), it contains the Secondary Domains Editor used for designating any number of
additional domains that you wish to support as well as the IP address to which each will be associated.
MDaemon supports both dedicated (static) and multi-homed IP addresses.

On the Secondary Domains Editor, for each secondary domain that you wish to host, you will include:
the domain name, the IP address to which it will be associated, and whether or not it will be bound to its
IP address.

For more information on hosting multiple domains, see:
Hosting Multiple Domains—page 66
See also:

Primary Domain Configuration—page 35
Account Editor—page 334
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Secondany Domains

Secondary Domains l

Secondary domain list [006]

Comain name | IP | Bind | Inactive lirnit | Mezzage age | Deleted IMA... | Recur... | Antivil
T thiz.com 1.234 Mo an 30 a0 Mo es
¥ that.com 4321 No KO 0 0 No Yes
? example.org 127.001 Mo 0 1] 1] Ma Yes
" example biz 127.0.01 Mo =] 180 a0 es ez
? dailyplanet. com 127.0.01 Mo n n n Mo ez
? COmpany. com 127.0.0.2 [ 1 1] 1] Mo ez
£ >

Diomain name ||:|:|m|:|an_l,l.|:|:|m Add | Replace | Remaove |
IP addiess  [127.0.0.2 [ Bind sockets to this [P only

Delete accounts within this domain if inactive for | 0 days[0=rnever]  [v Enable Antivins

Delete meszages kept by users within this domain i older than | 0 days [0 = never) [v Enable AntiSparn
Delete deleted IMAP meszages in this domain older than | 0 days [0 = never)

[ Delete old meszages fram IMAF falders az well

Binding zocketz or changing the 1P of a domain with the bind zockets option reguires a restart of MO aemon.

k. | Cancel

Secondary Domain List

This window contains the list of your secondary domains. It has several columns: Domain Name—Iists
the name of each domain, IP—each domain’s IP address, Bind—shows whether or not the given domain
is bound to its IP address, and several other columns that correspond to the controls below the list. This
list can be sorted in ascending or descending order by any column. Simply click the column by which you
wish to sort the list and it will be sorted by that column in ascending order. Click the same column again
to sort it in descending order.

Domain name
Enter the domain name of the secondary domain that you wish to host.

IP address
Enter the IP address to associate with the domain being added or edited.

Bind sockets to this IP only
Click this checkbox if you want to bind the secondary domain to its IP address.
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Add
Click this button to add the secondary domain along with its IP address and binding status to the Domain
List.

Replace
When you click an entry in the Domain List, its settings will appear in the corresponding controls. Click

this button after making any desired changes to the information to replace the entry with the new settings.

Remove
After selecting an entry in the Domain List, click this button to remove it from the list.

Account and Old Mail Pruning

The remaining three controls on this dialog have corresponding controls on the Accounts Editor (page
344) that can be used if you want an individual account’s settings to override these defaults.

Delete accounts within this domain if inactive for XX days (0=never)

Specify the number of days that you wish to allow an account belonging to this domain to be inactive
before it will be deleted. A value of “0” in this control means that accounts will never be deleted due to
Inactivity.

Delete messages kept by users within this domain if older than XX days (O=never)

A value specified in this control is the number of days that any given message may reside in a user’s
mailbox before it will be deleted by MDaemon automatically. A value of “0” means that messages will
never be deleted due to their age.

Delete deleted IMAP messages in this domain older than XX days (0 = never)

Use this control to specify the number days that you wish to allow IMAP messages that are flagged for
deletion to remain in this domain’s users’ folders. Messages flagged for deletion longer than this number
of days will be purged from their mailboxes. A value of “0”” means that messages flagged for deletion will
never be purged due to their age.

Delete old messages from IMAP folders as well

Click this checkbox if you want the “Defete messages kept by users...”” control to apply to messages in IMAP
folders as well. When this control is disabled, messages contained in IMAP folders will not be deleted,
regardless of their age.

Note

When old messages are pruned, rather than actually delete them, MDaemon will move them
to the “...\BADMSGS\ [Mai 1box]\” folder where they can be manually deleted later by
the administrator or a nightly process. This only applies to pruned old messages — when an
account is pruned, it will be deleted along with its messages instead of moved. See
AccountPrune.txt in the “..MDaemon\App\” folder for more information and
command line options.

Enable AntiVirus
It AntiVirus for MDaemon is installed, click this check box if you want the AntiVirus settings to be applied
to the selected secondary domain.
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Enable AntiSpam
Click this check box is you want MDaemon’s current Spam Filter settings to be applied to the selected

secondary domain.

Adding a Secondary Domain
To add a secondary domain to the Domain List:

1. Enter the Domain Name and IP Address.
2. Click Bind To This IP (only if you want to bind the domain to its IP address).
3. Click Add.

Editing a Secondary Domain
To edit a secondary domain:

1. Click the Domain List entry that you wish to edit.
2. Make any desired changes to the information the will appear in the controls.
3. Click Replace.

Removing a Secondary Domain
To remove a secondary domain:

1. Click the entry that you wish to remove from the Domain List.

2. Click Remove.
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Chapter

Remote Configuration
Setting up Renote Configmration. Using Web Adyzin.

of Alt-N Technologies software. WebAdmin is included with MDaemon and supports
remote administration of both MDaemon® and its integrated web-based email component,
WortldClient®.

W ebAdmin is an application designed to provide support for web-based remote administration

WebAdmin is a server application designed to run in the background on the same computer as the Alt-N
Technologies software to be administered. To access WebAdmin you will simply open your browser and
point it to the URL and port number on which WebAdmin resides (e.g. www.mywebadmin.com:1000).
After providing your login credentials, you will be given access to vatious controls and settings within
MDaemon and other Alt-N products. The type and number of settings to which you will have access is
dependent upon the level of access given. There are three levels of access that can be provided to
WebAdmin users: Global, Domain, and User.

e Global Administrators—Global administrators are users who have global access permission
enabled under their account settings within MDaemon. Global access means that the user can see
and configure every setting and control that is accessible via WebAdmin. Global administrators
can add, edit, and delete users, domains, and mailing lists. They can edit product INI files,
designate other users as Domain administrators, manage passwords, and do many other things;
they have complete administrative control.

e Domain Administrators—Similar to Global administrators, Domain administrators have
complete control over all users and product settings accessible via WebAdmin. Their
administrative control, however, is limited to the domain or domains to which they have been
given access. Domain administrators and the domains over which they have control are
designated from within WebAdmin by a Global administrator, or by another Domain
administrator with access to those domains.

e Users—The lowest possible level of WebAdmin access is User access. MDaemon users, for
example, can sign in to WebAdmin and view their individual account settings as well as edit their
MultiPOP entries, IMAP filters, auto responders, and so on. The type and number of settings that
can be edited depends on the permissions given in each user’s individual account settings.

Everyone who has permission to access both WorldClient and WebAdmin can access WebAdmin from
within WorldClient. When the “Advanced Settings” option under “Options” is chosen from within
WorldClient, it will open WebAdmin in separate browser window.
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For more information on WebAdmin, see:

Web Access Defaults—page 330
Account Editor->Web—page 348
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WebAdmin (web configuration)

Web Server

WebAdmin (web configuration)

Web Server ] HTTPS ]
Wiebddmin properties
" wiehddmin iz disabled
@ 0+ wWiebd drnin runs wsing built-in web server
" whebddrin mins using extermnal webserver (15, Apache, etc)
Fun Webddmin server uzing thiz TCP part lﬁ

Sesziong expire after 15 inactive minutes

[v Lze cookies to remember logon name and other properties
[v Fequire P persistence throughout % ebédmin session
[v Stop "webédmin when MD aeman stops

‘wiebddmin URL [leave blank for default]

Bind "ebadmin's web server to these |Pz only. Separate multiple values
with commas. Leave blank to bind to all IP addrezses.

Restart “Webddmin [required when port or 115 value changes) |

Select dormain | Default ﬂ Set to defaulks

Language | en [Englizh] ﬂ

ok | Cancel | Apply |

Properties

WebAdmin is disabled
Choose this option to disable WebAdmin. You can also toggle WebAdmin active/inactive from the File

menu or Statistics and Shortcuts frame of the main MDaemon GUI

WebAdmin runs using built-in web server

Choose this option to run WebAdmin using MDaemon’s built-in web server. You can also toggle
WebAdmin active/inactive from the File menu or Statistics and Shortcuts frame of the main MDaemon
GUL

WebAdmin runs using external web server (11S, Apache, etc)

Choose this option when you wish to run WebAdmin under Internet Information Server (IIS) or some
other web server instead of MDaemon’s built-in server. This prevents certain GUI elements from being
accessed which might otherwise cause conflicts with your alternate server.
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For more information, see Running WebAdmin under IIS—page 75.

Run WebAdmin using this TCP port
This is the port on which WebAdmin will listen for connections from your web browser.

Sessions expire after xx inactive minutes
When you are logged in to WebAdmin, this is the amount of time that your session is allowed to be

inactive before WebAdmin will close it.

Use cookies to remember logon name and other properties
Click this option if you want WebAdmin to store your logon name and certain other properties in a

cookie on your local computer. Using this feature gives you a more customized login experience but
requires that they have support for cookies enabled in your browser.

Require IP persistence throughout WebAdmin session

As an added security measure you can click this checkbox to cause WebAdmin to restrict each session to
the IP address from which you connected when the session began. Thus, no one can “steal” the session
since IP persistence is required. This configuration is more secure but could cause problems if you are
using a proxy server or dial-up account that dynamically assigns and changes IP addresses.

Stop WebAdmin when MDaemon stops
Click this option if you want WebAdmin to be shut down whenever MDaemon is shut down. Otherwise,
WebAdmin will continue to run in the background.

WebAdmin URL

This is the URL that WorldClient will use internally when users click the Advanced Settings link to edit
their account settings via WebAdmin. If you are running WebAdmin with the built-in web server, then
leave this field blank. If you are using an alternate web server such as IIS, and you have configured
WebAdmin to run at an alternate URL or IP address, then specify that URL here.

Bind WebAdmin’s web server to these IPs only
If you wish to restrict the WebAdmin server to only certain IP addresses, specify those addresses here

separated by commas. If you leave this field blank then WebAdmin will monitor all IP Addresses that you
have designated for your Primary and Secondary Domains.

Restart WebAdmin (required when port or 11S value changes)
Click this button if you wish to restart the WebAdmin server. Note: when changing the port setting you

must restart WebAdmin in order for the new setting to be recognized.

Select domain
Use this drop-down list box to select the domain to which you wish to assign a default language setting.

Language
Choose the language from this list that you wish to be the default language setting for the domain you

have selected above. This language will be used whenever new users or users who haven’t changed their
language setting sign in to WorldClient.

Set to defaults
Click this button to restore your domains to the default language setting.
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Using WebAdmin with HTTPS
You can configure HTTPS support for WebAdmin on the HT'TPS tab of the WebAdmin dialog. The
HTTPS tab is a mirror of the WebAdmin tab of the SSL & Certificates dialog (page 170).

For more information, see SSL & Certificates (page 164) and Creating and Using SSL. Certificates (page
172).

Running WebAdmin under 1S
WebAdmin is equipped with a built-in web server and therefore doesn’t require Internet Information
Server (IIS) to operate. However, it does support IIS, and can therefore function as an ISAPI DLL.

Note

When running WebAdmin under IIS you will no longer be able to start and stop it from
MDaemon’s interface. You must use the tools provided with IIS to do so.

To configure WebAdmin 3.x to operate under IIS 5:

1. If WebAdmin is not yet installed, then during installation select the option, “lI wish to use
another web server for WebAdmin”. If WebAdmin is already installed, then stop it from
MDaemon’s interface or using the “Stop WebAdmin” shortcut in the WebAdmin group under
the Windows Start menu.

2. Open the IIS management program (Start->Settings>Control Panel->Administrative
Tools=> Internet Services Manager).

3. Right-click Default Website and then select New->Virtual Directory.

4. Follow the Wizard as it takes you through the steps of creating a Virtual Directory. The following
are suggested names and locations for data to be typed into the Wizard, but will vary depending
on your installation of MDaemon and the location of WebAdmin.

a. Alias: “WebAdmin”. Click Next.
b. Directory: “c:\mdaemon\webadmin\templates”. Click Next.
c. Click Next.
d. Click Finish.
5. Set the Execute Permissions to Scripts Only.
6. Set the Application Protection to Low (I11S Process).

7. Click the Configuration button in the Application Settings section of the Virtual Directory tab.

8.  On the Mappings tab click the Add.
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9.

10.

11.

12.

13.

14.

15.

16.

17.

In the Executable field enter “c:\mdaemon\webadmin\templates\WebAdmin.dll”. Note:
This field cannot contain any spaces. If the path contains a space it must be converted to 8.3
format. The dir /x command will show the 8.3 name for a file or directory.

In the Extension field enter “.wdm” and select the radio button for All Verbs.
Click the Script Engine box.

Click OK.

All other mappings can be removed if you choose, then click the OK.

On the Documents tab add login._wdm as a Default Document and remove all other entries
from the list.

In MDaemon, go to Setup>WebAdmin... and click Enable WebAdmin server and WebAdmin
is running under 11S.

In WebAdmin URL type “/WebAdmin/login.wdm”.

Click OK.

To configure WebAdmin 3.x to operate under IIS 6:

Create a new application pool for WebAdmin:

1.

If WebAdmin is not yet installed, then during installation select the option, “I wish to use
another web server for WebAdmin”. If WebAdmin is already installed, then stop it from
MDaemon’s interface or using the “Stop WebAdmin” shortcut in the WebAdmin group under
the Windows Start menu.

Open the IIS management program (Start->Settings>Control Panel->Administrative
Tools>Internet Services Manager).

Right-click Application Pools.

Click New->Application Pool.

In the Application pool ID field type “Alt-N" and click OK.
Right-click Alt-N

Click Properties.

Click Performance tab.

Clear “Shutdown worker processes after being idle for’ and “Limit the kernel request
queue”.

76

WEBADMIN (WEB CONFIGURATION)



CHAPTER 5 REMOTE CONFIGURATION

10

11

12

Cre

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19

. Click Identity tab.

. In the dropdown for Predefined, choose Local System.

. Click OK.

ate a virtual directory for WebAdmin:

Open the IIS management program (Start->Settings>Control Panel->Administrative
Tools=> Internet Services Manager).

Right-click your web site and then select New=>Virtual Directory.
Specify and alias for the virtual directory (for example, “WebAdmin).

In the Path field, type the path to the WebAdmin Templates directory—for example,
“C:\Program Files\AlIt-N Technologies\WebAdmin\Templates”.

Leave the Read and Run Scripts options checked.

Finish the wizard and right-click on the Virtual Directory that was created.
Select Properties.

On the Home Directory tab change the application pool to Alt-N.

Click the Configuration button.

Click Add to add an ISAPI extension mapping,.

In the Executable field enter the path to the WebAdmin.dll file. For example, “Cz\Program
Files\Alt-N Technologies\WebAdmin\Templates\WebAdmin.dll”.

In the Extension field enter ““.wdm”

Click the boxes for Script Engine and Verify the file exists.

Click OK.

All other mappings can be removed if you choose, then click the OK.
Select the Documents tab.

Ensure that Enable default content page is checked.

Ensure that only “login.wdm” exists in the list.

. Click the Ok and exit the virtual directory properties dialog.
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Add .WDM to list of allowed web extensions:
1. Click on the Web Service Extensions folder (in the IIS MMC).
2. Click Add new web service extension.
3. In the Extension name field enter “WebAdmin”.

4. Click Add and then browse to the WebAdmin ISAPI extension. For example:
C:\Program Files\AlIt-N Technologies\WebAdmin\Templates\WebAdmin.dlIl.

5. Check Set extension status to allowed.
6. Click OK.

7. In MDaemon, go to Setup>WebAdmin... and click Enable WebAdmin server and WebAdmin
is running under 11S.

8. In WebAdmin URL type “/WebAdmin/login.wdm”.

9. Click OK.
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HTTPS

WebAdmin (web configuration)

Web Server HTTPS |

HTTPS options

% " Accept HT TP connections only HTTPS port Im
* Accept HTTF and HTTPS connections
" Accept HTTPS connections anly
" Redirect HTTP connections to HTTRS

Select certificate

B Subject | zzL1Er E wpiration date

wi,example.com i, example. com 21142008

Double click on a certifizate to view itg properties [elete

Create certificate

@] Hozt name [ex: we. altn.com) |e:-:ample.|:|:|m

(rganization / company hame |E:-:amp|e Carp

Alternative host names [geparate multiple entries with a commal

Ercreption key length |1|:|24 j
Cauntry / region | United States U3 |
Create certificate | Restart web server |

ok | Cancel | Apply |

MDaemon’s built-in web server supports the Secure Sockets Layer (SSL) protocol. The SSL protocol,
developed by Netscape Communications Cotporation, is the standard method for securing server/client
web communications. It provides server authentication, data encryption, and optional client
authentication for TCP/IP connection. Further, because SSL is built into all current major browsers,
simply installing a valid digital certificate on your server will activate the connecting client’s SSL
capabilities. If you choose not to run WebAdmin under IIS or some other web server, this security is built
directly into MDaemon’s internal web server.

The options for enabling and configuring WebAdmin to use SSL are located on the SSL. & Certificates
dialog (click Ctrl+L or Security>SSL/TLS/Certificates..>WebAdmin). For your convenience, however,
the HT'TPS options are also mirrored on this tab of the WebAdmin dialog,

For information on this dialog see page 170.

For information on SSL & Certificates see page 164.
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Note

This dialog only applies to WebAdmin when using MDaemon’s built-in web server. If you
have configured WebAdmin to work with some other web server, these options will not be
used—SSL/HTTPS support must be configured within IIS.
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Chapter

WorldClient Server
Setting up and using the WorldClient Server

Overview

ncluded in MDaemon is WorldClient. WorldClient is a web-based email solution designed to offer
I users email client functionality using their favorite web browser. All of their email folders reside on

the server so that they have access to everything as if they were at the office. WorldClient can easily

hold its own against traditional mail clients while providing the added bonus of its ability to enable
users to access their email from anywhere at anytime.

There are many ways in which WorldClient can be used. Use it to keep your mobile staff in touch with
their email—remember, WorldClient is not workstation dependent so “mobile” can also mean just
traveling across the building. Use WorldClient to offer web-based email services to your customers, and
customize the interface to display advertising banners. Use it on a kiosk or in a computer lab to provide
email to students or other individuals who may not have a personal computer of their own.

WorldClient also provides many benefits to email administrators. Now you don’t have to configure and
maintain each individual email client since WorldClient isn’t workstation dependent. Customize the
graphical images and HTML pages used in WorldClient to suit your corporate needs or the needs of your
customer. Further, give your users the ability to maintain their own account settings thus saving you
time—you can give as much or as little control to your users as you want.

Finally, there are features that will benefit your customers directly, such as: extensive email functionality
wherever you find a browser, client-side interface available in 18 languages, personal and domain address
books, manageable mail folders and filters, send/receive file attachments, multiple visual “themes” for
interface, and much more.

Calendar & Scheduling System

MDaemon is equipped with a complete collaboration system. From within WorldClient you can easily
create appointments, schedule meetings, and work with address books. Recurring appointments are fully
supported, and appointments have many fields available to describe them. Further, contacts, calendars,
and task data are stored as IMAP folders within each user’s root mail directory. Through WorldClient,
your users can access these personal folders and control which other users have access to them. All
WorldClient themes (especially Lookout) have templates that present contact, calendar, and task folders in
a logical and attractive way.

Because the Calendar system is integrated with MDaemon, there is the added benefit of email
notifications of appointments, whether scheduled by you or a third-party. Whenever someone other than
yourself schedules an appointment for you, you will receive an email message summarizing the
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appointment. Fach designated appointment attendee will receive an email message detailing the
appointment’s date, time, location, subject, and list of attendees. Further, any attendees who have calendar
entries that conflicted with the appointment’s timeslot will receive a message notifying them of the
appointment and its conflict with their schedule. The person who scheduled the meeting will receive a
summary message listing all of the meeting’s details and invited attendees who did or did not have
scheduling conflicts.

The Calendar System is also equipped with support for Internet Calendar (iCal) used by Microsoft
Outlook and other iCalendar compliant email programs. The Calendar System can detect and process
iCalendar information sent to your users and update their calendars accordingly. When a user opens an
iCalendar attachment from within WorldClient the information contained in the attachment will be
reflected in the user’s WorldClient calendar. Also, when users create new meetings or appointments they
can list one or more email addresses to which they wish an iCalendar email to be sent. This feature can be
set by individual users in their WorldClient Options.

ComAgent

MDaemon is equipped with ComAgent, a secure instant messaging system, address book client, and tray
applet that provides quick access to WorldClient’s email features. ComAgent can be downloaded by each
WorldClient user and then installed on the individual’s local computer. It is preconfigured for the specific
user when downloaded thus limiting the need to configure it manually.

ComAgent runs in the background and checks your account for new mail by querying the WorldClient
server directly. This eliminates the need to open a browser or keep one open to check your email—
ComAgent checks for new mail and notifies you with a sound or visual alert when new mail arrives.
ComAgent also displays a list of your mail folders and the number and type of messages that each one
contains (new, unread, and read). Furthermore, it can be used to launch your browser and move it
immediately to a specific mail folder, the first unread message, the compose page, or your calendar page.

Additionally, ComAgent can be used to provide two-way address book synchronization between
MDaemon and the Outlook/Outlook Express address book on each uset’s local computer. Thus, if you
use both Outlook or Outlook Express and WorldClient at different times, the address books will match in
both products.

Finally, ComAgent is also equipped with a complete instant messaging system. You can view your list of
ComAgent “buddies” and each one’s online status (online, away, offline), start a conversation with any
one or group of them, set your own online status, and view past conversations in a history folder. For
specific instructions on how to use ComAgent, see its online help system.

There are several options related to ComAgent and instant messaging (IM) located on the Domain
Options tab—page 98.

ComAgent’s Instant Messaging System

ComAgent is equipped with a simple but effective instant messaging (IM) system. With this system you
can communicate instantly with any other account on your MDaemon server. You can choose a list of
“buddies” from a list of all MDaemon users and then see which ones are online and ready to receive an
IM. You will also be able to start a group conversation involving several buddies at once. All of the IM
features are available via the shortcut (right-click) menu within ComAgent.
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ComAgent’s IM system is also scriptable, which allows custom programs to interface with it. By creating
semaphore (SEM) files in the \MDaemon\WorldClient\ directory, an external application can send IM
messages to ComAgent users immediately. The following is the format of the SEM file:

To: frank@example.com Email address of ComAgent user.

From: rip@example.com Email address of instant message’s sender.
<blank line>

Text of instant message. Thisis the text sent as an instant message.

The SEM file name must start with the characters “0M="and be followed by a unique numerical value.
For example, “IM-0001.SEM”. Applications should also create a corresponding file called “IM-
0001.LCK” to lock the SEM file. Once the SEM file is completed remove the LCK file and the SEM file
will be processed. MDaemon uses this scripting method to send Instant Message reminders to you about
upcoming appointments and meetings.

An action was added to the Content Filter system that uses this scripting method to send instant
messages. Further, rules utilizing this action can use the Content Filter macros in the IM. For example,
you can create an instant message rule that looks like this:

You have received an email from $SENDERS$.
Subject: $SUBJECTS$

This rule would be an effective way to get new mail alerts through ComAgent.

Because many businesses and administrators have reservations about using an Instant Messaging system
in their company due to the inherent lack of centralized accountability and the inability to monitor IM
traffic that is in traditional and well known IM clients, we have designed ComAgent’s instant messaging
system to minimize those deficiencies. First of all, our system is not peer-to-peer—individual ComAgent
clients do not connect directly to each other. Further, because every IM passes through the server, each
message is logged in a central location accessible to the MDaemon/WortldClient administrator. Thus a
record of all conversations can be maintained for the security of both your company and your employees
or users. IM activity is logged in a file called InstantMessaging. 10g located in the MDaemon\LOGS\
directory. The assurance of accountability is also the primary reason we do not support other IM clients
such as ICQ, AOL, and MSN. We may, however, add that capability as an optional feature in some future
version of MDaemon. Finally, our IM system is secure in that each transaction is strongly encrypted from
start to finish so that plain text is never transmitted.

Instant Messaging is provided on a per-domain basis. Controls for activating instant messaging and
designating whether or not IM traffic should be logged are located on the Options tab of the WorldClient
dialog (Setup->WorldClient...>Options).

Automatic Address Book Synchronization

By using ComAgent in conjunction with MDaemon’s integrated address book system, you can provide
two-way synchronization between MDaemon and the Outlook/Outlook Express address book on each
user’s local computer. Thus, if you use both Outlook or Outlook Express and WorldClient at different
times, the address books will match in both products.
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MDaemon maintains an accurate and continuously up to date database of users each time an MDaemon
account is added, removed, or modified. ComAgent has the ability to poll MDaemon at regular intervals
and acquire all the contact information being stored there. It then publishes this information to the local
computer’s Windows Address Book or contact store. This has the effect of instantaneously updating any
local software package which uses the local address book system (for example, Outlook/Outlook
Express).

Anyone using ComAgent with the proper access credentials can also add Public contacts by using the
Windows Address Book directly, or through Outlook/Outlook Express. The new contact will be picked
up by ComAgent and uploaded to MDaemon’s address book. From there all other users on your network
will have access to the new contact the next time their ComAgent poles MDaemon.

On the Synchronization tab of ComAgent’s properties dialog you can specify the folders within your
Windows Address Book that you wish to be synchronized. You can designate separate folders for both
Public and Private contacts.

Note

Windows Address Book (WAB) synchronization requires IE 5 or greater with identity
support enabled.

For information on other Address Book options within MDaemon and WorldClient see:

LDAP Options—TPage 114
Miscellaneons Options=> W.AB—Page 305

Using WorldClient

Starting WorldClient
There are three ways to start/stop the WorldClient server:

1. On the Stats tab on the left-hand side of the MDaemon GUI, right-click on the WorldClient entry and
choose the Toggle Active/lnactive selection on the shortcut menu.
2. Click File->Enable WorldClient server on the main interface.
3. Click Setup—~>WorldClient (web mail)... on the main interface, and then click WorldClient runs using
built-in web server on the Web Server tab.
Logging in to WorldClient

1. Point your web-browser to http://main-or-second-domain.com:WCPortNumber. This port is
designated on the Web Server tab of the WorldClient dialog (page 86). If you configure WorldClient to
listen to the default web port (port 80) then you do not need to denote the port number in the login URL
(e.g. www.mydomain.com instead of www.mydomain.com:3000).

2. Type your MDaemon account’s user name and password.
3. Click Sign in.
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Changing WorldClient’s Port Setting
1. Click Setup>WorldClient (web mail)... on the menu bar.
2. Type the desired port number in the control labeled Run WorldClient Server using this TCP Port.
3. Click OK.

WorldClient Documentation

Client-side Help
WorldClient is equipped with extensive client-side help for your users. See the online help system within
WorldClient for information on the client features and functions.
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WorldClient Web Malil

Use the Setup>WorldClient... menu selection to enable your WorldClient server and configure various
WorldClient related settings. You can designate the port on which it will operate as well as the time that
you wish to allow WorldClient sessions to remain inactive before they expire. You can also control many
global or domain specific settings such as: the default language and theme to use, whether users can create
accounts, the default pagination of the message listing, whether or not ComAgent support is enabled,
whether or not Instant Messaging is allowed and logged, many Calendar and Scheduling features, Public
and Private address book settings, RelayFax integration, and much more.

Web Server

WorldClient (web mail)

Web Server | HTTPS | Calendar | SyneML | RelayFax | Options |
wharldClient properties
" wiorldClient iz dizabled
@ * “wWorldClient runs wsing builtin web server
" whorldClient runs using external webserver (115, Apache, efc)
Fun *WorldClient zerver uzing thiz TCP part IW
M axirurn nurnber of concument sessions Iﬁ

Seszsionz not compoging a meszage expire after 20 inactive minutes

Seszsion: compozing a message expire after 120 inactive minutes

[v Cache HTML templates to increase web server peformance

v Usze cookies to remember logon name, theme, and ather properties
[ Reszpond to read confirmation requests

[v Fequire P persistence throughout WworldClient session

[v Use HTTP compression

Bind “WorldClient's wehb server to these 1Pz only. Separate multiple values
with commas. Leave blank to bind to MDaeman's [P list,

Fiestart WiorldClient [required when port or 15 value changes) |

ok | Cancel | Apply |

This tab contains various global, server level settings that govern WorldClient’s configuration and
behavior regardless of the users or domains to which they belong.
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WorldClient Properties

WorldClient is disabled
Choose this option to disable WorldClient. You can also toggle WotldClient active/inactive from the File
menu or Statistics and Shortcuts frame of the main MDaemon GUL

WorldClient runs using built-in web server

Choose this option to run WorldClient using MDaemon’s built-in web server. You can also toggle
WorldClient active/inactive from the File menu or Statistics and Shortcuts frame of the main MDaemon
GUL

WorldClient runs using external web server (11S, Apache, etc)

Choose this option when you wish to run WorldClient under Internet Information Server (IIS) or some
other web server instead of MDaemon’s built-in server. This prevents certain GUI elements from being
accessed which might otherwise cause conflicts with your alternate server.

For more information, see Running WorldClient under I1S—page 88.

Run WorldClient server using this TCP port
This is the port on which WorldClient will listen for connections from your users’ web browsers.

Maximum number of concurrent sessions
This is the maximum number of sessions that may be connected to WorldClient at the same time.

Sessions not composing a message expire after xx inactive minutes
When a user is logged in to WorldClient but is not composing a message, this is the amount of time that
their session will remain inactive before WorldClient will close it.

Sessions composing a message expire after xx inactive minutes

This timer governs how long a user’s session will be kept open while they are composing a message and
the session remains inactive. It is a good idea to set this timer higher than the Sessions not composing a
message. .. timer since inactivity time is typically greater while a user is composing a message. This is
because composing a message requires no communication with the server until the message is sent.

Cache HTML templates to increase web server performance

Click this box to cause WorldClient to cache templates in memory rather than read them each time they
need to be accessed. This can dramatically increase server performance but WorldClient will have to be
restarted if you ever make a change to one of the template files.

Use cookies to remember logon name, theme, and other properties

Click this option if you want WorldClient to store each user’s logon name, theme, and certain other
properties in a cookie on his or her local computer. Using this feature gives your users a more
“customized” login experience but requires that they have support for cookies enabled in their browsers.

Respond to read confirmation requests

Click this option if you want WorldClient to respond to incoming messages that contain a request for read
confirmation. When the WorldClient user opens the message MDaemon will send a notification to the
sender indicating that it was displayed by the recipient. The WorldClient user who received the message
will not have seen any indication that the read confirmation was requested or responded to.

Clear the check box if you want WorldClient to ignore read confirmation requests regardless of whether
the message is read or not.
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Require IP persistence throughout WorldClient session

As an added security measure you can click this checkbox to cause WorldClient to restrict each user
session to the IP address from which the user connected when the session began. Thus, no one can
“steal” the user’s session since IP persistence is required. This configuration is more secure but could
cause problems for users who may be using a proxy server or dial-up account that dynamically assigns and
changes IP addresses.

Use HTTP Compression
Click this check box if you want to use HT'TP compression in your WorldClient sessions.

Bind WorldClient’s web server to these IPs only

If you wish to restrict the WorldClient server to only certain IP addresses then specify those addresses
here separated by commas. If you leave this field blank then WorldClient will monitor all IP Addresses
that you have designated for your Primary and Secondary Domains.

Restart WorldClient (required when port or 11S value changes)
Click this button if you wish to restart the WorldClient server. Note: when changing WorldClient’s port
setting you must restart WorldClient in order for the new setting to be recognized.

Running WorldClient under 1IS

WorldClient is equipped with a built-in web server and therefore doesn’t require Internet Information
Server (IIS) to operate. However, WorldClient does support 1IS, and can therefore function as a ISAPI
DLL. To configure WorldClient to operate under 1IS:

1. Stop WorldClient. WorldClient cannot run using the included web server and in IIS at the same
time.

2. Create a web site or virtual directory in IIS for the \Wor IdCl 1ent\HTML directory
3. Enable “Scripts and executables” permission and set Wor ldClient.dll as the default document.

4. Using Windows Explorer, give Full Control access to your MDaemon directory to the
IWAM_ComputerName account.

5. If you have any email accounts that use N'T domain authentication, edit your Local Security Policy
to give IWAM_ComputerName the “Act as part of the operating system” user right.

6. If you are also running WebAdmin under IIS, edit WorldClient’s Domains. ini (located in
\MDaemon\Wor IdClient\) and set the WebAdminURL key in the [Default:Settings]
section to the URL of WebAdmin.

7. In MDaemon, go to Setup->WorldClient...>Web Server, and then click WorldClient is
running under 11S.

Note

When running WorldClient under IIS you will no longer be able to start and stop it from
MDaemon’s interface. You must use the tools provided with IIS to do so.
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HTTPS

WorldClient (web mail)

Web Server HTTPS lCaIendar] S'_.'n::I'H'IL] HEIEF_.'FE[:] Dptiuns]
HTTPS options

8 " Accept HTTF connections only HTTPS port m
i Accept HTTP and HTTPS connections
" Accept HTTPS connections anly
" Redirect HTTP connections to HTTRPS

Select cerhificate

‘:%“_-' Subject |2zLEr E wpiration date

Wi, example.com vz, example. com 21142008

Double click on a certificate to view its properties [elete

Create certificate

#.pi| Host name [ex: we.altn.com) |e:-:ample.|:|:|m

(rganization / company hame |E:-:ample Corp

Alternative host names [geparate multiple entries with a comma)

Encrption ke length |'||:|24 j
Country / region |Urited States LS -l
Create certificate | Restart web server |

ok | Cancel | Apply |

MDaemon’s built-in web server supports the Secure Sockets Layer (SSL) protocol. The SSL protocol,
developed by Netscape Communications Cotporation, is the standard method for securing server/client
web communications. It provides server authentication, data encryption, and optional client
authentication for TCP/IP connection. Further, because SSL is built into all current major browsers,
simply installing a valid digital certificate on your server will activate the connecting client’s SSL
capabilities. If you are unable or choose not to run WorldClient under IIS you now have this security built
directly into WorldClient.

The options for enabling and configuring WotldClient to use SSL/HTTPS are located on the SSL &
Certificates dialog (click Ctrl+L or Security>SSL/TLS/Certificates..>WorldClient). For your
convenience, however, these SSL/HTTPS options are also mitrored on this tab of the WorldClient dialog
(click Ctrl+W and WorldClient or Setup—>WorldClient..>HTTPS).

For information on this dialog see page 167.

For information on SSL & Certificates see page 164.
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Note

This dialog only applies to WorldClient when using MDaemon’s built-in web server. If you
have configured WorldClient to work with some other web server, these options will not be
used—SSL/HTTPS support must be configured within IIS.

90 WORLDCLIENT WEB MAIL



CHAPTER 6 WORLDCLIENT SERVER

Calendar

WorldClient (web mail)

Web Server | HTTPS  Calendar | SyncML | RelayFax | Options |
Calendar options

[v Allowe meetings to be created without specifving a location

Select a domain | example.com - |

First day of week, |Sur‘u:|a_l,l ﬂ

Iv Send calendar and task reminders

[ ... zend reminders to Outlook Connector users also
Free/Busy optionz
[+ Enable Free/Busy services for users of thiz domain

Free/Busy information iz uged by people sending meeting requests to
determine when uzers are avaliable for meetings.

WiorldClient's Free/Busy server iz compatible with Microgoft Qutlook. To use
it, configure Microzoft Outlook to querny the following URL for Free/Busyp
data:

http: A< wfarldClent Server: Asforldclient. dil? view=thinfofuzer=
EMNAME 2@ SERVER X

Replace < orldClient Server: with the [P or name of your WaorldClient zerver.

HHMHRK

Free/busy pazsword

The pazsword must be added to the URL [ex: &password=zecret]

Mllow uzers to queny |3 &7 | rianths warth of Free/Buzy data

QK | Cancel Apphy

Calendar Options

Allow meetings to be created without specifying a location

Click this option if you do not want to require that users specify a meeting location whenever a meeting
event is created. Clear the check box if you want to force all meetings to have a location specified when
they are scheduled. This is a global setting; it cannot be set per domain.

Select a domain

Use this drop-down list to choose the domain whose Calendar settings you wish to edit. If you make
changes to any of the settings on this tab then you must Apply them before switching to a different Seect
domain setting. If you make changes and then attempt to select a different domain without first applying
them, a box will appear asking you to choose whether or not you wish to save the changes before
switching to the new domain. Click Yes to save the changes or No to discard them.

First day of week
Choose a day from the drop-down list. The selected day will appear in the domain’s calendars as the first

day of the week.
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Send calendar and task reminders
Click this checkbox if you wish to allow WorldClient’s calendar and task reminders to be sent to your
users via email and ComAgent.

...send reminders to OQutlook Connector users also
If you have enabled the “Send calendar and task reminders” option above, click this option if you also wish to
enable reminders for Outlook Connector usets.

Free/Busy Options

MDaemon includes a Free/Busy server, which makes it possible for a meeting planner to view the
availability of potential meeting attendees. To access this feature, click Scheduling within WorldClient
when creating a new appointment. This opens a Scheduling window containing the list of attendees and a
color-coded calendar grid with a row for each one. Fach attendee’s row is color-coded to indicate the
times at which he or she might be available for a meeting. There are colors for Busy, Tentative, Out of
Office, and No information. There is also an Auto-Pick Next button that makes it possible for you to
query the server for the next timeslot at which all attendees may be available. When you have finished
creating the appointment it will send an invitation to all of the attendees, who can then accept or decline.

WorldClient’s Free/Busy server is also compatible with Microsoft Outlook. To use it, configure Outlook
to quety the URL listed below for Free/Busy data. In Outlook 2002, for example, the Free/Busy options
are located under Tools=>Options->Calendar Options...>Free/Busy Options...

Free/Busy server URL for Outlook:
http://<WorldClient Server>/Worldclient.dl1?view=fbinfo&user=%NAME%@%SERVER%

Replace “<WorldClient Server>” with the IP address or domain name of your WorldClient server
(including the port number if you aren’t using the default web port). For example:

http://example.com:3000/Worldclient.dl I?view=Fbinfo&user=%NAME%@%SERVER%

For mote on how to use WotldClient’s Free/Busy featutes to schedule your appointments, see the online
Help system within WorldClient.

Enable Free/Busy services for users of this domain
Click this option if you wish to provide access to the Free/Busy server features to users of the domain
selected above.

Free/Busy password

If you wish to requite a password when this domain’s users attempt to access the Free/Busy server
features via Outlook, then include the password here. This password must be appended to the URL listed
above (in the form: “&password=FBServerPass”) when the users configure their Free/Busy settings
within Outlook. For example:

http://example.com:3000/Worldclient.dl1?view=Fbinfo&user=%NAME%@%SERVER%&passw
ord=MyFBServerPassword

Allow users to guery X months worth of Free/Busy data
Use this option to designate how many months worth of Free/Busy data your users may quety.
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SyncML

WorldClient (web mail)

Web Server | HTTPS | Calendar  SymeML | RelayFax | Options |
SynckL optionz

YWorldClient's SpnchL zerver allows wou to synchronize your contacts, tazks,
& and calendar eventz with any device that supports Synchdl.

Select domain Drefault j

[v Enable Synchl server

SynchL zezsiong time out after 5 inactive minutes

SpnchL log level |[2] Marmal logging j

In order o usze SynchL pou will need to properly configure pour Spnchdl
client,

RL = http: /A< wfarldClient Servers:<:Part: ADSpnchL. il
e http: A fexample. conmg 300005 pnck L dl

[f wour Sunckdl client azks for folder names uze "Contactz”, "Calendar”,
and "Tazks".

QK | Cancel

WorldClient includes a SyncML v1.1 compliant server to synchronize your WorldClient calendar, contact,
and task folders with SyncML capable devices.

For more information on SyncML and the SyncML specification, visit the Open Mobile Alliance (OMA)
at:

http://ww.openmobi leal ltance.org/tech/affiliates/syncml/syncmlindex.html

For information about your particular device’s capabilities and its support for SyncML, consult your
device’s manufacturer or its included documentation.

Note

WorldClient’s SyncML server does not support open source Sync4j clients. Those clients are
engineered to work only with the Sync4j server—they do not use the industry standard
vCal/vCard data encapsulation forms.
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SyncML Options

Select domain

Use this drop-down list box to choose the domain to which you wish the Enable SyncML server setting to
be applied. After selecting the domain, enable or disable that option and then click Apply or OK to save
that setting. Choose “Default” from the drop-down list to designate the default setting. The default setting
will be applied to all new domains and all existing domain for which you have not specifically defined a
SyncML setting.

Enable SyncML server

Enable or disable this option to designate whether or not the SyncML server will be accessible by the
domain selected in the Select domain option above. After designating a setting for a domain, click Apply
or OK to save that setting.

SyncML sessions time out after XX inactive minutes
This is the length of time a SyncML session will be permitted to remain inactive before it will time out and
be closed. This is a global setting—it is applied to all SyncML sessions regardless of the domain.

SyncML log level
Use this drop-down list to designate the degree to which SyncML activities will be logged. There are six

possible levels of logging: 1-Debug logeing, 2-Normal logging, 3-Warnings and errors only, 4-Errors only,
5-Critical errors only, and 6-No logging. This is a global setting—it cannot be applied to specific domains.

Configuring Your SyncML Clients
In order to access WorldClient’s SyncML server, your SyncML clients must be configured to connect to:

http://<WorldClient Server><:port>/MDSyncML.dll
Examples:

http://mail .example.com:3000/MDSyncML.dl1

http://www.example.com/MDSyncML.dl1

If your SyncML client asks for folder names then use Contacts, Calendar, and Tasks. Those
names always expand to the user’s default WorldClient folders of the corresponding type.

The SyncML server supports any of the following formats for the folder paths:

contacts

/contacts

-/contacts

contacts/phone (assuming a phone sub-folder exists)

contacts. imap\phone. imap

Note

Before attempting to synchronize using SyncML, a user must log in to WorldClient one
time.
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RelayFax

Alt-N Technologies” RelayFax Server is an email to fax and fax to email gateway that can be integrated
seamlessly with WorldClient in order to provide fax services to your users. When this functionality is
enabled, WorldClient users will be given access to various features that will enable them to compose and
send faxes via the WorldClient client pages. For more information about Relaylax, visit the RelaylFax web
site at www.relayfax.com.

WorldClient (web mail)

Web Server | HTTPS | Calendar | SyneML  RelayFax | Options |

R elayF ax integration options

FielayFa is a powerful faw-»email gateway which allows you to zend and
receive fawes uzing WarldClhient ar any traditional email client. Far mare
information wvizit the B elayF ax home page.

v Allow WorldCliert users to send fakes thu BelapFax

[f enabled, your wWorldClient uzers will zee 'Compoze Fax' and other faxing
aptiong when uzing WorldClient.

(* |lze SMTP to deliver faxes to RelayFax

RelayFax zerver's emall address

|relayfa:-:@e:-:ample. com

Enter the email address to an account which BelayFas iz monitaring for
new fares.

" Directly deliver Fazes into BelayFax's incoming quewe

[f BelayFax iz inztalled on a separate computer pleaze provide the path
to the RelavFas APP directony here. I BelayFas iz installed on thiz

computer you can leave this field blank.
Browsze

QK | Cancel

RelayFax Integration Options

Allow WorldClient users to send faxes thru RelayFax
Click this option to integrate RelaylFax with WorldClient. When active it will cause a “Compose Fax”
control and other fax related features to appear on the WorldClient pages.

Use SMTP to deliver faxes to RelayFax

RelayFax monitors a specific mailbox for incoming messages that are to be faxed. Click this option and
MDaemon will use the normal SMTP email delivery process to send these messages to that mailbox’s
address. This option is useful when RelaylFax is monitoring a mailbox located somewhere other than your
LAN. If RelayFax resides on your LAN you may choose to have MDaemon deliver the messages directly
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to RelayFax’s message queue and thus bypass the SMTP delivery process altogether. For more
information on this method, see Directly deliver faxes into RelayFax’s incoming guene below.

RelayFax server’s email address
Specify the email address to which you want messages intended for faxing to be delivered. This value
must match the address that you have configured RelayFax to monitor for these messages.

Directly deliver faxes into RelayFax’s incoming queue

If RelayFax resides on your LAN you may choose this method rather than SMTP for distributing
messages to it for faxing. When MDaemon receives a message intended for RelayFax it will place it
directly into RelayFax’s incoming queue rather than deliver it using SMTP. If RelayFax resides on the
same machine on which MDaemon is running you may leave the file path field blank. Otherwise, you
must specify the network path to RelayFax’s \app\ directory.
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Options

WorldClient (web mail)

Web Server | HTTPS | Calendar | SyncML | RelayFax Options ]

whorldClhient options

@ Select domain | D ef auilt j |

Language |en [English] = [MDasmen PRO arly)

Theme |L|:u:.k|:|ut ﬂ [MDaemaon FRO only)

Hmd%d /5y v|  Help

[ Allow users to create new accounts (MDaemon PRO only)

[ ate Farmat

MNew account creation password |

bezzage listing shows this many megs per page m

Mezzage listing refresh frequency [in minutes] W

v Save messages bo 'Sent' folder v Diigplay time using b /PM
[v Compose in new browser window [ Empty trash on exit

| Use advanced compose |+ Enable Comdgent suppart
v Log all Ik traffic at the server level [+ Enable Instant Messaging
[ M buddy list includes members of ather domains

[

Ilze HTML editor when compozing new messages

Feminderz zent via M sypstem are sent 'From:' |I'-1Daemu::n

Mate: Instant Mezzaging functionality is available in MO0 aemon Pro only.

ok | Cancel | Apply

The settings on this tab are domain specific. Most of the features and controls deal with client level
behavior rather than the overall behavior and configuration of the WorldClient server.

WorldClient Options

Select domain

Use this drop-down list to choose the domain whose settings you wish to edit. Leave it set to Default if you
wish to edit the default settings. The default settings will be used for all domains whose settings you
haven’t specifically changed. If you make changes to any of the settings on this tab then you must Apply
them before switching to a different Sekct domain setting. If you make changes and then attempt to select a
different domain without first applying them, a box will appear asking you to choose whether or not you
wish to save the changes before switching to the new domain. Click Yes to save the changes or No to
discard them.

Set to defaults
This option resets a domain to the Default settings. Use the Sekct domain control to select a domain and
then click Sez 70 defaults to restore it.
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Language (MDaemon PRO only)

Use the drop-down list box to choose the default language in which the WorldClient interface will appear
when your users first sign in to the selected domain. Users can change their personal language setting
through an option in Options->Personalize within WorldClient.

Theme (MDaemon PRO only)

Use this drop-down list box to designate the default WorldClient theme to use for the client interface
when the selected domain’s users first sign in. The users can personalize the theme setting from the
Options—>Personalize page within the client.

Date format

Use this text box to designate how dates will be formatted for the selected domain. Click the Help button
to display a list of macro codes that can be used in this text box. You can use the following macros in this
control:

%A — Full weekday name

%B — Full month name

%d — Day of month (displays as “01-31")
%m — Month (displays as “01-12")

%y — 2-digit year

%Y — 4-digit year

For example, “%m/%d/%Y” might be displayed in WotldClient as “12/25/2002”.

Note

This setting is per domain. Individual users cannot modify the date format used for their
accounts.

Help
Click this button to display the list of macro codes that can be used in the Dare format above.

Allow users to create new accounts (MDaemon PRO only)

Click this checkbox if you want a “Create Account” button to appear on WorldClient’s sign-in screen
when a user connects to the selected domain. This will enable users to create their own MDaemon
accounts accessible via WotldClient.

TIP!

If you choose to allow users to create their own email accounts then you should carefully
review the New Account Defaults settings (page 328). Use New Account Defaults to
designate the degree of control that you will allow users to have over their own accounts.

New Account creation password
Type a password here if you want to restrict new account creation from the sign-in screen to only those
users who know the password. Users will have to type the new account creation password into the
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Password box on the sign-in screen before the “Create Account” button will allow them to proceed. If
Create Account is clicked without specifying the proper password, a message will be displayed stating that
the password is required.

When the user is taken to the Account Creation screen they must specify their account name (mailbox
name), password, full name, and the language in which they want the interface to appear.

Message listing shows this many msgs per page

This is the number of messages that will be listed on each page of the Message Listing for each of your
mail folders. If a folder contains more than this number of messages then there will be controls above and
below the listing that will allow you to move to the other pages. Individual users can modify this setting
from the Options—>Personalize page within WorldClient.

Message listing refresh frequency (in minutes)
This is the number of minutes that WorldClient will wait before automatically refreshing the Message
Listing. Individual users can modify this setting from the Options->Personalize page within WorldClient.

Save messages to *Sent” folder
Click this option if you want a copy of each message that you send to be saved in your mailbox’s Sens
folder. Individual users can modify this setting from the Options>Compose page within WorldClient.

Display time using AM/PM

Click this option if you want a 12-hour clock with AM/PM to be used when times ate displayed for this
domain within WorldClient. Clear the check box if you want to use a 24-hour clock for the domain.
Individual users can modify this setting from the Options->Calendar page within WorldClient.

Compose in new browser window

Click this option if you want a separate browser window to open for composing messages instead of
simply switching the main window to the compose screen. Clear the box if you do not want separate
windows to open. Individual users can modify this setting from the Options->Compose page within
WorldClient.

Empty trash on exit
This option causes the user’s trash to be emptied when he or she signs out from WorldClient. Individual
users can modify this setting from the Options->Personalize page within WorldClient.

Use advanced compose

Click this option to cause the Advanced Compose rather than the normal Compose screen to be opened
by default for the domain’s users. Individual users can modify this setting from the Options->Compose
page within WorldClient.

Enable ComAgent support
This option makes the ComAgent messaging utility available to the selected domain’s users. They can
download it from the Options>ComAgent page within WorldClient. The downloaded installation file will

be automatically customized for each user’s account to make installation and setup easier.

Enable Instant Messaging (MDaemon PRO only)
Click this option if you want to activate ComAgent’s instant messaging (IM) system for the selected
domain’s users. Clear the check box if you want the instant messaging controls to be unavailable.
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Log all IM traffic at the server level (MDaemon PRO only)
Click this check box if you want all of the selected domain’s instant messaging traffic to be included in the
InstantMessaging. log file (located in the MDaemon/LOGS/ folder).

IM buddy list includes members of other domains

Click this option if you want all of your MDaemon domains’ users to be available for adding to the
selected domain’s buddy lists. Clear this checkbox if you want only users of the same domain to be
available for adding to buddy lists. For example, if your MDaemon is hosting mail for example.com and
mycompany.com then activating this control for your example.com users will enable them to add buddies
to their lists from both domains. Clearing it would mean that they could only add other example.com
users.

Use HTML editor when composing new messages
Click this check box if you want to allow your users to compose messages in a rich text (HTML) format.

Reminders sent via IIM system are sent ‘From.’

When an Appointment or Meeting is scheduled on a user’s WorldClient calendar, the event can be set to
send a reminder to the user at a specified time. If the IM system is active for the user’s domain then the
reminder will be sent in an instant message if he or she is using ComAgent. Use this text box to specify
the name that you wish the message to appear to be ‘From:’
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Outlook Connector for MDaemon

MDaemon PRO supports Outlook Connector for MDaemon, a separately licensed product available
from Alt-N Technologies. Outlook Connector makes it possible for you to share your Microsoft Outlook
calendars, contacts, tasks, and more with other users—something which was ordinarily only possible
when Outlook was coupled with Microsoft Exchange Server. Outlook Connector for MDaemon can
effectively eliminate your dependency on Exchange.

When you have installed Outlook Connector for MDaemon, the Outlook Connector dialog will be
available from Setup>Outlook Connector... (or Ctr+C). This dialog is used for activating and configuring
Outlook Connector and for authorizing specific accounts to use it.

For more information on Outlook Connector for MDaemon, visit www.altn.com.
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Outlook Connector Users

Qutlook Connector

Outlook Connectar Options  Outlook Connectar [ sers

Outhook. Connectar U zers
m Theze options require that the Outlook Connector for MD aemaon be installed
an the uger's compuker.

rlnl"r"-

The follawing accounts are alowed to connect wzing Outlook, Connectar,

chkent@dailyplanst. com
dwirnble@example. com
frank@example. com
hmuddizesample. com
jalzeni@dailyplanet. com
llanet@dailyplanet. com
llane@erample. com
pihitet@dailyplanet. com

Mew Outlook Connector user

| j Add Remove

Allovw any account ta connect using Outlook Connector |

[v Authaorize accounts the first lime they connect using Dutlook Connectar

] Cancel
| | |

Outlook Connector Users

...accounts allowed to connect using Outlook Connector
This is the list of MDaemon usetrs who are authotized to share their Outlook folders, Calendars, Contacts,
and so on via Outlook Connector. You can add users to the list by using the options outlined below.

New Outlook Connector user
To add an MDaemon user to the list of authotized Outlook Connector users, select the desited user from

this drop-down list and then click .444.

Add
After selecting a user from the New Outlook Connector user drop-down list, click this button to add that
account to the list of authotized Outlook Connector usets.

Remove
To remove an account from the list of authorized Outlook Connector users, select the desired user in the

list and then click Remove.

Authorize any account to connect using Outlook Connector
To instantly authorize all MDaemon accounts to connect via Outlook Connector, click this button and all
MDaemon accounts will be added to the ...accounts allowed to connect using Outlook Connector list.
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Authorize accounts the first time they connect using Outlook Connector

Click this checkbox if you want each MDaemon user to be added to the ...acounts allowed to connect nsing
Outlook Connector list the first time he or she attempts to connect using Outlook Connector. Note: if you
enable this option then you have in effect authorized all MDaemon accounts to use Outlook Connector
for MDaemon. The accounts simply will not be added to the list until the first time each one uses it.
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Outlook Connector Options

Outlook Connectar Options l Outlook Connectar U sers ]

Dutlook, Connector Options

These optionz require that the Outlook Connector for MD aemon be inztalled
o on the uzer's computer.

[v Enable users to connect using Dutlook, Connector for MD asmaon
v Share account data with Outlook Connector users

Enable thiz option and Outlook uzers will zee the email addresses of all your
accounts when they setup folder sharing permizsions wsing Outlook,
Connectar.

[v Restict shared data to members of uzers own domain

When the previous option iz enabled, this option resticts the email addrezses
to members af the uzers domain anly.

Generate Dutlook Connector shared folders

Click the button above and MDaemon will create contact, appointment,
journal, tazk, and note falders for each of vour domaing. Theze folders will
then appear within Outlook:,

2k | Cancel

Enable users to connect using Outlook Connector for MDaemon
Click this checkbox to activate Outlook Connector for MDaemon. Your users will not be able to utilize
Outlook Connector’s features unless this option is enabled.

Share account data with Outlook Connector users

Click this option if you want all MDaemon accounts that have been authorized to connect via Outlook
Connector to be visible on the Pemuissions list that appears in the Outlook Connector for MDaemon
Plugin. When sharing Outlook items, Outlook Connector users will choose from the list those accounts
to which they wish to grant permission to share them. When this feature in disabled, the Outlook
Connector Plugin’s Perissions list will be blank and the users will have to enter email addresses
manually—only addresses belonging to accounts authorized to connect via Outlook Connector will be
able to share the Outlook items. If a user enters an address that is not authorized then the items will
simply not be shared with that address unless it is authorized to connect via Outlook Connector at some
later time.

Restrict shared data to members of users own domain

This option is only available when the Share account data with Outlook Connector users feature is enabled. Click
this checkbox if you want only users who are authorized to connect via Outlook Connector and who
belong to same domain to appear on the Pemuissions list in the Outlook Connector Plugin—accounts
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belonging to different domains will not be listed even if they are authorized to connect via Outlook
Connector.

Generate Outlook Connector shared folders
Click this button to generate a set of Outlook Connector folders for each domain. It will generate the
following folders: contact, appointment, journal, task, and note.

106 ATTACHMENT LINKING



CHAPTER 6 WORLDCLIENT SERVER

Attachment Linking

Attachment Linking (Setup—>Attachment linking..., or Ctrl+K) is a new feature that makes it possible for
MDaemon to remove all attachments from incoming email messages automatically, store them in a
designated location, and then place URL links in the message from which they were extracted pointing to
their location.

This can greatly speed up mail processing when your users retrieve their messages or synchronize their
mail folders since the messages will be devoid of large attachments. It can also provide increased security
and an increased level of protection for your users since attachments can be stored in a central location for
monitoring by the administrator and will not be downloaded automatically to mail clients where they
might be executed automatically.

Further, both the location where files will be stored and the URL links inserted into messages in place of
attachments are flexible. In MDaemon you merely designate the location where you wish to store the files
and the format of the URL that will be inserted into the messages. You can use macros to make these
paths dynamic, or you can simply make them static. The level of security and user requirements for getting
to these files is up to you and depends entirely upon your particular system and the security measures that
you have implemented. You could, for example, place files in a storage location accessible via FTP, or in a
secure directory requiring specific access credentials, or in a public location accessible to anyone—
whatever you prefer.

In order for Attachment Linking to work, an Account must have the “Enable automatic extraction of
MIME encoded attachments’ option enabled (located on the Mailbox tab of the Account Editor) and use
a mail client such as WorldClient, which understands how to render HTML formatted email messages.
Normally, automatically extracted attachments are placed within the account’s FILES directory. However,
because it might be useful to group all the attachments for all accounts into a single directory (such as an
accessible directory on your web server), the Attachment Linking feature allows you to do this by
providing a space for you to designate a path to the directory, and it supports template and message
macros to make the path dynamic. When you specify the location where extracted attachments will be
stored you can wuse the macros to create multiple shared directories. For example,
“$ROOTD IR$\Attachments\$DOMAINS\” will group all attachments into a subdirectory named for
the domain to which the user belongs. That directory is contained in another subdirectory called
“Attachments” that is under MDaemon’s root directory (usually C:\MDaemon\). So, if your account’s
email address is frank(@example.com, then the above example will cause your extracted attachments to be
placed in the subdirectory, “C:\MDaemon\Attachments\example.com\.” You can further
subdivide attachment storage by appending the “$MAILBOX$” template macro to the above example.
This will cause your files to be stored in a subdirectory beneath “\example.com\” called “Frank.”
Therefore the full file path of the directory where your extracted files will be stored is:
“C:\MDaemon\Attachments\example.com\Frank\.”

The format of the URL that you include in the space provided can also be made dynamic by using
template and message macros. Because your account holders will be using this URL to gain access to their
file attachments you must make certain that the designated storage directory is accessible via URLs in
HTML formatted email. The format and nature of the URL depends on how you wish to use it and the
method of access that you wish to provide to your MDaemon users. If all of your users access their email
exclusively from your local area network then you might choose to store attachments in a shared directory
that is accessible locally but not via the Internet, and thus format the URL accordingly with a network or
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intranet file path. Or, you might wish to make the attachments freely available to everyone and therefore
place them in a public html folder, or a folder that is accessible via anonymous FIP. If you are using
MDaemon’s integrated web server then one easy method of making the attachments available to your
users is to place them in a subdirectory of WorldClient’s “HTML” directory (usually
“C:\MDaemon\Wor 1dClient\HTML\”). For example, the attachment path could be,
“$ROOTDIR$\Wor IdClient\HTML\attachments\$DOMAIN$\” and the message URL,
“http://$DOMAINS 2 3000/attachments/$DOMAINS/.” However, depending on your network’s
security measures, this might make the attachments available to anyone, since it is a public html directory.
Where you store the files and how your users will get to them is completely up to you.

W Caution!

If you are using IIS or some other web server then you should make sure that you have
configured it to not allow sctipts or programs to be executed automatically by the server in
the directory in which you are storing the extracted attachments. For example, IIS should
not automatically execute files with the extension ‘“*.asp” If your server automatically
launched scripts then someone could simply email a file with a script or program attached—
knowing that it would be extracted—and then launch it remotely. This would represent a
serious vulnerability and could potentially give a malicious person access to your server.
Exercise extreme caution when composing your attachment path and message URL. Always
keep security in mind.

Finally, when users delete or expunge messages with POP, IMAP, or WorldClient, MDaemon will
automatically delete all attachments linked to that message in order to recover disk space.

W Caution!

MDaemon deletes linked attachments whenever their associated message is deleted on the
server. Because it is normal for a POP client to send a command to the mail server to delete
each message after it is retrieved, any user that collects his email via a POP client must have
that client configured to leave messages on the server. If mail is retrieved via a POP client
that is not set to leave messages on the server then the attachments will be deleted
immediately after each message is retrieved. Thus the attachments intended for the user will
be irretrievably lost and the URL in the message will point to a file that no longer exists.
Virtually all POP mail clients support the option to leave messages on the server.

If you wish to prevent extracted attachments from being deleted then you can disable the
option, “Delete attachments from disk when messages are deleted.” With this option disabled, no
attachments will be deleted regardless of the state of the message to which it was originally
attached or the protocol that was used to collect the message.
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Attachment Linking

Attachment Linking l

Aftachment linking

I Enable attachment linking
3

Attachment linking works by remaving all the attachments fram incarming local
email meszages and replacing them with URL linkz, When uzers read the
emaill they will see that it containg a URL link to the file rather than the file
itzelf.

Accounts muzst have the ‘automatic extraction of MIME attachments' zwitch
enabled and uge a mail client zuch as WorldClient which understands how to
render HTML formatted email messages.

Attachment path:

|$H 00TOIR$Akachments S0 OMAIN F-uzers\FMAILBOR=E, Browse

Mormally, automatically extracted attachments are placed within the account's
FILES directary. Howeser, it might be uzeful ta graup all the attachments in
anather lozation. Leave blank and the standard FILES directory will be uzed.

Mezzage URL:

The URL uzed ta replace the actual attachment will loak, like the above. For
example, 'hitp:/fattachmentz. altn. comADOMAIN $5MAILB O $". Leave
blank and the URL used will be the attachment path value above.

Account macros can be uzed in the Attachment path and Meszage IRL
values,

[ Delete attachments from dizsk when messages are deleted

] | Cancel Apply

Attachment Linking

Enable attachment linking

Click this checkbox to enable Attachment Linking for all accounts that are configured to have
attachments automatically extracted from their messages. The “Enable automatic extraction of MIME encoded
attachments” option is located on the Mailbox tab of the Account Editor. When you click the Enable
attachment linking option, you will be asked if you wish to enable automatic extraction of attachments for all
MDaemon accounts. If you choose “No” then Attachment Linking will be enabled but you must
manually activate attachment extraction for each account that you desire to use it.

Attachment path
Use this text box to designate the directory where you wish to store extracted file attachments. You can

use template and message macros to make this path dynamic.

Message URL
This is the base URL that will be inserted into messages from which files have been extracted. For

example, if a file named “myfile.gif’ is extracted from a message and the Message URL is set to
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“http://example.com/attachments/,” then the URL inserted into the message will be:
“http://example.com/attachments/myfile._gif.”

Delete attachments from disk when messages are deleted

Click this option if you want extracted attachments to be deleted from the server whenever the message to
which they are linked is deleted. Give this option careful consideration before enabling it. If it is enabled
and a user collects his email via a POP client that is not configured to leave messages on the server, then
all of his extracted attachments will be irretrievably lost. If this option is not enabled then no attachments
will be lost, but a great deal of your hard drive space could eventually be taken up by outdated and useless
files that their original recipient no longer wants or needs.
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L Daemon/Address Book Options
Using LIDAP and Supporting Global Address Books.

Daemon supports Lightweight Directory Access Protocol (LDAP) functionality. Click

Setup>LDaemon/LDAP ... to open the LDAP Options dialog used for configuting

MDaemon to keep your LDAP server up to date on all of its user accounts—MDaemon can

maintain an accurate and continuously up to date LDAP database of users by communicating
with LDaemon each time an MDaemon account is added or removed. This makes it possible for users
with mail clients that support LDAP to “share” a global address book that will contain entries for all of
your MDaemon users as well as any other contacts that you include.

You can also use your LDAP server as the MDaemon user database rather than its local
USERLIST .DAT system or an ODBC compliant database. You might want to use this method of
maintaining your user information if you have multiple MDaemon servers at different locations but want
them to share a single user database. Each MDaemon server would be configured to connect to the same
LDAP server in order to share user information rather than storing it locally.

Finally, you can also use this dialog for managing Alt-N’s LDaemon LDAP server. You can obtain this
standards-based LDAPV3 server free of charge from www.altn.com.

For information on using your LDAP server as the account database, see LDAP Options—page 114
and Account Database Options—page 311.
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LDaemon

LDAP Options

LDaemen | LDAP Options

LD aemon LOAR server properties
LoseHon  Mote: LD aemon requires YWindows MT./2000.

w24 [ Start & Stop LD aemon when MDasmon starts & stops

LD aemon command line [optional]:

Ew "k Idap: /41000 or “h “ldaps: /¢ [dap: /A1 27.0.0.1: 666"

[f you change the port LD aemaon iz using you must aleo change the
LDAF part in the Setup | Primary Domain | Paorts tab,

E dit LD'aemon configuration file Stop & Restart LD aemon

LD aemon logging/debugaging options [restart LD aemon after changing]

[ Trace function callz [ Configuration file processing

[ Debug packet handling [ Access control izt processing

[ Heawy trace debugging [ Stats: connechions/ops/results

[ Connection managernent [ Statz log entries sent

| Logalll/0 packets | Communication with shell backend
[ Search filter processing [ Entry parzing debugging

Far the latezt LD aemon ingtaller and information wisit:
hitbpe A fwana, alkn, cornProducts/D efault azp?oroduct_id=1 D aemonlang=enCou

k. | Cancel

This tab is used to control Alt-N Technologies’ LDaemon LDAP server. Note: these controls will not be
available until LDaemon has been installed. LDaemon can be downloaded free of charge from

ftp://ftp._altn.com/LDaemon/.

LDaemon LDAP Server Properties

Start & Stop L Daemon when MDaemon starts & stops
Click this checkbox if you want to launch the LDaemon LDAP server when MDaemon starts, and stop it
when MDaemon stops.

L Daemon command line (optional)
If you wish to utilize some command line switches for .LDaemon you can do so by typing the command
line into this control.

Edit LDaemon configuration file
Click this button to open the LDaemon configuration file for editing in the default text editor.

Stop & Restart L Daemon
After make any changes to LLDaemon, click this button to stop and restart the LDAP server so that your
changes will be implemented.
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LDaemon Logging/Debugging Options

This section contains various logging/debugging options for LDaemon. You must restart LDaemon after
making any changes to these options before the new settings will take effect.
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LDAP Options

LDAP Options

LDaemon  LOAP Optionz

LDAR options
Mate: LOAP functionality under *indows 95 requires |E 3 ar greater.

[+ Stare account data in an LDAP accessible store [PRO version only)
v Usze LDAR server for address book and remate verification
Thiz option keeps an LODAP server up to date with address information.

LDAF server properties

Hast hame or [P RO filker

1127.0.0.1 Imail=$E MaILE

Bind DM Bind pazsword Part
||:n=Frank1 Thomas, o=Example Cop [ | 389
Baze entry DN [databaze] Baze entry DN [address book]

||:|=E wample Corp, c=U5 ||:|u=E|:|n'|.-i‘-.gent Public Contacts, o=
Object clagzs [databasze] Object clags [address book)
|I'--1Daemu::nL|$er |I'--1Daemu::n|:|:|nta|:t

B aze entry DM [remote verification)

||:uu=MDaem|:|n remote verification, o=Example Corp, =5

See the MDaemon Users Manual for an explanation of these -
LDAF fields. Configure

OF. | Canizel |

LDAP Options

Store account data in an LDAP accessible store (PRO version only)

Click this check box if you want MDaemon to use your LDAP server as the MDaemon user database
rather than ODBC or its local USERLIST.DAT system. You might want to use this method of
maintaining your user information if you have multiple MDaemon servers at different locations but want
them to share a single user database. Each MDaemon server would be configured to connect to the same
LDAP server in order to share user information rather than storing it locally.

Use LDAP server for address book and remote verification

If you ate using ODBC ot the default USERLIST .DAT method of maintaining your account database
rather than the LDAP server method, you can still keep an LDAP server up to date with all of your users’
names, email addresses, and aliases by enabling this checkbox. Thus, you can still keep an LDAP server up
to date for use as a global address book system for users of email clients that contain support for LDAP
address books.

This will maintain a database of your mailboxes, aliases, and mailing lists that your remote backup servers
can quety for remote verification of address information. See Base entry DN (remote verification) below for
more information.
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LDAP Server Properties

Host name or IP
Enter the host name or IP address of your LDAP server here.

RDN filter

This control is used to generate the RDN for each user’s LDAP entry. The relative distinguished name
(RDN) is the leftmost component in each entry’s distinguished name (DN). For all peer entries (those
sharing a common immediate parent) the RDN must be unique, therefore we suggest using each user’s
email address as theit RDN to avoid possible conflicts. Using the $EMAIL$ macro as the value of the
attribute in this control (i.e. mai I=$EMAILS$) will cause it to be replaced by the user’s email address when
their LDAP entry is created. The user’s DN will be comprised of the RDN plus the Base entry DIN below.

Bind DN

Enter the DN of the entry to which you have granted administrative access to your LDAP server so that
MDaemon can add and modify your MDaemon user entries. This is the DN used for authentication in
the bind operation.

Bind Password
This password will be passed to your LDAP server along with the Bind DN value for authentication.

Port
Specify the port that your LDAP server is monitoring. MDaemon will use this port when posting account
information to it.

Base entry DN (database)

Enter the base entry (root DN) that will be used in all of your MDaemon user entries when you are using
the LDAP server as your user database rather than the USERLIST .DAT file. The Base entry DN is
combined with the RDN (see RDN filfer above) to make up each user’s distinguished name (DN).

Base entry DN (address book)

When mirroring account information to an LDAP database address book, enter the base entry (root DN)
that will be used in all of your MDaemon user address book entries. The Base entry DN is combined with
the RDN (see RDN filter above) to make up each user’s distinguished name (DN).

Obiect class (database)
Specify the object class to which each MDaemon user’s user database entry must belong. Each entry will
contain the Ob jectclass= attribute with this as its value.

Object class (address book)
Specify the object class to which each MDaemon user’s LDAP address book entry must belong. Each

entry will contain the Ob jectclass= attribute with this as its value.

Base entry DN (remote verification)

One common problem with domain gateways and backup servers is that they don’t usually have a method
for determining whether or not the recipient of an incoming message is valid. For instance, if a message
comes to example.com’s backup server for frank@example.com then the backup server has no way of
knowing whether or not there is actually a mailbox, alias, or mailing list at example.com for “frank”. Thus
the backup server has no choice but to accept all of the messages. MDaemon contains a method for
verifying these addresses and solving this problem. By specifying a Base entry DN that will be used for all
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mailboxes, aliases, and mailing lists, your LDAP server can be kept up to date with all of this information.
Then, your backup server can simply query your LDAP server each time a message atrives for your
domain and verify whether or not the recipient’s address is valid. If it isn’t then the message will be
rejected.

Note

Although any LDAP server may be used, we recommend using the latest version of Alt-N
Technologies” LDAP server, LDaemon 2.1, because of its integrated features and ease of
setup. You can obtain LDaemon free of charge from www.altn.com.

Configure
Click this button to open the LDAP _dat configuration file in a text editor. It is used for designating the

LDAP attribute names that will correspond to each MDaemon account field.
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Shared Folders/Mail Queues

Cireating additional mail quenies, and configuring and utiling Shared INLAP folders.

Public folders are extra folders that do not belong to any particular account but can be made

available to multiple IMAP users. User folders are IMAP folders that belong to individual

MDaemon accounts. Not to be confused with public FIP or html folders, MDaemon’s
Shared IMAP folders, whether Public or User, may not be accessed by everyone. Each shared folder must
have a list of MDaemon users associated with it, and only members of that access list may access it via
WorldClient or an IMAP email client.

M Daemon supports Shared IMAP Folders—Public and User folders may both be shared.

When IMAP users access their list of personal folders, shared public folders and shared user folders to
which they have been given access will also be displayed. In this way certain mail folders can be shared by
multiple users but still require each user’s individual logon credentials. Further, having access to a folder
doesn’t necessarily mean having full read/write or administrative access to it. Specific access tights can be
granted to individual users, thus allowing you to set different levels of access for each one. For example,
you might allow some users to delete messages while restricting that from others.

Once a public or user IMAP folder has been created you can use the Content Filter to set criteria by
which certain messages are moved into that folder. For example, it might be useful to make a rule that
would cause messages containing SUPpPOrt@mydomain.com in the TO: header to be moved into the
Support public folder. The Content Filter actions “Move Message to Public Folders.”
and “Copy Message to Folder..” make this possible. For shared user folders, you can use your
personal IMAP Mail Rules to route specific messages to them. In addition to using Content Filters and
IMAP Mail Rules, you can associate a specific account with a shared folder so that messages destined for
that “Submission Address” will be automatically routed to the shared folder. However, only users who
have been granted “post” permission to the folder will be able to send to that address.

For added convenience, the mailing list editor also contains a Public Folders tab that makes it possible for
you to configure a public folder for use with a particular list. If you enable this feature then a copy of each
list message will be placed into the specified public folder. All public folders are stored in the \Public
Folders\ directory within the MDaemon directory hierarchy.
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Shared Folders
To reach the Shared Folders dialog click Setup->Shared folders... on MDaemon’s menu bar.

Shared Folders

Shared Folderz l Public Folders ]

[tAP falder options
IMAP higrarchy delimiter character |/

Thiz iz the character that zeparates IMAP sub-falders. ' iz the default.
Public falders

[v Enable public folders

Click here if pou wish o allow [MAP users to access public IMAP folders.
Public IMAP falders are awned by the system and are naot tied to any
particular accaunt,

[ Allowe uzers with "write' access to also set the 'Deleted’ flag

“When storing meszage flags on a per-user basis, you may wish bo grant
uzers with “Write' access the ability to alzo set the 'Deleted' flag.

Public folder prefis string (ex: "#' or 'Pub- Public Folders -

[v Create Contact, Calendar, Task, Journal, and Motes falders
Click here and MDaemon will make sure these folders exist for all domaing.
[v Eeep contact folders up to date with MD aemon users

Idzer folder sharing

[v Enable uzer folder sharing

Click here i pou wish o allow [MAP uzers to zhare their personal [MAP
folders with other [MAP uzers.

Shared IMAP folder prefis string [ex: " or 'User-'] |Shareu:| Folders -

Ok, | Cancel |

IMAP Folder Options

IMAP hierarchy delimiter character

Type the character that you want to denote a subfolder when used in a folder name. For example, if this
character is set to “/”” and you have a folder on the Public Folders tab called “My Folder”, then to create a
subfolder under it you would name your new folder “My Folder/My Subfolder”. Whenever IMAP users
connect to MDaemon, “My Subfolder”” will be listed in their folders as a subfolder of “My Folder”.

Note: Although a subfolder will be displayed as a subfolder in your list of IMAP folders in your email
client, it is not actually a subfolder on the server. It is a parent folder containing the folder and subfolder
names separated by the delimiter character.
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Public Folders

Enable public folders

Click this switch if you wish to allow IMAP users to gain access to public folders. The users that can
access them and the level of access granted is designated under each folder on the Public Folders tab.
Clear this check box if you want to hide public folders from all users.

Allow users with “Write’ access to also set the ‘Deleted’ flag

‘Write’ access means users can ‘flag’ messages as read, unread, and so on. Click this check box if you want
users to whom you have granted ‘write’ access permission to be able be to flag messages as ‘deleted” as
well.

Public folder prefix string (ex: *#’ or ‘pub-")

Public folders are prefixed with a sequence of up to 20 characters, such as “# or ‘Public-’. This is to help
users easily distinguish public from private folders from within their email client software. Use this text
box to specify the series of characters that you wish to use to denote public folders.

Create Contact, Calendar, Task, Journal, and Notes folders for all domains
Click this check box if you wish to ensure that these folders exist for all domains. Whenever a secondary
domain is added to MDaemon, these folders will be created.

Keep contact folders up to date with MDaemon users
If this option is enabled, MDaemon will keep the contact folders synchronized with its account list.

User Folders Sharing

Enable user folder sharing

Click this switch if you wish to allow IMAP users to share access to their IMAP folders. The users that
can access them and the level of access granted is designated under each folder on the Shared Folders tab
of the Account Editor (Accounts->Account Manager...>User Account on MDaemon’s menu bar). Clear
this check box if you want to prevent users from being able to share access to their folders, and prevent
the aforementioned Shared Folders tab from appearing on the Account Editor.

Note

When using Outlook Connector for MDaemon, this option will be unavailable. You will not
be able to deactivate it because user folder sharing is required for Outlook Connector to
function propetly.

Shared IMAP folder prefix string (ex: ‘-” or ‘User-")

Shared user folders are prefixed with a sequence of up to 20 characters, such as -’ or ‘User-". This is to
help users easily distinguish shared from private folders from within their email client software. Use this
text box to specify the series of characters that you wish to use to denote shared user folders.

SHARED FOLDERS 119



CHAPTER 8 SHARED FOLDERS/MAIL QUEUES

Public Folders

Shared Folders

Shared Folders  Public Faolders

[AP folders
G Folder name Fer-u... | Submizzion Addre #

@ example.com/Shared <NONE:

fa-'_'} exarnple.com/T asks Mo <hones

'@ example.org Yes CNONE:

‘{'ﬁ'& exarmple.org/Calendar Mo <hnanes

'QE'-" example.org/ Contacts Mo <nones

ﬁ.‘g example.orgd)ournal Mo <nones
example.org/Motes [ <nones

@ example.org/0ld Contacts Mo CNONE:

il mem dT e s - P b’
£ >
MHew [MAP folder Blemiawe
Folder name Folder bype
|e:-cam|:|le. comdShared | b ail j
[v Stare IMAP meszage flags on a per-user basis
Submission address |<nn:|r'|e> ﬂ
kdail sent to this address will route directly inta this folder [note: sender nst
have 'post’ access).

Create | Replace | Edit acceszs control list |

Creating, remaoving, or changing entries cannot be undone by clicking 'Cancel’.

ok | Cancel | |

IMAP Folders

Displayed in this area is each public IMAP folder that you have created, the Per-user flags setting, and the
Submission Address with which each one has been associated (if any). When MDaemon is first installed,
this area will be empty until you use the Folder name and Create controls to add a folder to it. Subfolders in
this list will have the folder and subfolder names separated by the delimiter character designated on the
Shared Folders tab.

Remove
To remove a public IMAP folder from the list, select the desired folder and then click the Remove button.

New IMAP Folder

Folder name

To add a new folder to the list, specify a name for it in this control, set the per-user flags and Submission
address controls, and then click Create. If you want the new folder to be a subfolder of one of the folders
in the list, then prefix the new folder’s name with the parent folder’s name and the delimiter character
designated on the Shared Folders tab. For example, if the delimiter character is °/” and parent folder is
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“My Folder” then the new subfolder name would be “My Folder/My New Foldet”. If you don’t want it
to be a subfolder, then name the new folder “My New Folder” without the prefix.

Store IMAP message flags on per-user basis

Click this check box if you want the folder’s message flags (read, unread, replied to, forwarded, and so on)
to be set on a per-user basis instead of globally. Each user will see the status of the messages in the shared
folder displayed according to their personal interaction with them. A user who hasn’t read a message will
see it flagged as ‘unread’ while a user who has read it will see the status as ‘read’.

If this control is disabled then all users will see the same status. So, once any user has read a message then
all users will see it marked as ‘read’.

Submission address

Use this drop-down list to associate a specific account with a shared folder so that messages destined for
that “Submission Address” will be automatically routed to the shared folder. However, only users who
have been granted “post” permission to the folder will be able to send to that address.

Create
After specifying a folder’s name and other settings, click this button to add the folder to the list.

Replace
If you wish to edit one of the Public Folders entries, click the entry, make the desired changes to the Folder

name ot other setting, and then click the Replace.

Edit access control list

Choose a folder and then click this button to open the Access Control List dialog for that folder. Use the
Access Control List dialog to designate the users that will be able to access the folder and the permissions
for each user.
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Access Control List

IMAP Folder - example.org

Acceszs Control List l

Aoceszs rights
@ Email Access level
ﬁ Drefault rights [aryane] < NionEs

ﬁ Diwrget@iexample. org

Email address

|Durge@e:-cample.l:urg j Add | Replace | Remave |
Access ights Irport

v Lookup [ Insert [ Set Seen Flag et sub
v Read [ Create [ Adminisher

[ write v Delate [ Post Help

Access Rights

This area is for designating the MDaemon user accounts that you wish to grant access to the shared
folder, and for setting the access permissions for each one. You can reach this dialog from the Public
Folders tab of the Shared Folders dialog (click Setup->Shared folders...>Public Folders). Double-click the
desired folder, or click the folder and then click Edit access control list, to open the Access Control dialog for
that folder. Fach entry lists the email address of the account and a one letter Access Level abbreviation for
each Access Right that you grant to the user.

Email address
From the drop-down list, choose the MDaemon account that you wish to grant access to the shared
folder.

Add
After choosing an Email Address from the list, and the access rights that you wish to grant to the user,
click Add to add the account to the list.
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Replace
To modify an existing Access Rights entry, select the entry, make any desired changes to the Access

Rights, and then click Replace.

Remove
To remove an entry from the Access Rights list, select the desired entry and then click Remzope.

Import
With the Import feature you can add the members of an existing Mailing List to the list of users with

Access Rights. Choose the access rights that you wish to grant to the users, click Import, and then double-
click the desired list. All of the list’s members will be added to the list with the rights that you set.

Access Rights

Choose the rights that you wish to grant to individual users by clicking the desired options in this area and
then clicking .4dd for new entries or Replace for existing entries.

You can grant the following Access Control Rights:

Lookup (1) — user can see this folder in their personal list of IMAP folders.

Read (r) — user can open this folder and view its contents.

Write (w) — user can change flags on messages in this folder.

Insert (i) — user can append and copy messages into this folder.

Create (c) — user can create subfolders within this folder.

Delete (d) — user can delete messages from this folder.

Set Seen Flag (s) — user can change the read/unread status of messages in this folder.
Administer (a) — user can administer the ACL for this folder.

Post (p) — user can send mail directly to this folder (if folder allows).

Help
Click Hejp to display a list of the access rights and their definitions.

Note

Access rights are controlled through MDaemon’s support for Access Control Lists (ACL).
ACL is an extension to the Internet Message Access Protocol IMAP4) that makes it
possible for you to create an access list for each of your IMAP message folders, thus
granting access rights to your folders to other users who also have accounts on your mail
server. If your email client doesn’t support ACL you can still set the permissions via the
controls on this dialog.

ACL is fully discussed in RFC 2086, which can be viewed at:

http://www.rfc-editor.org/rfc/rfc2086.txt
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Mail Queues

M ail Queues l Halding E!ueue] Hestnre]
Extra maill queue directories
{l [ueue path | [lueue type | Temp?
*" [ o vmdasmontestra local g Local Mo
([ ¢ \mdasmontestra remote g Femate Mo
[ ¢ vmdasmontestra remote g2 Remaote Mo
£ >
MHew guele |
Thiz is an extra. . . Browse
¢ . remaote mail queue
L local mail gueue [ This quewe is temparary
Add
Adding or deleting entries cannaot be undone by clicking 'Cancel’.
ak. | Cancel |

Use the Queues dialog (click Queues->Queues on the menu bar) to create custom local and remote mail
queues. Custom queue support makes it possible for you to have MDaemon monitor several locations
from which to send mail. On the Mail Queues tab you can create new queues, designating them as local or
remote, and specify whether or not the new queue should be temporary. Temporary queues will be used
at the next scheduled mail processing interval and then removed from the mail queue list. You can use
Content Filters (page 252) to cause messages to be automatically placed into one of your custom mail
queues.

Extra Mail Queue directories
This area displays an entry for each custom queue, lists whether it is local or remote, and whether it is

temporary or perrnanent.

Remove
If you wish to remove a queue from the list, select its entry and then click the Rezzove button.

New queue
Use this text field to list the path to the folder that you wish to designate as a mail queue.
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This is an Extra...

...remote mail queue
Choose this option if you want the custom mail queue to be used for remote mail.

...local mail gueue
Choose this option if you want the custom mail queue to be used for local mail.

This queue is temporary
Click this checkbox if you want the queue to be temporary. It will be used during the next mail processing
interval and then removed from the list.

Add
After you have listed the path to the new queue and designated its other parameters, click the .4dd button
to add it to the list of custom queues.

MAIL QUEUES 125



CHAPTER 8 SHARED FOLDERS/MAIL QUEUES

Holding Queue

bail Jueues Holding Queue l Hestnre]

Halding quele

/ beszzages which encounter software emors during Antiirug, Antis pam, or
\@ Cantent Filter pracezsing are placed in the halding ques.

[v Enable and uze the haolding queue
v Usze halding queus when spam filker encounters ermars

v Send a summarny of the quews content ta the following addresses

|F'|:ustma$ter
[Separate multiple addrezzes with commasz]
[v Send a summary ta the Content Filter administratars

Send the summary once every | 1200 minutes

Mate: MDaemon will alvways send a surmmary on startup and when the
firzt meszage iz placed in the holding queue.

ok | Cancel | |

The Holding Queue (configured by clicking Queues>Queues...~>Holding Queue on the menu bar) can
be used to receive messages that cause software exceptions during AntiVirus, AntiSpam, or Content Filter
processing. If a software error occurs when processing a message it will be moved into the holding queue
and not delivered.

Messages placed into the holding queue will stay there until the administrator takes some action to remove
them. There is a Process holding quene button on the main user interface and an identical option on the
Queues menu (click Queues->Process holding queue or press Ctrl+F11). You can also process the
messages by right-clicking the holding queue on the main interface and then selecting “Re-Queue” from
the right-click menu. Processing the holding queue will move all of its messages into either the remote or
local queues for normal mail processing. If the error that caused a message to be placed into the holding
queue still exists then that message will be placed back into the holding queue when the error reoccurs. If
you want to attempt to deliver the holding queue’s messages regardless of any error which might occur,
then you can do so by right-clicking the holding queue on the main interface and then selecting “Release”
from the right-click menu. When releasing messages from the holding queue a confirmation box will open
to remind you that the messages could contain viruses or otherwise not be able to filter propetly through
the Content Filter, AntiSpam and/or AntiVirus engines.
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Holding Queue

Enable and use the holding queue
Click this check box to activate the holding queue. Messages that cause software exceptions during
AntiVirus and Content Filter processing will be moved to this queue whenever an error occurs.

Use holding gueue when spam filter encounters errors
Click this option if you also wish to move messages that cause errors during Spam Filter processing to the
holding queue.

Send a summary of the queue content to the following addresses

If you wish to send a summary of messages contained in the holding queue to one or more email
addresses at regular intervals then click this option and list the addresses in the text space provided. When
listing multiple addresses, separate them by commas.

Notification messages are sent at MDaemon startup, the first time a message is placed into the holding
queue, and at the interval specified in the Send the summary once every XX minutes option below.

Note

If a notification messages causes a software error then it may not be delivered to remote
recipients. It will, however, still be delivered to local recipients.

Send a summary to the Content Filter administrators
Click this option if you want an additional copy of each notification message to be sent to the Content
Filter Administrators designated on the Admins/Attachments tab of the Content Filter (see page 262).

Send the summary once every XX minutes
Use this option to designate the number of minutes that will pass before MDaemon will send a holding
queue notification message to each specified address or Content Filter Administrator.
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b ail Dueues] Halding Queue Restare ]

Restore

[Jueue lacation regtaration

/ Click the button below and MO aemon will reset queue locations to
\@ inztallation defaultz with all queles under a "Hueues’ ook falder.

Thiz process moves all exizting messages or files including sub-directonies
from the old lozations o the new. A reboot of MDaemon ig required to
beqin thiz operation.

Reset queue locations to installation defaulks

ak. Cancel

Queue Location Restoration

Reset gueue locations to installation defaults

By default, a new installation of MDaemon stores message queues such as Remote, Local, Raw, and the
like under the \MDaemon\Queues\ subfolder. Previous versions of MDaemon stored queues elsewhere.
If your installation of MDaemon is using the old folder locations and you would like to move your queues
to this more organized structure then click this button and all queues and the files and messages they
contain will be moved for you. After clicking this button you will need to restart MDaemon for the
changes to be implemented.
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Chapter

Security Features
MDaerons Security and Sereening Features

Daemon is equipped with an extensive suite of security features and controls. Click Security
on MDaemon’s menu bar to reach the following security features:

Security Features

= AntiVirus Settings— AntiVirus for MDaemon can help you stop email-borne computer viruses by providing
the highest level of integrated protection available for MDaemon customers. It will catch, quarantine, repair,
and/or remove any email message found to contain any virus. For more on AntiVirus for MDaemon see page
267.

= Content Filter—a highly versatile and fully multi-threaded Content Filtering system makes it possible for you
to customize server behavior based on the content of incoming and outgoing email messages. You can insert
and delete message headers, add footers to messages, remove attachments, route copies to other users, cause an
instant message to be sent to someone, run other programs, and much more. For more on Content Filtering see
page 252.

= DNS Black Lists—allows you to specify several ORDB and MAPS RBL type hosts that will be checked each
time someone tries to send a message to your server. If the connecting IP has been blacklisted by any one of
these hosts, the message(s) will be refused or flagged.

= Spam Filter—new spam filtering technology to heuristically examine email messages in order to compute a
“score”. This score is used to determine the likelihood of a message being spam. Based on that determination
the server can then take certain actions such as refusing or flagging the message.

=  SSL & Certificates—MDaemon supports the Secure Sockets Layer (SSL) protocol for SMTP, POP, and
IMAP, and for WorldClient’s web server. SSL is the standard method for securing server/client Internet
communications.

=  Address Suppression—Iists addresses that are not allowed to send mail traffic through your server.

= |P Screening—used to designate IP addresses from which you will allow or refuse connections to your server.

= Host Screening—used to designate hosts (domain names) from which you will allow or refuse connections to
your server.

= |P Shielding—if a domain name specified in this list attempts to connect to your server, its IP address must
match the one that you have assigned to it.

= SMTP Authentication—used for setting several options that denote how MDaemon will behave when a user
sending a message to MDaemon has or has not been authenticated first.

= POP Before SMTP—the controls on tab are used to require each user to first access his or her mailbox before
being allowed to send a message through MDaemon, thus authenticating that the user is a valid account holder
and allowed to use the mail system.

=  Site Usage Policy—used for creating a Site Security Policy to be transmitted to sending servers at the
beginning of every SMTP mail session. An example of a common site policy is, “This server does not relay.”
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= Relay Settings—used to control what MDaemon will do when a message arrives at your mail server that is
neither from nor to a local address.

=  Trusted Hosts—domain names and IP addresses that will be considered as exceptions to the relay rules listed
on the Relay Settings tab.

= Tarpitting—makes it possible for you to deliberately slow down a connection once a specified number of
RCPT commands have been received from a message’s sender. This is to discourage spammers from trying to
use your server to send unrequested bulk email (“spam™). The assumption behind this technique is that if takes
spammers an inordinately long period of time to send each message then that will discourage them from trying
to use your server to do so again in the future.

= Reverse Lookup—MDaemon can query DNS servers to check the validity of the domain names and addresses
reported during incoming messages. Controls on this tab can be used to cause suspicious messages to be refused
or a special header inserted into them. Reverse Lookup data will also be reported in the MDaemon logs.

= Sender Policy Framework—All domains publish MX records to identify the machines that may receive mail
for them, but this doesn’t identify the locations allowed to send mail for them. Sender Policy Framework (SPF)
is a means whereby domains can also publish “reverse MX” records to identify those locations authorized to
send messages for them.

= DomainKeys and DomainKeys Identified Mail—DomainKeys (DK) and DomainKeys Identified Mail
(DKI1M) are email verification systems that can be utilized to prevent spoofing. They can also be used to ensure
the integrity of incoming messages, or ensure that the message hasn’t been tampered with between the time it
left the sender’s mail server and arrived at yours. They accomplish this by using an encrypted public/private key
pairs system. Outgoing messages are signed using a private key and incoming messages have their signatures
verified by testing them with the public key published on the sender’s DNS server.
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DNS Black Lists (DNS-BL)

DNS Black Lists (IDNS-BL) can be used to prevent most “spam” email from reaching your users. This
new security feature allows you to specify several ORDB and MAPS RBL type hosts (which maintain lists
of servers known to relay “spam”) that will be checked each time someone tries to send a message to your

server. If the connecting IP has been blacklisted by any one of these hosts, the message(s) will be refused
or flagged.

Note

Use of this feature can prevent most spam from being sent to your users. However, some
sites are blacklisted by mistake and therefore using this feature could cause some difficulties,
but it is worthwhile if you are worried about controlling spam.

DNS-BL lookups are performed using the DNS server specified in Setup—>Primary

Domain...>DNS. This feature was tested and performed well with no significant delay
per mail session.

DNS Black Lists includes an “exception” database for designating IP addresses that will not be subject to
DNS-BL lookups. Before activating this feature, you should add your local IP address range to the

exception list to prevent lookups on it. 127.0.0.1 is exempt and therefore doesn’t need to be added to the
exceptions.

For information on spam and how to control and eliminate it using ORDB and MAPS RBL, visit:

http://www.ordb.org
http://www._mai l-abuse.com/rbl/

ORDB and MAPS RBL are trademarks of their respective organizations. Alt-N Technologies is proud to
be associated with them and make use of their services on behalf of our customers.
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DNS-BL Options

DNS Black Lists (DNS-BL) E]E|

DNS-BL options | DNS-BL Hasts | Caching | wihite List |
DMS-BL aptions

& [+ Enable DNS-BL engine
Thiz process checks DMS-BL sites on the Internet for matches and then acts
accardingly.

[ Block email from servers which have been blacklizsted

Enahble thiz option with carel

Sometimes servers are improperly blacklisted and accazionally DMNS-BL zites
blacklizt all servers.

[ Check 'Received headers within SMTP collected meszages

Check only thiz many 'Received' headers [0 = all] I_D
Skip thiz many of the oldest 'Beceived' headers [0 = nane] |_1
[ Check 'Received headers within POP collected meszages

Check only thiz many 'Received' headers [0 = all] I_D
Skip thiz many of the oldest 'Received' headers [0 = none) |_1

[v Skip Received headers within messages from white listed sites

Yau can white list sites using the White List tab.

[ Automatically filker DMS-BL matches inta user's IMAP zpam folder
v Authenticated sessions are exempt from DNS-BL lookups

v Ahways exernpt Trusted [Ps from DMS-BL lookups

k. | Cancel Apply

DNS-BL

Enable DNS-BL engine
Click this checkbox to turn on DNS Black Lists.

Block email from servers which have been blacklisted

When this option is enabled, during the SMTP session MDaemon will refuse messages that receive a
blacklisted result from the DNS-BL lookup. If you disable/clear this option, messages from blacklisted
servers will not be refused, but will have an X—-RBL-Warning: header inserted. You can then use the
Content Filter feature to search for messages with this header and do with them as you please. For more
information, see the option “Auwtomatically filter DINS-BL matches into user’s INLAP spam folder” below.

Check ‘Received’ headers within SMTP collected messages
Click this switch if you want DNS Black Lists to check the IP address stamped in the “Received”

headers of messages received via SMTP.
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Check only this many ‘Received’ headers (0 = all)
Specify the number of ‘Received’ headers that you want DNS-BL to check starting with the most
recent. A value of “0”” means that all ‘Received’ headers will be checked.

Skip this many of the oldest ‘Received” headers (0 =none)

Use this option if you want DNS-BL to skip over one or more Recelved headers when checking
SMTP messages. Since it is often necessaty to skip the oldest Received header, this option has a
default setting of “1”’.

Check ‘Received’ headers within POP collected messages
When this switch is enabled DNS-BL will check the IP address stamped in the “Received” headers of
messages collected via DomainPOP and MultiPOP.

Check only this many ‘Received’ headers (0 = all)
Specify the number of ‘Received’ headers that you want DNS-BL to check starting with the most recent.
A value of “0” means that all ‘Received’ headers will be checked.

Skip this many of the oldest ‘Received” headers (0 =none)

Use this option if you want DNS-BL to skip over one or more Received headers when checking
DomainPOP and MultiPOP messages. Since it is often necessary to skip the oldest Recelved header,
this option has a default setting of “1””.

Skip ‘Received’ headers within messages from exempted IPs

When this option is enabled, DNS-BL will not check the “Received” headers within messages coming
from IP addresses that you have designated as exceptions. Click the “Exceptions” button below to
designate those IP addresses.

Automatically filter DNS-BL matches into user’s IMAP spam folder

Click this option and an “InNbox\Spam\” IMAP folder will be created for all future user accounts that
you add to MDaemon. MDaemon will also create an IMAP mail rule for each of those users that will
search for the X-RBL-Warning header and then place messages containing that header into the uset’s
spam folder. When you click this option you will also be asked whether or not you would like MDaemon
to create this folder and rule for each of your already existing user accounts. See Awuto-generating a Spam
Folder and Rule for Each Acconnt below.

Auto-generating a Spam Folder and Rule for Each Account

MDaemon can automatically create an “Inbox\Spam\” IMAP mail folder for each account and
generate an IMAP Mail Rule that will move messages into that folder whenever if finds the X-RBL-
Warning header. Whenever you click the above option, you will be presented with the option to create
the folder and accompanying rule for all accounts. Simply choose “yes” on the dialog to create the folders
and rules. Although not foolproof, this is an easy and generally reliable way to help your users quickly
identify spam email messages—it can effectively prevent spam email from being mixed in with all of their
legitimate email. They will only need to occasionally review the contents of their spam folder just to make
sure that an important message doesn’t accidentally get put there (which may sometimes occur). When
creating the folders and rules for your accounts, if MDaemon finds that an account already has a rule that
checks for the existence of the X-RBL-Warning header then no action will be taken and no tule will be
created for that account. If you want the name of the IMAP folder to be something other than “Spam,”
you can change the default setting by editing the following key in the MDaemon. ini file:

[Special]
DefaultSpamFolder=Spam (Replace “Spam” with another name - 20 chars maximum)
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Authenticated sessions are exempt from DNS-BL lookups
Click this checkbox if you want those sessions that were authenticated using the AUTH command to be
exempt from DNS-BL lookups. It will perform no lookups for those sessions.

For more information see:

On-Demand Mail Relay—page 57
IP Shielding—ypage 183
Domain Gateways—page 420
Always exempt Trusted IPs from DNS-BL lookups

Click this checkbox if you want addresses that are listed on the Trusted Hosts tab of Relay Settings (see
page 191) to be exempt from DNS-BL lookups.
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DNS Black Lists (DNS-BL)

DMS-BL

DNS-BL options  DNS-BL Hasts | Caching | wihite List |

The DNS-BL enaine waorks by quemning each host below and zeeing if the |P
addrezs of an incoming SkMTP connection haz been blacklizted for
propogating spam. For complete details on how thiz works check out

hittp: £, ordb.org or hittp: e, mail-abuse. arg

£

Remove

relapwatcher.nl 3mbl.com, mail from $IP$ refused [Relayw atchern]
apr.blitzed.arg. mail frorm $IPF refuzed [blitzed]

relayz. ordb.arg, mail friam $IPE refused, see http:Adwew. ordbargffags
gbl-bl spamhauz.org, mail from $1P$ refuzed by SpamHaus, see hittp:/Aaae,
bl zparmcop. net, mail from $1PF refuzed, see hitp:d Aasy, zpamcop. net

When a match iz found to one of these hosts the comesponding meszage will
be tracked into the log and reported during the SMTP zezsion,

MHew host |

Meszage |

[ Stop host lookups an first host match

[ Send 'Meszage' on match rather than ‘uzer unknown'

&dd

o ]

Cancel

DNS-BL

MDaemon will query each of these hosts when performing a DNS-BL lookup on an IP address. If a host
replies to the query with a positive result, MDaemon will refuse to accept the message from that IP
address, and will send the short message associated with the host that blacklisted the address (if you have

enabled the “Send Message’ on match...” option below).

Note

If you have elected to flag messages as spam (see the options on the DNS-BL Options tab)
then MDaemon will not refuse a message addressed to a valid user during the SMTP
session, nor will it send an RBL host or “user unknown” message if a blacklist match is

found.
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Remove
Select an entry from the RBL Hosts list and click this button to remove it from the list.

New host
If you wish to add a new host to be queried for blacklisted IP addresses, enter it here.

Message
This is the message that will be sent when an IP address has been blacklisted by the New Host.

Add
After entering a New Host and Message, click this button to add it to the RBL Hosts list.

Stop host lookups on first host match

Oftentimes there are multiple hosts contained in the headers of each message that DNS-BL processes,
and multiple RBL hosts that are queried. Ordinarily, DNS-BL will continue to query the RBL hosts for all
hosts in the message regardless of the number of matches found. Click this option if you want DNS-BL
to discontinue RBL host queries for any given message as soon as a match is found.

Send “Message” on match rather than “User unknown”

Click this option if you want the specific message assigned to the RBL host to be passed during the SMTP
session whenever an IP address is found to be blacklisted. Otherwise, a “user unknown’ message will be
passed instead. This option is not available if you have elected to use the option on the DNS-BL Options
tab to flag messages as spam rather than refuse them.
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Caching

DNS Black Lists (DNS-BL)

DNS-BL options | DNS-BL Hasts  Caching | wihite List |
Caching optionz
[ Automatically cache DNS-BL results

YWharning: Caching the results of a these lookups is not recommended by
the folkz who maintain these databases. Since a blacklisted hogt can right

itzelf in a matter of minutes we recommend you keep the 'Default Time To
Live' value ta a minimumm.

See http ./ Awww mail-abuse. org for detailz on the implications of caching.

Enter new cached entry

IP address | IP addresz to place in cache
Default time ta live [in minutes] [9999 = never expire]
-

b aximum cached entries

Currently cached entries

[
[

k. | Cancel

Caching Options

Automatically cache DNS-BL results

Enable this control if you want to cache those IP addresses that receive a positive (i.e. blacklisted) result
from a DNS-BL lookup.

W Warning!

Although caching addresses may conserve some resources—since DNS-BL lookups will not
need to be performed on those IP addresses that have already been cached—it is not
recommended by the RBL Hosts. Since a blacklisted IP address could have its status
corrected in a matter of minutes, caching entries could result in mail being refused
unnecessarily. Caution should therefore be used when caching entries. If you choose to use
this feature then we recommend keeping small the amount of time that any given entry is

DNS BLACK LISTS (DNS-BL) 137



CHAPTER 9 SECURITY FEATURES

cached. For more information on the implications of caching DNS-BL lookups, see:
www.mail-abuse.org.

Enter New Cached Entry

IP address
Enter the IP address that you wish to manually add to the DNS Black List cache.

Default time to live (in minutes)
This is the amount of time that the entry will remain in the DNS Black List cache. Entering 9999 into this
field will prevent the entry from expiring—however this is not recommended.

Automatically cached entries use default time to live also
Click this check box if you want automatically cached entries to use the Defauit time to live setting specified
above. Normally the time to live (TTL) parameter is based on information returned during the DNS
lookup rather than by the Default tine to live setting.

Maximum cached entries
This is the maximum number of entries that you want to allow to be cached.

Add
After entering the IP_Address and Defanlt Time To Live click this button to add the entry to the list of cached
IP addresses.

Currently cached entries
This box list the IP addresses that are currently cached. MDaemon will not perform a lookup on them.
They will be treated as blacklisted addresses.

Remove
Select an entry and then click this button to remove it from the list of cached addresses.

Clear
Click this button the clear the list of all cached IP addresses.
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White List

DNS Black Lists (DNS-BL)

DNS-BL options | DNS-BL Hosts | Caching hite List
White list

@ # DNS Black Lists - white List ~
#

# Thiz file lizts P addreszes of sites that are exerpt from DMS
# Black Listz lookups.

#
# Al local IP's should be part of this file a2 well 22 127.007. Algo

# include any [P wou might find black listed by mistake or wizh to alway
# exempt from the DMNS-BL lookup process.

#
# v'ou can alzo list emaill addresszes here and message zent TO those
# addrezses will be accepted reqgardless of DNS-BL resulks.

#
HEw 127.0.0.7 or 192.168.%%, one entry per line.

12700
1921687
RN
17216.%"
1727
17218.%"
17219.%F
172200
172215
172225
1F2.230" b

£ >

k. | Cancel Apply

White List

Use this tab to designate IP addresses that will be exempt from DNS-BL lookups. You should always
include your local IP address range to prevent DNS Black Lists from looking up messages originating
from local users and domains (i.e. 127.0.0.1, 192.168.%*, and so on). Place one address on each line.
Wildcards are permitted.
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Spam Filter

The Spam Filter increases MDaemon’s already extensive suite of spam prevention tools. The Spam Filter
incorporates new technology to heuristically examine incoming email messages in order to compute a
“score” based on a complex system of rules. The score is then used to determine the likelihood of a
message being spam, and certain actions can be taken based on that score—you can refuse the message,
flag it as possible spam, and so on.

Addresses can be white or black listed, or designated as completely exempt from Spam Filter examination.
You can have a spam report inserted into messages, showing their spam scores and how those scores
were achieved, or you can generate the report as a separate email and have the original spam message
included with it as an attachment. Further, you can even use Bayesian learning to help the Spam Filter
learn over time to identify spam more accurately and thus increase its reliability.

Finally, by examining many thousands of known spam messages, the rules have been optimized over time
and are very reliable in detecting the fingerprint of a spam message. You can, however, customize or add
new rules by editing the Spam Filter’s configuration files to meet your specific needs.

MDaemon’s Spam Filter uses an integrated, popular open-source heuristic technology. The homepage for
the open-source project is:

http://www.spamassassin.org
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Spam Filtering

Spam Filter

Exclusion List | White List (auto) | White List fo) | White List from) | Black List |
Spam Fittering l Heuristics ] Eayesian ] Reporting ] MDSpamD ]

Spam Filter options
@ kD aemon's Spam Filker uses a varety of techniques to deal with spam.
[f the Spam Filter determines that a meszage iz zpam then...
" .. bounce the message back to sender
" . just delete the meszage completely
¥  put the message in the spam trap public folder

.. flag the message but let it continue down the delivery path

[v Dior't filker meszages sent from local sources

[+ Cion't filker meszages from tusted or authenticated sources

Dran't filker messages larger than IW kb [0 =upto 2 meqgs]

[ Don't foreard messages marked as spam

[ Autornatically filter spam meszages into user's IMAP spam folder

DMS available? " ez 0 Mo ¢ Test

& white lizt match subtracts this many paintz from the spam scone 1a0.0

& black lizt match adds this many points to the spam score 100.0

i

DMS-BL match addz this many pointz to the zpam score

Scheduled updates |

ok | Cancel | Apply |

Spam Filter Options

If a message is determined to be spam then...

The Spam Filter will take the action chosen below if a message’s spam score is greater than or equal to the
spam score specified on the Heuristics tab.

...bounce the message back to sender
Choose this option if you want to attempt to bounce each spam message back to its sender. Spam is

notorious for having invalid return paths, so these messages may frequently be undeliverable.

...just delete the message completely
Choose this option if you want to simply delete any incoming message whose spam score exceeds the

designated limit.

...put the message in the spam trap public folder
Choose this option if you want to flag messages as spam and then move them to the spam public

folder rather than allow them to be delivered.
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...flag the message but let it continue down the delivery path
Choose this option if you want to go ahead and deliver each spam message to its intended recipient,
and flag it as spam by inserting various spam headers and/or tags designated on the Heutistics tab.

Don’t filter messages sent from local sources
Click this check box if you want messages from local users and domains to be exempt from filtering.

Don’t filter messages from trusted or authenticated sources
Enable this option if you want messages sent from trusted domains or authenticated senders to be exempt
from spam filtering,

Don’t filter messages larger than XX kb (0=filter all messages)

It is typical for spam messages to be fairly small since the usual goal of the spammers is to deliver as many
messages as possible in the shortest amount of time. If you want messages over a certain size to be
exempt from spam filtering then specify that amount (in KB) here. Use “0” as the amount if you don’t
want size to be a factor in determining exemption from spam filtering—messages will be processed
through the spam filter regardless of size.

Don’t forward messages marked as spam
Click this check box if you do not wish to allow spam messages to be forwarded.

Automatically filter spam messages into user’s IMAP spam folder

Click this option and MDaemon will automatically place each message that the Spam Filter determines to
be spam into each uset’s “Spam” IMAP folder (if such a folder exists). It will also automatically create the
folder for each new user account that is added.

When you click this option you will also be asked whether or not you would like MDaemon to create this
folder for each of your already existing user accounts. If you choose “Yes” then a folder will be created
for all users. If you choose “No” then a folder will only be created when each new user is added. Any
folders that already exist for some or all of your users will not be altered or affected in any way.

Note

The remaining options on this tab are unavailable when you have configured MDaemon to
use another server’s MDaemon Spam Daemon (MDSpamD) for Spam Filter processing.
See the MDSpamD tab for more information.

DNS available?
These options allow you to choose whether or not DNS is available to the Spam Filter when processing
messages. You may choose one of the following options:

Yes—DNS is available. SURBL/RBL and other rules that require DNS connectivity will therefore be utilized.
No—DNS is not available. Spam filtering rules that require DNS will not be utilized.
Test—DNS availability will be tested and if present it will be used. This is the default setting.

A white list match subtracts this many points from the spam score

Including an address on one of the Spam Filter white lists does not automatically guarantee that a message
to or from that address will not be considered spam. Instead, white listed addresses will simply have the
amount specified in this control subtracted from their spam scores. For example, if you have the spam
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score threshold set to 5.0 and this value set to 100, and then a particularly excessive spam message artrives
that gets a spam score of 105.0 or higher before the white list value is subtracted, then the final spam score
of the message will be at least 5.0—thus denoting it as spam. This would rarely happen, however, because
spam rarely has a value that high unless it contains some other exceptionally high-scoring element, such as
a blacklisted address. Of course, if you set the white list subtraction value to a much lower amount then it
would occur much more frequently.

A black list match adds this many points to the spam score

As with the white list option above, including an address on the Spam Filter’s black list doesn’t guarantee
that a message from that address will be considered spam. Instead, the value specified in this option will
be added to the message’s spam score, which will then be used to determine whether or not the message
is spam.

DNS-BL match adds this many points to the spam score

If you are using DNS Black Lists (page 131) then you can use this option to specify a value that will be
added to a message’s spam score when a DNS-BL match results. Sometimes the Spam Filter’s heuristic
examination of a message may not score it high enough to be considered spam, but a DNS-BL lookup
may show that it probably is spam. Adding this value to the spam score of these messages can help to
reduce the number of spam messages that manage to slip through undetected by the Spam Filter.

Scheduled updates
Click this button to open the AntiSpam Updates event scheduling dialog (Setup->Event Scheduling...) on
which you can schedule the times that the Spam Filter will check for heuristic engine file updates.
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Heuristics

Spam Filter

Exclusion List | White List (auto) | White List fo) | White List from) | Black List |
Spam Fittering Hewristics l Bayesian ] Reporting ] MDSpamD ]

Heuriztic ehaine optionz

@ [v Enable heuristic message scoring system

The heurniztic engine iz ideal for identifying spam. [t uzes rules to analyze
and azzigh a ‘zoore’ to each meszage.

& meszage is spam if itz score iz greater or egual to .0 [0.0-500.0]
SKTF rejects messages with scores greater or equal ta 15.0 [0 =rnever]

<= 2.0 - inzganely aggrezsive - potentially high falze positive rate

B.0 - wemw agoressive but acceptable falze pozitive rate

10.0 - fairly looze - some spam will get through but low falze positive rate
500.0 - nothing will ever be conzidered zpam

[ Show heurishic results within SMTP session ranzcripts
[ Skip queue-bazed zcan on meszages processed during SMTP zessions

For performance reasons the SMTP engine will not check. meszages over
200 kb in zize,

Subject tag

[SPaM™ Scare/Req _HITS_/_REQD_]

Leawve blank and the Subject text will not be altered
Example: [**SPAM** Scores/Req: _SCORE[D)_/_REQD_]

_SCORE[D_ will be replaced by the score the meszage received and
_REQD_ will be replaced with the required spam threshald.

QK | Cancel Apphy

Heuristic Engine Options

Enable heuristic message scoring system
Click this check box to activate the heuristic message-scoring, spam filtering system. No Spam Filter
options on any of the tabs will be available until this option is enabled.

A message is spam if its score is greater or equal to XX (0.0-500.0)
The value that you specify here is the required spam threshold that MDaemon will compare to each

message’s spam score. Any message with a spam score greater than or equal to this amount will be
considered spam, and then the appropriate actions will be taken based on your Spam Filter settings.

SMTP rejects messages with scores greater or equal to XX (O=never)

Use this option to designate a spam score rejection threshold. When a message’s spam score is greater
than or equal to this score it will be rejected completely rather than proceed through the rest of the
options and possibly be delivered. The value of this option should always be greater than the value of the
“A message is spam if its score...”” option above. Otherwise, a message would never be considered spam and
have the rest of the Spam Filter’s options applied to it—it would simply be rejected during delivery. Use
“0” in this option if wish to disable scanning during the SMTP process, and if you do not want
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MDaemon to reject any messages regardless of their scores. If SMTP scanning is disabled then a queue-
based scan will still be performed on the messages after they are accepted. The default setting for this
option is “12”.

Example,

If you have the spam score threshold set to 5.0 and the rejection threshold set to 10.0 then any message
with a spam score that is greater than or equal to 5.0 but less than 10.0 will be considered spam and
handled according to the rest of the settings on the Spam Filter dialog. Any message with a spam score
greater than or equal to 10.0 will be rejected by MDaemon during the delivery process.

Note

You should monitor the spam filter’s performance over time and refine both the spam and
rejection thresholds to suit your need. For most people, however, a spam score threshold of
5.0 will catch most spam, with relatively few false negatives (spam that slips through
unrecognized) and rarely any false positives (messages flagged as spam that are not). A
rejection threshold of 10-15 will cause only messages that are almost certainly spam to be
rejected. It is extremely rare that a legitimate message will have a score that high. The default
rejection threshold is 12.

Show heuristic results within SMTP session transcripts

Click this option to display heuristic processing results inline with SMTP session transcripts. This option is
not available when you have your Spam Score rejection threshold set to “0”— meaning that spam will
never be rejected because of its score. For more information see, “SMTP rejects messages with scores greater or
equal to XX (O=never)’ above. Note: when using this option, the results of spam processing during the

SMTP session will be logged in the SMTP log, not the Spam log,.

Skip gueue-based scan on messages processed during SMTP sessions

By default, MDaemon scans messages during the SM'TP session to determine whether or not they should
be rejected for having a spam score above the rejection threshold. For messages that are accepted
MDaemon will then perform another, queue-based, scan and treat the messages accordingly, based on
their scores and your spam filter configuration. Click this option if you want MDaemon to omit the
queue-based scan and treat the results of the initial Spam Filter scan as definitive. This can potentially,
significantly decrease CPU usage and increase the efficiency of the AntiSpam system. However, only the
default SpamAssassin headers will be added to messages when the queue-based scan is omitted. If you
have made any changes to the default SpamAssassin headers or specified custom headers in your
local . cf file, those changes and additions will be ignored.

Subject tag
This tag will be inserted at the beginning of the Subject header of all messages that meet or exceed the

required spam score threshold. It can contain information about the spam score, and you can use your
IMAP message filters to search for it and filter the message accordingly (assuming that you have the Spam
Filter configured to continue delivering spam messages). This is a simple method for automatically routing
spam messages to a designated “spam” folder. If you want to dynamically insert the message’s spam score
and the value of the required spam threshold then use the tag “_HITS_” for the message’s score and
“_REQD_” for the required threshold. Alternatively, you can use “_SCORE(Q)_" instead of “_HITS_"—
this will insert a leading zero into lower scores, which can help ensure the proper sort-order when sorting
messages by subject in some email clients.
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Example,
A subject tag set to: ***SPAM*** Score/Req: _HITS /_REQD_ -

will cause a spam message with a score of 6.2 and the subject: “Hey, here’s some spam!”
to be changed to “**SPAM*** Score/Req: 6.2/5.0 — Hey, here’s some spam!”

If “_SCORE(0)_" is substituted for “_HITS_” then it would be changed to “**SPAM***
Score/Req: 06.2/5.0 — Hey, here’s some spam!”

If you do not wish to alter the subject header then leave this option blank. No subject tag will be inserted.

Note

This option is unavailable when you have configured MDaemon to use another server’s
MDaemon Spam Daemon (MDSpamD) for Spam Filter processing. The Subject tag

configuration will be determined by the other server’s settings. See the MDSpamD tab for
more information.
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Bayesian
Spam Filter
Exclusion List | White List (auto) | White List fo) | White List from) | Black List |
Spam Fittering ] Heuristics Bayesian l Repaorting ] MDOSpamD ]
Bayezsian clazzification
Bayesian clazsification iz a statistical process through which a machine can
actually lzarm. By analvzing hundreds of known spam and khowen non-zpam
meszages, detection of both types of mail becomes maore and mare accurate
with time.
v Apply Bavesian knowledge to heunstic message scaring
Click. here and scaoring process will incorporate what haz been learned =o far.
v Schedule Bayesian leaming for rmidnight each night Leamn
Schedule Bavesian learming for once every hours [0 = hever]
Dian't learn from messages larger than A0000  bytes [0 = o limit]
[ Enable zpam and ham forwarding addresses
Create
Fath to known zpam directony [falze negatives]:
|E:HMDaemDn'\F‘ublic Folders\B ayesian Learning. MAPYSE J Pub Folder
Fath ta known non-zpam directany [false positives]:
|E:"~MDaemun'\F‘uinc Folders\B avezian Learning. MaPsMe J Pub Faolder
Important; Messages are removed from these folders after procezsing.
Advanced
QK | Cancel Apphy
Note

The Bayesian tab is unavailable when you have configured MDaemon to use another
server’s MDaemon Spam Daemon (MDSpamD) for Spam Filter processing. All Bayesian
learning will be performed on the other server. See the MDSpamD tab for more
information.

The Spam Filter supports Bayesian learning, which is a statistical process that can optionally be used to
analyze spam and non-spam messages in order to increase the reliability of spam recognition over time.
You can designate a folder for spam messages and non-spam message that will be scanned each night
about midnight. All of the messages in those folders will be analyzed and indexed so that new messages
can be compared to them statistically in order to determine the likelihood that they are spam. The Spam
Filter can then increase or decrease a message’s spam score based upon the results of its Bayesian
comparison.
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Note

The Spam Filter will not apply a Bayesian classification to messages until a Bayesian analysis
has been performed on the number of spam and non-spam messages designated on the
Bayesian Advanced dialog (click .Advanced on this tab to access that dialog). This is necessary
in order for the Spam Filter to have a sufficient pool of statistics to draw from when making
the Bayesian comparison. Once you have given the system these messages to analyze, it will
be sufficiently equipped to begin applying the results of a Bayesian comparison to each
incoming message’s spam score. By continuing to analyze even more messages the Bayesian
classifications will become more accurate over time.

Bayesian Classification

Apply Bayesian knowledge to heuristic message scoring
Click this check box if you want each message’s spam score to be adjusted based on a comparison to the
currently known Bayesian statistics.

Schedule Bayesian learning for midnight each night

When this option is active, once each day at midnight the Spam Filter will analyze and then delete all
messages contained in the spam and non-spam folders specified below. If you wish to schedule Bayesian
learning for some other time interval then clear this option and use the Schedule Bayesian learning for once every
XX hours option below. If you do not wish Bayesian learning to ever occur automatically, then clear this
option and specify “0” hours in the option below.

Schedule Bayesian learning for once every XX hours (0=never)

If you wish Bayesian learning to occur at some time interval other than once each night at midnight, then
clear the above option and specify a number of hours in this option instead. Fach time that number of
hours has elapsed, the Spam Filter will analyze and then delete all messages contained in the spam and
non-spam folders specified below. If you do not wish Bayesian learning to ever occur automatically, then
clear the above option and specify “0”” hours in this option.

Note

If you do not want the messages to be deleted after they are analyzed then you can prevent
that by copying LEARN . BAT to MYLEARN.BAT in the \MDaemon\App\ subfolder and
then deleting the two lines that begin with “del” in that file. When the MYLEARN. BAT file
is present in that folder MDaemon will use it instead of LEARN.BAT. See SA-Learn . txt
in your \MDaemon\SpamAssass in\ subfolder for more information. For more detailed
information on heuristic spam filtering technology and Bayesian learning, visit:

http://ww.spamassassin.org/doc/sa-learn.html

Don’t learn from messages larger than XX bytes (0=no limit)
Use this option to designate a maximum message size for Bayesian analysis. Messages larger this value will
not be analyzed. Specify “0” in this option if you do not wish to implement any size restriction.
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Learn
Click this button to initiate a manual Bayesian analysis of the designated folders rather than waiting for the
automatic analysis.

Enable Spam and Ham forwarding addresses

Click this check box if you wish to allow users to forward spam and non-spam (ham) messages to
designated addresses so that the Bayesian system can learn from them. The default addresses that
MDaemon will use are “SpamLearn@<domain.com>" and “HamLearn@<domain.com>". Messages
sent to these addresses must be received via SMTP from a session that is authenticated using SMTP
AUTH. Further, MDaemon expects the messages to be forwarded to the above addresses as attachments
of type “message/rfc822”. Any message of another type that is sent to these email addresses will not
be processed.

You can change the addresses MDaemon uses by adding the following key to the CFILTER. INI file:

[SpamFilter]
SpamLearnAddress=SpamLearnAddress@
HamLearnAddress=NonSpamLearnAddress@

2

Note: the last character of these values must be “@)

Create
Click this button to create Spam and Ham public IMAP folders automatically, and to configure
MDaemon to use them. The following folders will be created:

<Bayesian Learning> —root IMAP folder

<Bayesian Learning\\Spam> —this folder is for false negatives (spam that doesn’t score
high enough to get flagged as such).

<Bayesian Learning\\Ham> —this folder is for false positives (non-spam messages that
erroneously score high enough to get flagged as spam).

By default, access permission to these folders is only granted to local users of local domains and is limited
to Lookup and Insert. The postmaster’s default permissions are Lookup, Read, Insert, and Delete.

Path to known spam directory (false negatives):

This is the path to the folder that will be used for Bayesian analysis of known spam messages. Only copy
messages to this folder that you consider to be spam. You should not automate the process of copying
messages to this folder because of the potential for errors. Automating this process could sometimes
cause non-spam messages to be analyzed as spam, which would decrease the reliability of the Bayesian
statistics.

Path to known non-spam directory (false positives):

This is the path to the folder that will be used for Bayesian analysis of messages that are definitely not
spam. Only messages that you do not consider to be spam should be copied to this folder. You should
not automate the process of copying messages to this folder because of the potential for errors.
Automating this process could sometimes cause spam messages to be analyzed as non-spam, which
would decrease the reliability of the Bayesian statistics.
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Pub Folder

Click one of these buttons to designate one of your Public Folders as the Bayesian directory. This is an
easy way for your users to place their messages incorrectly categorized as spam or non-spam into your
Bayesian directories for analysis. Note, however, that giving access to more people increases the likelihood
that some messages will be put into the wrong folders thus skewing the statistics and decreasing reliability.

Note

If you rename a Public folder via a mail client, Windows Explorer, or some other means,
then you must manually reset this path to the appropriate new folder name. If you rename a
folder but do not change its path here, the Spam Filter will continue to use this path for the
Bayesian folder instead of the new one.

Advanced
Click this button to open the Bayesian advanced options dialog, which contains options for automatic
Bayesian learning and designating Bayesian database token limits. See Bayesian Advanced Options below.

Bayesian Advanced Options

Spam Filter,

B ayesian

Autornatic learning

v Enable Bayesian automatic learning

Man-zpam zcare threshaold 20

tezzages which zcore below this walue will be fed back into the system az
har-zpar.

Spam zcore threzhold 15.0

Mezzages which zcare abaove thiz walue will be fed back inta the spustem as
Fpam.

Maon-gpam zamples required before learning starts 20
Spam gamples required before learning starts 20

D atabaze management
[v Enable Bayesian automatic token expiration

b aium B ayesian database tokens 150000

YWhen expiry occurs, MDasmon will keep either 75% of the marimum value,
or 100,000 tokens, whichewver iz larger. 150,000 tokens iz roughly equivalent
to a BMb databasze file.

Restore all settings to server defaults |

O, | Cancel | Apply
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Note

The Bayesian Advanced Options are unavailable when you have configured MDaemon to
use another server’s MDaemon Spam Daemon (MDSpamD) for Spam Filter processing. All
Bayesian learning will be performed on the other server. See the MDSpamD tab for more
information.

Automatic Learning

Enable Bayesian automatic learning

With automatic Bayesian learning you can designate spam and non-spam scoring thresholds. Any message
scoring below the non-spam threshold will be treated by automatic learning as non-spam, and any
message scoring above the spam threshold will be treated as spam. Although automatic learning is not
generally recommended, it can be beneficial if you are careful in setting your thresholds values because it
will allow old expired tokens that are removed from the database files (see Token expiration message count
below) to be replaced automatically. This prevents the need for manual retraining to recover expired
tokens.

Non-spam score threshold
Messages with a spam score below this value will be treated as non-spam messages by the Bayesian
Classification system.

Spam score threshold
Messages with a spam score above this value will be treated as spam messages by the Bayesian
Classification system.

Non-spam samples required before learning starts

The Spam Filter will not apply a Bayesian classification to messages until this number of non-spam
messages (and spam messages specified in the next option) has been analyzed by the Bayesian system.
This is necessary in order for the Spam Filter to have a sufficient pool of statistics to draw from when
making the Bayesian comparison. Once you have given the system these messages to analyze, it will be
sufficiently equipped to begin applying the results of a Bayesian comparison to each incoming message’s
spam score. By continuing to analyze even more messages the Bayesian classifications will become more
accurate over time.

Spam samples required before learning starts

Just as the previous option applies to non-spam messages, this option is for designating the number of
spam messages that must be analyzed before the Spam Filter will begin applying a Bayesian classification to
them.

Database Management

Enable Bayesian automatic token expiration

Click this option if you want the Bayesian system to automatically expire database tokens whenever the
number of tokens specified below is reached. Setting a token limit can prevent your Bayesian database
from getting excessively large.
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Maximum Bayesian database tokens

This is the maximum number of Bayesian database tokens allowed. When this number of tokens is
reached, the Bayesian system removes the oldest, reducing the number to 75% of this value, or 100,000
tokens, whichever is higher. The number of tokens will never fall below the larger of those two values
regardless of how many tokens are expired. Note: 150,000 database tokens is approximately 8Mb.

Restore all settings to server defaults
Click this button to restore all of the Bayesian advanced options to their default values.
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Reporting

Spam Filter

Exclusion List | White List (auto) | White List fo) | White List from) | Black List |
Spam Fittering ] Heuristics ] Bayesian Reporting l MDSpamD ]
Spam Filter reparting
@ (¥ |nzert spam repart into the headers of the ariginal meszage
Click here and incoming zpam will only be modified by adding some
headerz. Ma changes will be made ta the bady ar the onginal message.
" Create a new meszage and attach the original message to it

Click. here and a new meszage will be created with a zpam report attached.
Alzo the onginal mezsage will be attached using the meszage/fcd22 MIME

ype.
" Same az above but attach the meszage as text/plain

Click. here and a new meszage will be created with a zpam report attached.
Alzo the original meszage will be attached uzsing the test/plain MIME type.

QK | Cancel Apphy

Note

The Spam Filter Reporting options are unavailable when you have configured MDaemon to
use another server’s MDaemon Spam Daemon (MDSpamD) for Spam Filter processing.
Spam Filter Reporting will be controlled by the other server’s settings. See the MDSpamD
tab for more information.

Spam Filter Reporting

Insert spam report into the headers of the original message
Choose this reporting option if you want the Spam Filter to insert a spam report into each spam
message’s headers. The following is an example of a simple spam report:

X-Spam-Report: --—-- Start Spam Filter results
5.30 points, 5 required;
* -5.7 —- Message-Id indicates the message was sent from MS Exchange
* 2.0 -- Subject contains lots of white space
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* -3.3

* 3.0

* 2.9 —-- BODY:
* 2.2 -- BODY:
* 0.5 -- BODY:
* 0.1 -- BODY:
* 1.6 -- BODY:
* 2.0 —- Date:

SECURITY FEATURES

-- Has a In-Reply-To header
-- Message has been marked by MDaemon®s DNS Black List

Impotence cure

Talks about exercise with an exclamation!
Message is 80% to 90% HTML

HTML included In message

HTML message is a saved web page

is 96 hours or more before Receilved: date

--—— End of Spam Filter results

Create a new message and attach the original message to it

Choose this reporting option if you want spam to cause a new email message to be created containing the
spam report. The original spam message will be included with it as a file attachment.

Same as above but attach the message as text/plain

Like the previous reporting option, this option will generate the spam report as a new message that
includes the original spam message as a file attachment. The difference is that the original message will be
attached using the text/plain MIME type. Because spam sometimes contains HTML code that is unique
for each message and can potentially reveal to the spammer which email and IP address opened it, this
method can prevent that from happening by converting the HTML code to plain text.
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MDSpamD

Spam Filter

Exclusion List | White List (auto) | White List fo) | White List from) | Black List |

Spam Fitering | Heuristics | Bayesian | Reporting MDSpamD
DS pamD
FMDOSpamD iz MDaemon's zpam processing daemon. |t can be run locally
ar externally.
Hostar P |127.0.0.1 Pat | 783

lze 127.0.0.1" to tell MDaemon that MDSpamD iz running locally.
Fing extermnal MOSpamD once every an zecondz [0 = never]
Locally running MDOS pamD

The following options are available only when running MDSparmD locally.
[+ Hide MDSpamD's window when running locally

b aximum meszage processing threads |4_ [1-6]

b awimum TCF connections per thread lﬁ [10-200]

[v Listen on and accept connections only from 127.0.0.1

Lizten for connectionz on this [P <all> means all 1Pz

Allowy connections from these 1Ps |

CIDR. dat trailing, and multiple space separated |Ps are permitted.

ok | Cancel |

MDaemon’s anti-spam system runs as a separate daemon—the MDaemon Spam Daemon (MDSpamD),
which is fed messages via TCP/IP for scanning. This greatly increases the Spam Filtet’s performance and
makes it possible for you to run MDSpamD locally, on a separate computer, or have MDaemon use
another MDSpamD (or any other SpamD enabled product) running at some other location. By default
MDSpamD runs locally and receives messages on port 783 at 127.0.0.1, but you can configure a different
port and IP address if wish to send the messages to some other spam daemon running at a different
location or on a different port.

MDSpamD

Host or IP
This is the host or IP address to which MDaemon will send messages to be scanned by MDSpamD. Use
127.0.0.1 if MDSpamD is running locally.

Port
This is the port on which the messages will be sent. The default MDSpamD port is 783.
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Ping external MDSpamD once every XX seconds

If you are using an MDSpamD or some alternative SpamD enabled product that is running externally, you
can use this option to ping its location periodically if necessary. Use “0” if you do not wish to ping that
location.

Locally running MDSpamD

Hide MDSpamD’s window when running locally
When MDSpamD is running locally, enable this option if you would like it to run hidden in the
background. Otherwise it will run in a visible Command Prompt window.

Maximum message processing threads
This is the maximum number of threads that MDaemon will use for internal processing.

Maximum TCP connections per thread
This is the maximum number of TCP connections accepted by an MDSpamD thread before it branches

into another thread.

Listen on and accept connections only from 127.0.0.1
Click this option if do not you wish to allow your local MDSpamD to accept connections from any
external source. Only connections from the same machine on which it is running will be allowed.

Listen for connections on this IP
If the previous option is disabled, you can use this option to bind or restrict connections to a specific IP

address. Only connections to the designated IP address will be allowed. Use “<al 1>” if you do not wish
to restrict MDSpamD to any particular IP address.

Allow connections from these IPs

These are the IP addresses from which MDSpamD will accept incoming connections. Connections from
other IP addresses will be rejected. This is useful if you wish to allow connections from another server in
order to share Spam Filter processing.

Command Line Options
MDSpamD can accept many command line options, documented at:

http://spamassassin.apache.org/ful1/3.0.x/dist/doc/spamd.html

If you wish to use any of these options, construct a string containing the desired options and then save it
within the CFilter. ini file in the following format:

[SpamD]
Extra=<command line options string>

Note

Some of the options can be configured using the options on this dialog and therefore do not
need to be set up manually via command line options.
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Exclusion List

Spam Filter

Spam Fittering ] Heuristics ] Bayesian ] Reporting ] MDOSpamD ]
Exclusion List | White List {auto) | White List o) | White List from) | Black List |

Exclusion lizt
@ beszages zent to addrezzes on thig list will not be filtered.

HEgEEE R R R R R R R R R
# Spam Filter exclusion file. Message sent to addresses in thiz file wil
# not be zent through the spam filker.

#
# %'ou can uze the ® wildcard for the mailbox. Put one entiy per line.
#
# Exarmple entries:
# *(@altn.com

# arveli@altn. com

excluzionE@eRample. com

QK | Cancel

Messages sent to addresses on this list will not be filtered

Use this tab to designate recipient addresses that you wish to be exempt from spam filtering. Messages
destined for these addresses will not be processed through the spam filter.

Note

This tab is unavailable when you have configured MDaemon to use another server’s
MDaemon Spam Daemon (MDSpamD) for Spam Filter processing. This Spam Filter list
will be maintained on the other server. See the MDSpamD tab for more information.
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White List (auto)

Spam Filter

Spam Fittering ] Heuristics ] Bayesian ] Reporting ] MDOSpamD ]
Exclusion List ~ White List {auto) | White List o) | White List from) | Black List |

Autamatic white lizting

[v Enable address book white listing

Yw'hen thiz option iz enabled MDaemon will check the addresz book file for
lozal users and gkip pam filker processing if the sender of a message is
found there.

[v Enable automatic address book. updating
YWwhen enabled, MD aemon will update user addrezs book files with the email

addrezzes of whomever the uzers send mail to.

These are mazter andaff switches. Individual uzers must enable these optionz
wia the account properties.

[+ Update Bayesian engine with copies of white listed meszages

YWwhen enabled, MD aemon will place copiez of white listed meszages into the
non-zpam learning folder. Bayezian leaming must be enabled befare learning
can take place.

| Enable white list farwarding address

YWhen addrezs book, white listing i= enabled, uzers may fonsard meszages
to whitelisti® and have the zenders of those meszages added to their
addrezz book, file,

QK | Cancel

Automatic White Listing

Enable address book white listing

Click this option to add private address book entries to the white list automatically. Using this option,
MDaemon can query each user’s private address book file with each incoming message. If the sender of
the message is in the recipient’s address book file then the message will be automatically white listed. If
you do not wish to apply automatic white listing to every MDaemon user then you can disable it for
individual users by clearing the Use private address book as Spam Filter white list option on the Options tab of
the Account Editor.

Keeping your address book updated and synchronized with WorldClient, Outlook, Outlook Express, the
Windows Address Book, and other MAPI mail clients that use the Windows Address Book, can be done
easily using ComAgent.

Enable automatic address book updating
This option automatically adds to your address book any non-local email addresses to which you send
mail—non-local recipients are added to your XML address book file. When used in conjunction with the
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option to use your private address book file as your white list, the number of Spam Filter false positives
can be drastically reduced.

If you do not wish to apply automatic address book updating to every MDaemon user then you can
disable it for individual users by clearing the Update private address book when the account sends mail check box
on the Options tab of the Account Editor.

Note: This option is disabled for accounts using auto-responders.

Update Bayesian engine with copies of white listed messages

Click this option to cause qualified messages to be copied automatically into the Bayesian non-spam
learning folder (designated on the Bayesian tab). This helps to automate the process of providing the
Bayesian engine with samples of non-spam email, or “ham”. Regularly providing the Bayesian engine with
new examples of non-spam to learn from will increase its reliability over time and help to reduce the
number of false positives (i.e. messages that are erroneously classified as spam).

To qualify for this feature, an incoming message must be addressed to a local user and the sender must be
someone in his WorldClient address book. If the message is outgoing, then it must be the recipient who is
in the address book. If you do not want any outgoing messages to qualify, then use Notepad to edit the
following setting in the MDaemon . ini file:

[SpamFilter]
UpdateHamFolderOutbound=No (default = Yes)

When a message qualifies, it is copied into the Bayesian non-spam learning folder even if Bayesian
scheduled learning is disabled on the Bayesian tab. Thus, when scheduled learning is later enabled, or
when learning is manually activated, a set of non-spam messages will be ready for analysis. Not every
message that qualifies, however, is copied into the learning folder. When the feature is activated,
MDaemon will copy qualified messages until a designated number is reached. Subsequently it will copy
single messages at designated intervals. By default, the first twenty-five qualifying messages will be copied
and then every tenth qualifying message after that. The initial number copied is equal to the number
designated in the option, “Non-span: samples required before learning starts” located on the Bayesian Advanced
dialog. Changing that setting will also change this value. If you wish to change the interval by which
subsequent messages are copied, you can do so by editing the following setting in the MDaemon. ini file:

[SpamFilter]
HamSkipCount=10 (default = 10)

Finally, once a designated total number of messages has been copied, the entire process will be begin
again—twenty-five will be copied and then every tenth (or an alternate value if you have changed these
settings). By default, the process will be restarted after 500 qualifying messages have been copied. You can
change this value by editing the following setting in the MDaemon. ini file:

[SpamFilter]
HamMaxCount=500 (default = 500)
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Note

This option is unavailable when you have configured MDaemon to use another server’s
MDaemon Spam Daemon (MDSpamD) for Spam Filter processing. All Bayesian learning
functions are determined by the other server’s settings and are performed on the other
server. See the MDSpamD tab for more information.

Enable white list forwarding address

When your account is set to “Use private address book as Spam Filter white lisf” on the Account Editor’s
Options tab, enabling this option will allow you to forward messages to whitel ist@<domain.com>
and have MDaemon add the sender of the original message to your personal address book. The white
listed address is taken from the forwarded messages From header.

Messages forwarded to whitelist@<domain.com> must be forwarded as attachments of the type
message/rfc822, and they must be received by MDaemon via SMTP from a session that is
authenticated using SMTP AUTH. Forwarded messages not meeting these requirements will not be
processed.

You can change the address MDaemon uses by editing the following key in the CFILTER. INI file:

[SpamFilter]
WhiteListAddress=WhiteList@

b

Note: the last character must be “(@)

160 SPAM FILTER



CHAPTER 9

White List (to)

SECURITY FEATURES

Spam Filter

&

Spam Fittering ] Heuristics ] Bayesian ] Reporting ] MDOSpamD ]
Exclusion List | White List fauto) ~ White List o) | White List from) | Black List |

whhite lizt [ka]

beszages to addrezses on thiz white list are not uzually zpam.

HEgEEE R R R R R R R R R
# Custom MDaemaon white list, Enter pour white list addresses into this £
#
# White izt and black izt addresses are now file-glob-style pattems, o
# "Fiendi@zomewhere. com'’, "=@izp.com’’, ar " domain. net will all we
#
# Multiple whitelist_ta entries are ok, Alzo pau can put mare than one
# addrezs on a line like this

# Whitelist_to *E@microzoft.com arveli@® altn.com frankE@thomas. com
#

# Example white lizt ntry:

# whitelizt_to arveli@aln. com

whitelizt_to franki@exsample. biz

QK | Cancel

Messages to addresses on this white list are not usually spam

Including an address on this white list does not automatically guarantee that a message to that address will
not be considered spam. Instead, messages to the white listed addresses will have the amount specified on
the Spam Filtering tab subtracted from their spam score. For example, if you have the spam score
threshold set to 5.0 and the white list value on the spam filtering tab set to 50, and then a particularly
excessive spam message artives that gets a spam score of 55.0 or higher before the white list value is
subtracted, then the final spam score of the message will be at least 5.0—thus denoting it as spam. This
would rarely happen, however, because spam rarely has a value that high unless it contains some other
exceptionally high-scoring element, such as a blacklisted address.

Note

This tab is unavailable when you have configured MDaemon to use another server’s
MDaemon Spam Daemon (MDSpamD) for Spam Filter processing. This Spam Filter list
will be maintained on the other server. See the MDSpamD tab for more information.
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White List (from)

SECURITY FEATURES

Spam Filter

Spam Fittering ] Heuristics ] Bayesian ] Reporting ] MDOSpamD ]
Exclusion List | White List {auto) | White List o) ~ White List from) | Black List |

whhite lizt [fram]

&

beszzages from addreszes on this white list are not usually zpam.

HEgEEE R R R R R R R R R
# Custom MDaemaon white list, Enter pour white list addresses into this £
#
# White izt and black izt addresses are now file-glob-style pattems, o
# "Fiendi@zomewhere. com'’, "=@izp.com’’, ar " domain. net will all we
#
# Multiple whitelist_frorm_rewd and whitelist_from entries are ak. Also ye
# can put mare than one addreszs an a line like this:

# Whitelist_from *fE@microzoft.com arvel®@® altn.com frank@thomas. oo
#
# Example white lizt entry [with Beceived header domain check):
# whitelizt_from_rcwd  arvel(@altn.com  altn

#
# Example white lizt entry [without Beceived header check]:
# whitelist_from arvel@aln, com

whitelizt_from ads_i_likel@example.biz

QK | Cancel

Messages from addresses on this white list are not usually spam
Including an address on this white list does not automatically guarantee that a message from that address
will not be considered spam. Instead, messages from these white listed addresses will have the amount
specified on the Spam Filtering tab subtracted from their spam score. For example, if you have the spam
score threshold set to 5.0 and the white list value on the spam filtering tab set to 50, and then a particularly
excessive spam message artives that gets a spam score of 55.0 or higher before the white list value is
subtracted, then the final spam score of the message will be at least 5.0—thus denoting it as spam. This
would rarely happen, however, because spam rarely has a value that high unless it contains some other
exceptionally high-scoring element, such as a blacklisted address.

Note

This tab is unavailable when you have configured MDaemon to use another server’s
MDaemon Spam Daemon (MDSpamD) for Spam Filter processing. This Spam Filter list
will be maintained on the other server. See the MDSpamD tab for more information.
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Black List

SECURITY FEATURES

Spam Filter

Spam Fittering ] Heuristics ] Bayesian ] Reporting ] MDOSpamD
Exclusion List | White List (aute) | White List fo) | White List from)

Black: lizt [fram)]

&

beszzages from addreszes on this black lizt are usually zpam.

Black List

HEgEEE R R R R R R R R R
# Custom D aemon black list. Enter your black lizt addresses into thiz
#
# White izt and black izt addresses are now file-glob-style pattems, o
# "Fiendi@zomewhere. com'’, "=@izp.com’’, ar " domain. net will all we
#
# Multiple blacklist_from entlies are ok, Alzo vau can put mare than an
# addrezs on a line like this

# blacklist_from *@microzoft.com arvel{@* altn.com frank@thomas.co
#
# Ewample black list entry:

# blacklizt_from *E=deerfield. com

blacklizt_from spam{@bigzpammer. com

l

QK | Cancel

Messages from addresses on this black list are usually spam

Including an address on this black list does not automatically guarantee that a message from that address
will be considered spam. Instead, messages from the black listed addresses will have the amount specified
on the Spam Filtering tab added to their spam score. For example, if you have the spam score threshold
set to 5.0 and the black list value on the spam filtering tab set to 50, and a particulatly low-scoring message
arrives that gets a spam score of -50.0 or lower before the black list value is added, then the final spam
score of the message will be less than 5.0—thus denoting it as a legitimate non-spam message. This would
rarely happen, however, because messages rarely have that much subtracted from their spam scores unless
they contain some other special element, such as a white listed address.

Note

This tab is unavailable when you have configured MDaemon to use another server’s
MDaemon Spam Daemon (MDSpamD) for Spam Filter processing. This Spam Filter list
will be maintained on the other server. See the MDSpamD tab for more information.
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SSL & Certificates

MDaemon now suppotts the Secure Sockets Layer (SSL)/Transport Layer Security (TLS) protocol for
SMTP, POP, and IMAP, and for WorldClient’s web server. The SSL protocol, developed by Netscape
Communications Corporation, is the standard method for securing server/client Internet
communications. It provides server authentication, data encryption, and optional client authentication for
TCP/IP connection. Further, because SSL is built into all current major browsers, simply installing a valid
digital certificate on your server will activate the connecting browser’s SSL capabilities when connecting to
WorldClient.

If you are connecting to the standard mail ports via a mail client instead of using WorldClient, MDaemon
supports the STARTTLS extension over TLS for SMTP and IMAP, and the STLS extension for POP3.
However, you must first have your client configured to use SSL, and it must support those extensions—
not all mail clients support them.

Finally, you can also dedicate specific ports for SSL connections. This isn’t required but can provide a
turther level of accessibility for clients that do not support certain SSL extensions. For example, Microsoft
Outlook Express doesn’t support STARTTLS for IMAP over the default mail port, but it does support
connections to dedicated SSL ports.

The options for enabling and configuring SSL are located on the SSL & Certificates dialog (click Ctri+L or
Security>SSL/TLS/Certificates... on MDaemon’s menu bar). The SSL port settings are located on the
Ports tab of the Primary Domain Configuration dialog (click F2 or Setup->Primary domain...>Ports).

For information on creating and using SSL Certificates, see:

Creating & Using SSL Certificates—page 172

For more general information on the SSL protocol and Certificates, see:
http://wp.netscape.com/secutity/techbriefs/ssLhtml

http:/ /www.microsoft.com/technet/prodtechnol/iis/maintain/ featusability/default.asp
(At this URL see: “Chapter 6 - Managing Microsoft Certificate Services and SSL”)

The TLS/SSL protocol is addressed in REC-22406, which can be viewed at:

http://www.rfc-editor.org/rfc/rfc2246.txt

The STARTTLS extension for SMTP is addressed in RFC-3207, which can be viewed at:

http://www.rfc-editor.org/rfc/rfc3207.txt

Using TLS with the IMAP and POP3 protocols is addressed in RFC-2595, which can be viewed at:

http://www.rfc-editor.org/rfc/rfc2595. txt
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S5L & Certificates

MDaemen | WordCient | WebAdmin

S5L optiohs
[v Enable 551, STARTTLS, STLS support for SMTP, IMAP, POF zervers

[ Enable the dedicated S5L ports for SMTP, IMAR, POF servers
v Send messages using STARTTLS whenever possible

Select certificate

Subject
wic.example. com

Double click on a certificate to view itz properties Delete

Create certficate

Hozt name [ex: mail.alth. com) |e:-:ample.|:|:|m
Organization / company name |E:-:am|:|le Corp

Alternative host names [zeparate multiple entriez with a commal

|2zLEr E wpiration date

v example. com 21142003

Encroption key length

Cauntry / redgiah

Create certificate |

11024 -]

|Urited States LS -l

Restart zervers |

ok | Cancel | Apply |

MDaemon
O
®uvi
SSL Options

Enable SSL, STARTTLS, and STLS support for SMTP, IMAP, POP servers

Click this check box to activate support for the SSL/TLS protocol and the STARTTLS and STLS
extensions. Then, choose the certificate that you want to use from the Select Certificate section below.

Enable the dedicated SSL ports for SMTP, IMAP, POP servers

Click this option if you want to make available the dedicated SSL ports specified on the Ports tab of the
Primary Domain Configuration dialog. This will not affect clients using STARTTLS and STLS on the
default mail ports—it merely provides an additional level of support for SSL.

Send messages using STARTTLS whenever possible

Click this option if you want MDaemon to attempt to use the STARTTLS extension for every SMTP
message it sends. If a server to which MDaemon is connecting doesn’t support STARTTLS then the
message will be delivered normally without using SSL.

SSL & CERTIFICATES
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Select Certificate

This box displays your SSL certificates. Single-click a certificate in this list to designate it as the certificate
that you wish the mail servers to use. Double-click a certificate to open it in the Certificate dialog on
which you can review its details.

Note

Currently, MDaemon does not support different certificates for multiple domains. All mail
domains must share a single certificate. If you have more than one domain then enter those
domain names into the control called “/Alfernative host names (separate multiple entries with a
comma)”’ outlined below.

Delete
Select a certificate in the list and then click this button to delete it. A confirmation box will open and ask
you if you are sure that you want to delete the certificate.

Create Certificate

The following controls are used to create certificates. To edit any certificate, double-click its entry in the
list above.

Host name
Enter the host name to which your users will connect (for example, “mail.example.com”).

Organization/company name
Enter the organization or company that “owns” the certificate here.

Alternative host names (separate multiple entries with a comma)

Currently, MDaemon does not support separate certificates for multiple domains—all domains must
share a single certificate. If there are alternative host names to which users may be connecting and you
want this certificate to apply to those names as well, then enter those domain names here separated by
commas. Wildcards are permitted, so “*.example.com” would apply to all sub domains of
example.com (for example, “wc.example.com”, “mail.example.com”, and so on).

Encryption key length

Choose the desired bit-length of the encryption key for this certificate. The longer the encryption key the
more secure the transferred data will be. Note, however, that not all applications support key lengths
longer than 512.

Country/region
Choose the countty or region in which your server resides.

Create Certificate
After entering the information into the above controls, click this button to create your certificate.

Restart Servers
Click to restart the SMTP/IMAP/POP servers. The servers must be restarted when a certificate changes.
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WorldClient

S5L & Certificates

MDaemon WordClient lWemein
HTTPS options

% " Accept HTTF connections anly HTTPS part | 443
i Accept HTTP and HTTPS connections

" Accept HTTPS connections anly
" Redirect HTTP connections ta HTTPS

Select cerhificate

‘:%“_-' Subject |2zLEr E wpiration date

Wi, example.com vz, example. com 21142008

Double click on a certificate to view its properties [elete

Create certificate

#.pi| Host name [ex: we.altn.com) |e:-:ample.|:|:|m

(rganization / company hame |E:-:ample Corp

Alternative host names [geparate multiple entries with a comma)

Encrption ke length |'||:|24 j
Country / region |Urited States LS -l
Create certificate | Restart web server |

ok | Cancel | Apply |

The options for enabling and configuring WorldClient to use SSL are located on the SSL & Certificates
dialog (click Ctrl+L or Security>SSL/TLS/Certificates..>WorldClient). For your convenience these
options are also located on the WorldClient/RelayFax Properties dialog (click Ctrl+W or
Setup>WorldClient..>HTTPS).

Note

This dialog only applies to WorldClient when using its built-in web server. If you have
configured WorldClient to work with IIS instead of its own web server then these options
will not be used—SSL support must be configured within IIS.

HTTPS Options

Accept HTTP connections only
Choose this option if you do not wish to allow any HT'TPS connections to WorldClient. Only HTTP
connections will be accepted.
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Accept HTTP and HTTPS connections

Choose this option if you want to enable SSL support within WorldClient, but do not wish to force your
WorldClient users to use HT'TPS. WorldClient will listen for connections on the HTTPS port designated
below, but it will still respond to normal http connections on the WorldClient port designated on the Web
Server tab of the WorldClient (web mail) dialog.

Accept HTTPS connections only
Choose this option if you want to require HTTPS when connecting to WorldClient. WorldClient will

respond only to HTTPS connections when this option is enabled—it will not respond to HTTP requests.

Redirect HTTP connections to HTTPS
Choose this option if you wish to redirect all HTTP connections to HTTPS on the HTTPS port.

HTTPS port
This is the TCP port that WorldClient will listen to for SSL connections. The default SSL port is 443. If

the default SSL port is used then you will not have to include the port number in WorldClient'’s URL
when connecting via HTTPS (i.e. “https://example.com” is equivalent to “https://example.com:443”).

Note

This is not the same as the WorldClient port that is designated on the Web Server tab of the
WorldClient (web mail) dialog. If you are still allowing HTTP connections to WorldClient
then those connections must use that other port to connect successfully. HTTPS
connections must use the HTTPS port.

Select Certificate

This box displays your SSL certificates. Single-click a certificate in this list to designate it as the certificate
that you wish WorldClient to use. Double-click a certificate to open it in the Certificate dialog on which
you can review its details.

Note

Currently, MDaemon does not support multiple certificates for WorldClient. All
WorldClient domains must share a single certificate. If you have more than one WorldClient
domain then enter those domain names (and any others that you wish to use to access
WorldClient) into the control called “Alfernative host names (separate multiple entries with a
comma)”’ outlined below.

Delete
Select a certificate in the list and then click this button to delete it. A confirmation box will open and ask

you if you are sure that you want to delete the certificate.

Create Certificate

The following controls are used to create certificates. To edit any certificate, double-click its entry in the
list above.
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Host name
Enter the host name to which your users will connect (for example, “wc.example.com”).

Organization/company name
Enter the organization or company that “owns” the certificate here.

Alternative host names (separate multiple entries with a comma)

Currently, MDaemon does not support multiple certificates—all WorldClient domains must share a single
certificate. If there are alternative host names to which users may be connecting and you want this
certificate to apply to those names as well, then enter those domain names here separated by commas.
Wildcards are permitted, so “*.example.com” would apply to all sub domains of example.com (for
example, “wc.example.com”, “mail.example.com”, and so on).

Encryption key length

Choose the desired bit-length of the encryption key for this certificate. The longer the encryption key the
more secure the transferred data will be. Note, however, that not all applications support key lengths
longer than 512.

Country/region
Choose the countty or region in which your server resides.

Create Certificate
After entering the information into the above controls, click this button to create your certificate.

Restart web server
Click this button to restart the web server. The web server must be started before new certificates will be
used.
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WebAdmin

S5L & Certificates

MDaemon | WorldClient WebAdmin
HTTPS options

8 " Accept HTTF connections only HTTPS port | 1000
" Accept HTTP and HTTPS connections

(* Accept HTTPS connections anly
" Redirect HTTP connections ta HTTPS

Select cerhificate

‘:%“_-' Subject |2zLEr E wpiration date

Wi, example.com vz, example. com 21142008

Double click on a certificate to view its properties [elete

Create certificate

#.pi| Host name [ex: we.altn.com) |e:-:ample.|:|:|m

(rganization / company hame |E:-:ample Corp

Alternative host names [geparate multiple entries with a comma)

Encrption ke length |'||:|24 j
Country / region |Urited States LS -l
Create certificate | Restart web server |

ok | Cancel | Apply |

The options for enabling and configuring WebAdmin to use SSL are located on the SSL & Certificates
dialog (click Ctrl+L or Security>SSL/TLS/Certificates...->WebAdmin). For your convenience, however,
you can also access these options on the HTTPS tab of the WebAdmin dialog (click Alt+l or
Setup>WebAdmin..>HTTPS).

Note

This dialog only applies to WebAdmin when using MDaemon’s built-in web server. If you
have configured WebAdmin to work with some other web server, these options will not be
used—SSL/HTTPS support must be configured within IIS.

HTTPS Options

Accept HTTP connections only
Choose this option if you do not wish to allow any HTTPS connections to WebAdmin. Only HTTP
connections will be accepted.
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Accept HTTP and HTTPS connections
Choose this option if you want to enable SSL support within WebAdmin, but do not wish to force your
WebAdmin users to use HT'TPS. WebAdmin will listen for connections on the HTTPS port designated
below, but it will still respond to normal http connections on the WebAdmin port designated on the Ports
tab of the Primary Domain dialog.

Accept HTTPS connections only
Choose this option if you want to require HTTPS when connecting to WebAdmin. WebAdmin will
respond only to HTTPS connections when this option is enabled—it will not respond to HTTP requests.

Redirect HTTP connections to HTTPS
Choose this option if you wish to redirect all HTTP connections to HTTPS on the HTTPS port.

HTTPS port
This is the TCP port that the web server will monitor for SSL connections. The default SSL port is 443. If

the default SSL port is used then you will not have to include the port number in WebAdmin’s URL when
connecting via HT'TPS (i.e. “https://example.com” is equivalent to “https://example.com:443”).

Note

This is not the same as the port designated on the Ports tab of the Primary Domain dialog.
If you are still allowing HTTP connections, then those connections must use that port.
HTTPS connections must use the HTTPS port.

Select Certificate

This box displays your SSL certificates. Single-click a certificate in this list to designate it as the certificate
that you wish WebAdmin to use. Double-click a certificate to open it in the Certificate dialog on which
you can review its details.

Note

Currently, MDaemon does not support multiple certificates for WebAdmin—all
WebAdmin domains must share a single certificate. If you have more than one domain then
enter those domain names (and any others that you wish to use to access WebAdmin) into
the control called “Alternative host names (separate multiple entries with a comma)’ outlined below.

Delete
Select a certificate in the list and then click this button to delete it. A confirmation box will open and ask

you if you are sure that you want to delete the certificate.
Create Certificate

The following controls are used to create certificates. To edit any certificate, double-click its entry in the
list above.

Host name
Enter the host name to which your users will connect (for example, “wa.example.com”).
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Organization/company name
Enter the organization or company that “owns” the certificate here.

Alternative host names (separate multiple entries with a comma)

Currently, MDaemon does not support multiple certificates—all domains must share a single certificate. If
there are alternative host names to which users may be connecting and you want this certificate to apply to
those names as well, then enter those domain names here separated by commas. Wildcards are permitted,
so ‘“*.example.com” would apply to all sub domains of example.com (for example,
“wa.example.com”, “ webadmin.example.com”; and so on).

Encryption key length

Choose the desired bit-length of the encryption key for this certificate. The longer the encryption key the
more secure the transferred data will be. Note, however, that not all applications support key lengths
longer than 512.

Country/region
Choose the country or region in which your server resides.

Create Certificate
After entering the information into the above controls, click this button to create your certificate.

Restart web server
Click this button to restart the web server. The web server must be started before new certificates will be
used.

Creating and Using SSL Certificates

In Windows 2000/XP, when using the SSL. & Certificates dialog to create certificates, MDaemon
generates certificates that are self-signed. In other words, the Issuer of the certificate, or Certificate
Authority (CA), is the same as the owner of the certificate. This is perfectly valid and allowed, but because
the CA won’t already be listed in yours users’ lists of trusted CAs, whenever they connect to WorldClient
ot WebAdmin’s HTTPS URL they will be asked whether or not they wish to proceed to the site and/or
install the certificate. Once they agree to install the certificate and trust your WorldClient’s domain as a
valid CA they will no longer have to see the security alert message when connecting to WorldClient or
WebAdmin.

When connecting to MDaemon via a mail client such as Microsoft Outlook, however, they will not be
given the option to install the certificate. They will be allowed to choose whether or not they wish to
continue using the certificate temporarily, even though it isn’t validated. Each time they start their mail
client and connect to the server, they will have to choose to continue using the non-validated certificate.
To avoid this you should export your certificate and distribute it to your users via email or some other
means. Then, they can manually install and trust your certificate to avoid future warning messages.

Creating a Certificate
To create a certificate from within MDaemon:

1. Move to the SSL & Certificates dialog within MDaemon (click Ctr+L or
Security>SSL/TLS/Certificates... on MDaemon’s menu bar).
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2.

In the text box labeled, “Host name’, enter the domain to which the certificate belongs (for
example, “mai I .example.com”).

Type the name of the organization or company that owns the certificate into the text box labeled,
“Organization/ company nanme’.

In “Alternative host names...”, type all other domain names that your users will be using to access

2% €

your server (for example, “*.mydomain.com”, “example.com”, “wc.altn.com”, and so on).
Choose a length for the encryption key from the drop-down list box.
Choose the Country/region whete your setver resides.

Click Create certificate.

Using Certificates Issued by a Third-party CA

If you have purchased or otherwise generated a certificate from some source other than MDaemon, you
can still use that certificate by using the Microsoft Management Console to import it into the certificate
store that MDaemon uses. To do so:

1.

10.

11.

12.

On your Windows toolbar, click Start->Run.., and then type “mmc /a” into the “Open:” text
box.

Click OK.

In the Microsoft Management Console, click Console->Add/Remove Snap-in... (or press Ctri+M
on your keyboard).

On the Standalone tab, click Add....

Click Certificates, and then click Add.

Choose Computer account, and then click Next.

Choose Local computer, and then click Finish.

Click Close, and click OK.

Under “Certificates (Local Computer)”, click the “Certificates” subfolder under the “Trusted
Root Certification Authorities” folder if the certificate that you are importing is self-signed. If it is
not self-signed then click the “Personal” folder.

Click Action>All Tasks>Import... , and click Next.

Enter the file path to the certificate that you wish to import (using the Browse button if
necessary), and click Next.

Click Next, and click Finish.
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Note

MDaemon will only display certificates that have private keys using the Personal
Information Exchange format (PKCS #12). If your imported certificate does not appear in
the list then you may need to import a *.PEM file, which contains both a certificate key and

private key. Importing this file using the same process outlined above will convert it to the
PKCS #12 format.
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Address Suppression

Address Suppression l Host Screening | [P Screening ] Cynamic Screening ]

Currently supprezsed addresses Mew suppression enty
& - "? Diomains Damain narme |.-'1‘-.II Dormains j
All Domains L ,
% this.com Select the domain thiz new suppressed address wil
' apply ta.
? that.com
? example.org Email address |
? Ex:‘:lmple.blz YWildzardz of the form *Edomain. com ar *E@2 7. com
? dailyplanet. com ——

= ? COMPany.com
ﬁ spammer @example.net
? example.com

Remowve | Add |

O ptions

[ Refuze to accept mail during SMTP session

[ Inform sender when their mail iz rejected

Addrezs suppression works by comparing the address within the email meszage itzelf or the address passed in an
incoming SMTF seszion's MAIL parameter ta the values canfigured here. [F a match iz made the meszage iz rejected.
In zome cazes the mezzage iz never accepted in the firzt place.

QK | Cancel Apphy

Use Security>Address Suppression... (or F4) to edit the addresses on the suppression list. This list
contains addresses that are not allowed to send mail traffic through your server. If a message arrives from
an address on this list, it will either be accepted and moved to the bad message queue or refused during
the SMTP session and thus never accepted at all, depending upon your settings. This is useful for
controlling problem users. Addresses may be suppressed on a per domain basis or globally (applied to all
MDaemon domains).

Currently Suppressed Addresses
This window displays all currently suppressed addresses listed by the domain that is suppressing them.
New Suppression Entry

Domain name

Choose the domain to which this suppressed address will apply. In other words, what domain do you
want to prevent from receiving mail from the suppressed address? Choose “All Domains” from this list to
suppress the address globally.

Note

Messages arriving from addresses listed in the “All Domains” category will be accepted and
then moved to the bad message queue. Messages from addresses listed under specific
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domains will be handled according to that domain’s suppression settings. See “Refiuse to accept
maitl during SMTP session”” and “Inform sender when their mail is rejected’ below for more
suppression options.

Email address

Enter the address that you wish to suppress. Wildcards ate accepted, therefore ‘“*@badmail.com” will
suppress any message from any user at “badmail.com” and “frank@*” will supptess any message from
anyone named “frank”, regardless of the domain the message is from.

Remove
Click this button to remove an entry that you have selected in the Currently Suppressed Addresses display.

Add
Click this button to add the designated user to the suppression list.

Options

Refuse to accept mail during SMTP session

When this control is enabled, mail to the selected domain from a suppressed address will be refused
during the SMTP transaction stage. No mail to that domain from a suppressed address will ever be stored
on your server, even in temporary work files. When this control is disabled, messages will be accepted but
then moved to the bad message queue. This feature is set on a per domain basis; it is not available for “All
Domains” suppressed addresses.

Inform sender when their mail is rejected
If selected, a polite message will be routed back to the suppressed sender telling him or her that their
message was deleted. This feature is set on a per domain basis.

Note

In order for this function to work, a copy of the message must be downloaded during the
SMTP session so that it can be parsed. Consequently, this option is incompatible with the
“Refuse to accept mail during SMTP session” switch.
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Host Screening

Address Suppression  Host Screening l IP Screening ] Cynamic Screening ]

Current hosgt screen entries Mew hogt screen entry
& =% 1P Addresses Local IP [127.00.1 |
% ':'"21254 Select the P that this new zcreen will belang ba.
gl spam.example.net,Prever Remate host | Add
? 4.3.2.1 YWildcardz of the form * alkn.com or altn,*. com are acceptable.
? 127.0.0.2 IJze # to match to any numeric walue,
o 127.0.0.1

* Thiz remate host can connect

" This remate host can not connect Femove

Default For Undefined Hosts

* Undefined hosts can connect to this local [P

" Undefined hosts can not connect ta this local 1P

Hoszt Screening works by comparing the PTH lookup result [if arw] az well as the HELO/EHLD walue with the walues
listed here. If a match iz found the connection iz either allowed ar digallowed accaording ta the configuration found
here.

QK | Cancel Apphy

Current Host Screen Entries

This window displays all hosts that are being screened by MDaemon. They are listed either globally or
according to the Local IP Address to which they apply.

New Host Screen Entry

Local IP
Choose from the drop-down list either “All IP’s” or the local IP to which you wish to apply the screen.
This is the IP address that the remote host is attempting to connect to.

Remote host

Enter a host that you wish to add to the screened list. Wildcards are permitted, so you could enter
“*_example.com” to prevent or allow connections from all sub domains of example.com, or
“example.™” to apply the screen to all top-level domains beginning with “example”. The wildcard
“#” can be used to match any numeric value. Click the Add button to add the specified host to the list.

This remote host can connect

Selecting this option will allow only those hosts designated under the given local IP to connect and deliver
messages to that IP address. Attempts to connect to that IP address by hosts not specified in the listing
will be refused and immediately aborted. This option is useful for setting up private mail network systems.
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This remote host can not connect

Selecting this option will allow all hosts other than those designated under the given local IP to connect
and deliver messages to that IP address. When a screened host attempts to connect to that IP address, the
connection will be refused and immediately aborted. This option is useful for excluding hosts that cause
problems for your mail transport system.

Add
Click this button to add the host to the list.

Remove
Click this button to remove a selected entry from the list.

Default for Undefined Hosts

Undefined hosts can connect to this local IP
When this option is chosen, all hosts not listed in the host screen will be allowed to connect to the
specified IP address.

Undefined hosts cannot connect to this local 1P
When this option is chosen, only those hosts specifically granted permission in the host screen will be
allowed to connect to the specified IP address.
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IP Screening

Use the Security->Address Suppression/Host, IP, and Dynamic Screening... (F4) menu selection to
configure IP Screening. The IP Screen is a list of IP addresses that you have designated as either
acceptable or non-acceptable. How the server treats attempted connections from the IP addresses listed
on the IP Screen depends on the security setting selected in the Screen editor. You may specify a list of IP
addresses and then configure the server to only allow connections from those on the list, or you can
configure it to abort any connection attempt from an IP address on the list. CIDR notation and the
wildcards *, #, and ? are allowed.

For example:

EEE Matches to any IP address
HHHH Matches to any IP address
192.* * * Matches to any IP that begins with 192

192.168.*.239  Matches to IP addresses from 192.168.0.239 to 192.168.255.239
192.168.0.1??  Matches to IP addresses from 192.168.0.100 to 192.168.0.199

Address Suppression ] Host Screening  |P Screening | Dynamic Screening ]

Current P screen entries Mew IF soreen enty
& = “F 1P Addresses Lacal IP [1.23.4 |
g ':'"21254 Select the P that this new screen will belong to.
g 123.123.123.123,Preven Hemate P | Add
T 4.3.2.1 CIDR notation, ® and 7 and # wildcards are supported.
9 127.0.0.2
7 127.0.0.1

" Thiz IP can connect

* Thiz IP can not connect Remove

Default For Undefined 1Pz

{* |Indefined IPs can connect ta thiz local IP

" |Undefined IPs can not connect to this local IP

I Screening works by comparning the [P of the incoming connection ta the 1Pz specified in thiz dialog. 1F a match iz
made the incoming connection is either allowed or disallowed bazed on how vou have things configured here.

QK Cancel Apphy

Current IP Screen Entries

This window displays all IP addresses that are being screened by MDaemon. They are listed either globally
or according to the Local IP Address to which they apply.

New IP Screen Entry

Local IP
Choose from the drop-down list either “All IP’s” or the local IP to which you wish to apply the screen.
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Remote IP
Enter an IP address that you wish to add to the screened list. You must enter this address in dotted
decimal form. The IP Screen works with IP addresses only. Click the Add button to add the specified IP

address to the address listing.

This IP can connect
Selecting this option will allow only those IP addresses specified under the given domain to connect and

deliver messages. Attempts to connect via IP addresses not specified in the listing will be refused and
immediately aborted. This option is useful for setting up private mail network systems.

This IP can not connect
Selecting this option will allow all IP addresses other than those specified in the address listing to connect
and deliver messages. Attempts to connect from IP addresses specified in the address listing will be
refused and immediately aborted. This option is useful for excluding IPs that cause problems for your
mail transport system.

Add
Click this button to add the address specified in the IP Address control to the Current IP Screen Settings

window.

Remove
Click this button to remove a selected entry from the listing.
Default for Undefined IP’s

Undefined IPs can connect to this local IP
When this option is chosen, all IP addresses not listed in the IP Screen will be allowed to connect.

Undefined IPs cannot connect to this local IP
When this option is chosen, only those IP addresses specifically granted permission in the IP Screen will
be allowed to connect.
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Dynamic Screening

Address Suppression ] Host Screening ] IP Screening  Chynmamic Screening l

Diynamic Screening

& v Activabe dynamic screening Advanced

Ban senders who cauze thiz many failed RCPT attempts 3

[v Ban senders that connect mare than 5 times in 5 minutes
[v Ban senders that Fail this many authentication atkempts Ki
B an senders far this many minutes 10

v Cloze SMTF seszion after banning site

[v [ion't ban senders who use an authenticated session

Dynamic Screening works by tracking the behavior of senders as they attempt to deliver mail. If they behave in a
sLzpiciouE way future connections fram them are punizhed according to the settings here.

ok | Cancel Apply |

Using the Dynamic Screening features, MDaemon can track the behavior of sending servers to identify
suspicious activity and then respond accordingly. For example, with Dynamic Screening you can
temporarily ban an IP address from future connections to your server once a specified number of
“unknown recipient” errors occur during a mail session with that IP address. You can also ban senders
that connect to your server more than a specified number of times in a specified number of minutes, and
senders that fail authentication attempts more than a designated number of times.

When a sender is banned, it is not permanent. The sender’s IP address will be banned for the number of
minutes that you have specified on this dialog. Further, from the _Adpanced button on this dialog you can
open the TARPIT .DAT file, which contains a list of the banned IP addresses and the length of time each
will be banned. This file is memory resident and can be changed from the Advanced button or manually
with a text editor. Note: when editing this file manually you can create a blank file called TARPIT . SEM
and place it in MDaemon’s \APP\ directory. This will cause MDaemon to reload the memory resident
TARPIT.DAT file thus implementing your changes.

Dynamic Screening

Activate dynamic screening
Click this check box to activate dynamic screening.

Advanced
Click this button to open the tarpit.dat file in a text editor. This file lists all IP addresses that have

been banned by Dynamic Screening. You can manually add IP addresses and the number of minutes to
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ban them by listing them one entry per line in the form: IP_address<space>Minutes. For example,
1.2.3.4 60.

Ban senders who cause this many failed RCPT attempts

When a sender causes this number of “Recipient unknown” errors during a mail session it will be
automatically banned for the number of minutes specified in the Ban senders for this many ninutes option
below. Frequent “Recipient unknown” errors are often a clue that the sender is a spammer, since
spammers commonly attempt to send messages to outdated or incorrect addresses.

Ban senders that connect more than [X] times in [X] minutes

Click this check box if you wish to temporarily ban senders who connect to your server an excessive
number of times in a limited time period. Specify the number of minutes and the number of connections
allowed in that period.

Ban senders that fail this many authentication attempts

Use this option if you wish to temporarily ban senders that fail an authentication attempt a specified
number of times. This can help prevent attempts to “hack™ a user account and falsely authenticate a
session.

Ban senders for this many minutes

When an IP address is automatically banned, this is the number of minutes the ban will last. When the ban
expires the host will be able to send to you again normally. This feature prevents you from accidentally
banning a valid sender permanently.

Close SMTP session after banning site
Enabling this option causes MDaemon to close the SMTP session after the sender’s IP address is banned.

Don’t ban senders who use an authenticated session
Click this checkbox if you want senders who authenticate their mail sessions before sending to be exempt
from Dynamic Screening.
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IP Shielding

Security

IP Shielding l SMTP Authentication | POP Before SMTF | Site Palicy

Currently defined domain/AF pairs
v Meszzages to valid local uzers are exempt fram domainIP matching
[+ IP Shield honors aliazes

altn.com, 3.3.2.3

altr.com, 2.2.2.2

altr.corm, 1.1.1.1
wyz example.net, 127.0.0.%

Femove |

D'amain name IP addres=

| &dd

Wildoards like = altn.com and 192.168.0.7 ok

When a meszage claims to be from ane of these domainz [ie.. MAIL FRORM:
mailboxistdomain. com) then the |P address delivering the meszage must be
equal ko the comezponding value specified here.

| k. | Cancel

Use the Security=>IP Shielding... menu selection to configure IP Shielding. The IP Shield is a list of
domain names and matching IP addresses that will be checked during the SMTP MAIL FROM:
command. An SMTP session claiming to be from someone at one of the listed domains will be honored
only if it is coming from a machine with one of the associated IP addresses. For example, suppose your
domain name is mdaemon.com and your local LAN computers use IP addresses in the range from
192.168.0.0 to 192.168.0.255. With this information you can set up IP Shielding to associate the domain
name mdaemon.com with the IP address range 192.168.0.* (wildcards are allowed). Thus anytime a
computer connects to your SMTP server and states, “MAIL FROM <someone@mdaemon .com>",
the SMTP session will continue only if the connecting computer has an IP address within the required
range from 192.168.0.0 to 192.168.0.255.

Currently Defined Domain/IP Pairs

This is the list of domain names and their corresponding IP addresses that will be compared when
someone attempts to connect to MDaemon claiming to be from one of them.

Messages to valid local users are exempt from domain/IP matching

Click this option if you want only those messages that are destined for a non-local user or invalid local
uset to be checked for a domain/IP match. This will prevent others from posing as one of your local
users in order to relay their mail through your server but save resources by not checking those sending
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messages to users on your server. If you click both this option and the IP Shield honors aliases option below,
messages to valid aliases will be accepted as well.

IP Shield honors aliases

Click this option if you want the IP Shield to honor address aliases when checking domain/IP address
shields. If IP Shield honors aliases is clicked, the IP Shield will translate an alias to the true account to which it
points and thus honor it if it passes the shield. Without this option enabled, the IP Shield will treat each
alias as if it is an address independent of the account that it represents. Thus, if an alias’ IP address violates
an IP Shield then the message will be refused. This option is mirrored on the Alias Editor
(Accounts->Address aliases...)—changing the setting here will be reflected there.

If you want incoming messages to valid address aliases to be exempt from IP Shielding then click both
this option and the Messages to valid local nsers are exempt from domain/ IP matching option above.

Domain name
Enter the domain name that you wish to associate with a specific IP address range.

IP address
Enter the IP address that you wish to associate with a domain name. You must enter this address in
dotted decimal form.

Add
Click the Add button to add the domain and IP address range to the listing.

Remove
Click this button to remove the selected entries from the listing.

184 SMTP AUTHENTICATION



CHAPTER 9 SECURITY FEATURES

SMTP Authentication
Security @E|

IP Shiglding  SMTP Authentication ] POP Before SMTP | Site Policy |
SMTP Authentication

v Authenticated senders are valid regardless of the IP they are uzing

Select thiz switch and MO aemon will ignore the [P restictions setup by the [P
Shield when a meszage comes from an authenticated source.

v Authenticated users are exempt from the POP Befare SMTP requirernent

Select thiz switch and MD aemon will exermpt authenticated sezzionz from any
POF Before SMTP restrictions.

v Authentication iz always required when mail iz from local accounts
[v . unless meszage iz to a local account
These settings control what level of AUTH iz required for local accounts

[v M ail from 'Postmaster’, 'abuse’, 'webmaster' requires authertication

Spammers and hackers know that certain addrezzes may exist. “ou can uze
thiz witch to prevent them from exploiting this fact.

[ Authentication credentials must match thoze of the email sender

Thiz zwitch requires the sender of the email to uze only hiz/her own authentication
credentialz.

Global AUTH pazsward |

In some cazes it iz useful to provide a global password for authentication.

| k. | Cancel Apply

SMTP Authentication

Authenticated senders are valid regardless of the IP they are using

When this control is active, currently shielded IP addresses will not apply to users that have been
authenticated. Mail will be accepted from them regardless of the IP address from which they are
connecting.

Authenticated users are exempt from the POP before SMTP requirement

If you are utilizing the POP before SMTP security feature below, you may click this control to make
authenticated users exempt from this restriction. An authenticated user will not need to check his or her
email before sending messages.

Authentication is always required when mail is from local accounts
When this option is enabled and an incoming message claims to be from one of MDaemon’s domains,
the account must first be authenticated or MDaemon will refuse to accept the message for delivery.

...unless message is to a local account

If you are requiring authentication of messages from local accounts but wish to skip the authentication
when the recipient also is a local account, and then click this option. Note: this may be necessary in some
situations where you require some of your users to use different mail servers for outgoing and incoming

mail.
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Mail from *Postmaster”, ‘abuse’, ‘webmaster’ requires an authenticated session

Click this checkbox to requite messages claiming to be from one of your “postmastet(@...”, “abuse@...”
or “webmaster@...”” aliases ot accounts to be authenticated before MDaemon will accept them.
Spammers and hackers know that these addresses might exist, and may therefore attempt to use one of
them to send mail through your system. This option will prevent them and other unauthorized users from
being able to do so. This option is also available on the Alias Editor (Accounts->Address
aliases..~>Options). Changing the setting here will be reflected there as well.

Authentication credentials must match those of the email sender

Click this checkbox if you wish to require users who authenticate during SMTP delivery to use only their
own authentication credentials. The logon and password used must be those of the sender given in the
SMTP MAIL command. This will prevent valid local users from being able to send email through your
system from addresses other than their own.

Global AUTH password
It the Authenticated senders are valid regardless of the IP they are using control is enabled, MDaemon accounts

configured for dynamic NT authentication must use this global AUTH password for authentication
instead of their normal N'T' password.
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POP Before SMTP

Security

IP Shielding | SMTP Authentication POP Before SMTP | Site Folicy |
POF Before SMMTP

@ v Local zender must have accessed mailbox within last A minutes

Click here to force local users to check mail with POP, IMAP, ar ‘worldClient
before MD aemon will accept a meszage fram therm.

v Meszsages collected via ATREN are exempt fram this requirement
[ Messages sent o local recipients are exempt from this requirement

v Meszages zent from tusted IPs are exempt from this requirernent

| ] | Cancel Apply

POP Before SMTP

Local sender must have accessed mailbox within last [XX] minutes

With this feature enabled, whenever someone claims to be a local user they must have logged in and
checked their local mailbox within the specified number of minutes before they will be allowed to send
mail.

Messages collected via ATRN are exempt from this requirement
Click this control if you want messages collected via ATRN to be exempt from the POP Before SMTP

requirement.

Messages sent to local recipients are exempt from this requirement

Click this checkbox if you want messages that are sent from one local user to another to be exempt from
the “Local sender must have accessed mailbox...” requirement. Ordinarily, MDaemon will enforce the
“POP before SMTP” requirement as soon as the sender is known, but when this control is enabled
MDaemon will wait until the recipient of the message is revealed before determining whether or not it is
required.

Messages sent from trusted IPs are exempt from this requirement
If this checkbox is enabled, messages artiving from a domain listed in the Currently defined domain/ IP pairs
area of this dialog will be exempt from the Local sender must have accessed mailbox. . . requirement.
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Site Policy

Security

IP Shielding ] SMTF Authentication | POP Before SMTP Site Folicy

Site policy

A gite policy iz text that ig franzmitted to the zending mail zerver at the beginning
of each mail zeszion. |tiz usually something like "Unauthorized relay prohibited"!
ar "All tranzactions and P addresses are lagaed".

e do not relay mail
No 3pam 4llowed!

Fleaze limit your policy to 15 ines of 75 characters each. RFC 2821 says blank
linez are naot allowed. Blank, lines will be replaced with * during SMTF sessionsz.

| ] | Cancel Apply

Creating an SMTP Session Policy Statement

Use this dialog to specify a Site Security Policy. The text is stored in the policy.dat file located in
MDaemon’s \app\ subdirectory and is transmitted to sending servers at the beginning of every SMTP
mail session. An example of a common site policy is, “This server does not relay” or
“Unauthorized use prohibited.” You do not need to prepend each line with “220” or “220-"".
MDaemon handles each line accordingly, either with or without these prepended codes.

A site usage policy with a statement regarding relaying of mail would look like this during the SMTP
transaction:

220-Alt-N Technologies ESMTP MDaemon v9.0

220-This site does relay unauthorized email.

220-1f you are not an authorized user of our server
220-then you must not relay mail through this site.
220

HELO domain.com..

The POLICY .DAT file must be comprised of printable ASCII text only and have no mote than 512
characters per line; however no more than 75 characters per line is highly recommended. The maximum
size of this file is 5000 bytes. MDaemon will not display files larger than 5000 bytes.
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Relay Settings

Greylisting ] Reverze Lookup ] LAM [Ps ]
Relap Settings l Trusted Hosts ] Tarpit Settings ]
kd ail relaying

% [v Thiz zerver does not relay mail for foreign domains
With thiz zwitch enabled MD aemon will not accept a message for deliverny
unlezs it iz either FROM or TO a known uzer.
[v Refuze to accept mail for unknown local users
iith thiz switch set MDaeman will refuze to accept any message addressed
to a local uzer who does not exist.
[+ Sender's address must be valid if it claims to be from a local domain
A comrmon tactic uged to get around anti-relay measzures iz o guess a valid
account name and ty to zend mail using it. Click here and guessing will not
be Fruitful.
[ Mail addressed to known aliazes can always be relaped
Wwhith D aemon it iz poszsible to create aliazes that paint to other non-local
domainz. Chck here if it iz ok to relay mail to such aliases.
[ Mail zent via authenticated SMTP sessions can always be relayed
If senders can authenticate wzing the AUTH protocol oddz are they should
be allowed ko relay.
[ Mail can always be relayed through domain gateways

Take care when enabling this switch, “rou should make sure vour gateway
domainz are zecured by ALUTH ar the [P Shigld.

k. | Cancel

Use the Security->Relay/... (Alt+F1) menu selection to define how your server reacts to mail relaying.
When a message atrives at your mail server that is neither from nor to a local address, your server is being
asked to relay (or deliver) the message on behalf of an unknown third party. If you do not want your
server to relay mail for unknown users you can use the options provided here.

\N.@ Warning!

Relaying email indiscriminately for other servers could result in your domain being
blacklisted by one or more RBL hosts (see page 135). Open relaying is greatly discouraged
because “spammers” exploit open servers to hide their tracks.
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Mail Relaying

This server does not relay mail for foreign domains
When this switch is selected, MDaemon will refuse to accept messages for delivery that are both FROM
and TO a non-local user.

Refuse to accept mail for unknown local users
When this checkbox is enabled, MDaemon will refuse to accept mail that is for a local domain but
addressed to a nonexistent user. “Local” includes both LAN and Domain Gateways.

Sender’s address must be valid if it claims to be from a local domain

If the person sending a message claims to be from one of MDaemon’s domains, the account used will be
verified against the account database. The local account must exist or MDaemon will refuse to accept the
message for delivery.

Mail addressed to known aliases can always be relayed
Click this control if you want MDaemon to relay mail for Address Aliases (page 369) regardless of your
Relay Control settings.

Mail sent via authenticated SMTP sessions can always be relayed
When this checkbox is enabled, MDaemon will always relay mail when it is sent via an authenticated
SMTP session.

Mail can always be relayed through domain gateways
Enable this checkbox if you want MDaemon to permit mail relaying through domain gateways regardless

of your Relay Control settings. This feature is disabled by default and isn’t recommended.
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Trusted Hosts

Security
Greylizting Reverse Lookup ] LAM |Ps ]
Relay 5 ettings Truzted Hosts l T arpit Settings ]

Ciomain and IP permizsions

o @ Thesze domains can be trusted and are exceptions to the no-relay rules.

Truzted domaing Truzted IP addreszes
friend. example. com 1.22.4
ridagrman. com 123123123123

ryhorme. example. com

Wildzards like 192.168.0.% are ok.

Mew trusted damain Mew truzted |P address

Add | Remowve | Add | Remove |

k. | Cancel | |

Domain and IP Permissions

Trusted domains
Domains that you list here are exceptions to the no-relay rule. These domains are “trusted” by your server

and MDaemon will not refuse to relay mail for their users.

New trusted domain
Enter a new domain name to be added to the Trusted Domains list.

Add
Click this button to add the new domain to the Trusted Domains list.

Remove
Click this button to remove the selected entties from the Trusted Domains list.

Trusted IP addresses
IP addresses that you list here are exceptions to the no-relay rule. These IP addresses are “trusted” by your

server and MDaemon will not refuse to relay mail for their users.
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New trusted IP address
Enter a new IP address to be added to the Trusted IP Addresses list.

Add
Click this button to add the new IP address to the Trusted IP .Addresses list.

Remove
Click this button to remove the selected entries from the Trusted IP Addresses list.

192 TARPIT SETTINGS



CHAPTER 9 SECURITY FEATURES

Tarpit Settings
Gresdisting ] Reverse Lookup ] LAM IPs ]
Relay Settings ] Trusted Hosts Tarpit Settings
Tarpit Sethings

T arpitting iz the deliberate inzertion of a delay in SMTP proceszsing 20 az to
dizcourage the sending server from continuing to attempt deliven,.

v Activate tarpiting Wihite list

SkTF EHLO/HELD delay [in seconds] 0 (0= none]
SKMTF RCPT tarpit threzhold 4]
SKMTF BCFT tarpit delay [in seconds] 10 Scaling factar 1

[v Authenticated sessions are exempt from tarpitting

QK | Cancel

Click Security->Relay/Trusts/Tarpit/... (Alt+F1) to open this dialog. It is used for configuring two security
features: Tarpitting and Automatic IP Screening.

Tarpitting makes it possible for you to deliberately slow down a connection once a specified number of
RCPT commands have been received from a message’s sender. This is to discourage spammers from
trying to use your server to send unrequested bulk email (“spam™). You can specify the number of RCPT
commands allowed before tarpitting begins and the number of seconds to delay the connection each time
a subsequent command is received from that host during the connection. The assumption behind this
technique is that if takes spammers an inordinately long period of time to send each message then that will
discourage them from trying to use your server to do so again in the future.

Tarpit Settings

Activate tarpitting
Click this check box to activate MDaemon’s tarpitting features.
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SMTP EHLO/HELO delay (in seconds)

Use this option to delay the server response to EHLO/HELO SMTP commands. Delaying the responses by
even as little as ten seconds can potentially save a significant amount of processing time by reducing the
amount of spam received. Frequently spammers depend on rapid delivery of their messages and therefore
do not wait long for a response to EHLO/HELO commands. With even a small delay, spam tools will
sometimes give up and move on rather than wait for a response. Connections on the MSA port
(designated on the Ports tab of the Primary Domain editor) are always exempt from this delay. The
default setting for this option is “0”’, meaning EHLO/HELO will not be delayed.

SMTP RCPT tarpit threshold

Specify the number of SMTP RCPT commands that you wish to allow for a given host during a mail
session before MDaemon will begin tarpitting that host. For example, if this number was set to 10 and a
sending host attempted to send a message to 20 addresses (i.e. 20 RCPT commands), then MDaemon
would allow the first 10 normally and then pause after each subsequent command for the number of
seconds specified in the SMTP RCPT farpit delay control below.

SMTP RCPT tarpit delay (in seconds)
Once the SMTP RCPT tarpit threshold is reached for a host, this is the number of seconds that MDaemon

will pause after each subsequent RCPT command is received from that host during the mail session.

Scaling factor
This value is a multiplier by which the base tarpit delay will be increased over time. When the tarpit

threshold is reached and the tarpit delay is applied to a session, each delay will be multiplied by this value
to determine to length of the next delay in the session. For example, if the tarpit delay is set to 10 and the
scaling factor is set to 1.5 then the first delay will be 10 seconds, the second will be 15 seconds, the third
22.5, then 33.75, and so on (ie. 10 x 1.5 = 15, 15 x 1.5 = 22.5, etc.). The default Scaling factor is 1,
meaning that the delay will not be increased.

White list
Click this button to open the Tarpitting White List dialog. On it you can designate IP addresses that you
wish to be exempt from tarpitting,

Authenticated sessions are exempt from tarpitting
Click this checkbox if you want senders who authenticate their mail session to be exempt from Tarpitting.
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Reverse Lookup

Relay Settings ] Trusted Hosts ] Tamit Settings ]
Greylisting Reverse Lookup ] LAN IPs |

Reverze lookups

These switchesz allow MO aemon ko track into the log files the result of a
reverze [ookup on the incoming host's [P or identification.

[+ Perform PTHR lookup on inbound SMTF connections
[ Send 501 and cloze connection if no PTR record exists [caution)
[ Send 501 and cloge connection if no PTR record match
v Perform lookup on HELO/EHLO damain
[ Send 501 and cloze connection on forged identification [caution)
I Refuse to accept maill if a lookup returns 'damain not found'
[ ... 2end 501 ermor code [momally sends 451 error code)
[ .. and then claze the connection
[+ Perform lookup on value pazzed in the MAIL command
[ Send 501 and cloze connection on forged identification [caution)
Iv Refuse to accept maill if a lookup returns 'damain not found'
[ ... 2end 501 erar code [narmally zendz 451 ermor code)
[ .. and then cloze connection

[+ [nzert #-Lookupfarning header into suspicious meszages
Thiz header will contain useful information for filkerning. wikite lizt

ok | Cancel | Apply |

Using the controls on this tab, MDaemon can be configured to do a reverse lookup on the domain passed
in the HELO/EHLO and/or MAIL commands. When performing the lookups MDaemon will attempt to
acquire all of the MX and A record IP addresses for the given domain. Then the IP of the machine
making the connection is compared to this list in an attempt to determine whether the sender might be
forging their identity.

Oftentimes the sending mail server’s IP address will not match any known MX or A records for a given
domain and yet still be delivering the mail legitimately. The purpose of the Reverse Lookup process is
therefore not to exclude mail but to include as much information as possible in the log files, and to
provide the means whereby the postmasters can act according to their own local policies regarding these
suspicious messages. To that end, an option exists that makes it possible for a special header to be inserted
into all messages that do not pass a reverse lookup. The content filter system can then be used to
determine the fate of messages containing the header.
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You can also perform reverse lookups on pointer (PTR) records of incoming IP addresses. When using
this option the connection can be aborted or a warning header inserted into the message if the incoming
IP address does not match any PTR record.

Finally, it is generally agreed that accepting mail from sources that identify themselves by using a domain
that does not exist should be optional. Therefore, a switch exists that makes it possible for you to refuse
messages for which the reverse lookup process returns a “domain not found” message from the DNS
server. In such cases, MDaemon will return a 451 error code, refuse to accept the message, and then
allow the SMTP session to progress. However, should you wish to return a 501 error code, close the
socket connection, or do both, other switches are provided for those purposes.

Trusted IP addresses and localhost (127.0.0.1) are always exempt from reverse lookups.

Reverse Lookups

Perform PTR lookup on inbound SMTP connections
Enable this option if you want MDaemon to perform pointer record lookups on all inbound SMTP
connections.

...send 501 and close connection if no PTR record exists (caution)
If this box is checked then MDaemon will send a 501 etror code (syntax error in parameters or
arguments) and close the connection if no PTR record exists for the domain.

...send 501 and close connection if no PTR record match
If this box is checked then MDaemon will send a 501 etror code (syntax error in parameters or
arguments) and close the connection if the result of a pointer record lookup fails to match.

Perform lookup on HELO/EHL O domain

Click this box if you want a lookup to be performed on the domain name that is reported during the
HELO/EHLO portion of the session. The HELO/EHLO command is used by the client (sending
machine) to identify itself to the server. The domain name passed by the client in this command is used by
the setver to populate the From portion of the Received header.

Perform lookup on value passed in the MAIL command
Enabling this switch will cause a lookup to be performed on the domain name that is passed during the

MAIL command portion of the mail transaction. The address passed in the MAIL command is supposed
to be the reverse-path for the message, and is usually the mailbox from which the message is originating.
Sometimes, howevet, it is the address to which error messages should be directed instead.

...send 501 and close connection on forged identification (caution)
Click this check box if you want a 501 etrror code to be sent and then the connection closed when the
result of a lookup appears to be a forged identification.

W Caution!

When the result of a reverse lookup states that the server is using a forged identification, this
result may frequently be incorrect. It is very common for mail servers to identify themselves
with values that do not match their IP addresses. This can be due to ISP limitations and
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restrictions and other legitimate reasons. For this reason, you should exercise caution before
enabling this option. It is likely that using this option could result in your server refusing
some legitimate messages.

Refuse to accept mail if a lookup returns ‘domain not found’
When a lookup results in “domain not found”, enabling this option will cause the message to be

refused with a 451 error code (Requested action aborted: local error in processing) and then the session
will be allowed to progress normally to its conclusion.

...send 501 error code (normally sends 451 error code)
Enable this checkbox if you want the error code that is sent in response to a “domain not found” result to

be 501 (syntax error in parameters or arguments) instead of 451.

...and then close the connection
Click this checkbox if you want the connection to be closed immediately instead of allowed to progress

when “domain not found” is the result of the reverse lookup.

Insert “X-Lookup-Warning’ header into suspicious messages

Click this checkbox if you want a header to be inserted into messages that are considered suspicious due
to the results of the reverse lookup. You can edit the name and content of the header by editing the
tfollowing MDaemon.ini key:

[Special]
LookupWarningHeader=X-LookupWarning: text

If you edit this value, MDaemon will allow you to make the “X-LookupWarning: text” portion anything
that you want, but be certain that your alterations conform to RFC regulations regarding mail headers.

White list
Click this button to open the Reverse Lookup White List dialog. On it you can designate IP addresses that
you wish to be exempt from reverse lookups.
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LAN IPs

Security El PX|

Relay Settings ] Truzted Hosts ] Tarpit Settings ]
Greylisting l Rewverse Lagkup LAM P2

Theze |P'z are on my local LAN

192.168.0% Remove
10.0.0.1 Q
10002

10.0.0.3

Mew local LAM [P

| Add

[v Hide lacal IPs when processing meszage headers
v . hide these LAM IPs also

The |Pz lizted here do not require BAS to reach and are conzidered local
traffic’’ for purposes of bandwidth throttling [PRO version anly).

Wildcardz like 192.168.% % are acceptable.

k. | Cancel Apply |

Note: This dialog is identical to the dialogs of the same name located in RAS Dialup Settings (page 236)
and Bandwidth Throttling (page 453). Changes made to the settings on any one of these dialogs will
appear on all of them.

These IPs are on my local LAN

This tab is used to list IP addresses that reside on your LAN (local area network). These IP addresses
therefore do not require RAS to reach them, and they are treated as local traffic for the purposes of
bandwidth throttling. Further, there are various other security and spam prevention restrictions that they
may be exempt from since they are local addresses.

Remove
Select an IP address from the list and then click this button to remove it. You may also double click an

entry to remove it.

New local LAN IP
Enter an IP address to add to the local IP list and click .Add. Wildcards like 127.0.*.* are permitted.
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Add
After entering an IP Address into the New /ocal I AN IP control, click this button to it to the list.

Hide local IPs when processing message headers
Click this check box if you want MDaemon to hide all local IP addresses when it creates received headers.

...hide these LAN IPs also
If MDaemon is configured to hide local IP addresses, click this check box if you want to hide these LAN

IP addresses as well.
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Greylisting

Relay Settingz ] Truzted Hosts ] Tarpit Settings ]
Greglisting l Reverse Lookup ] LAM 1P ]

Greylist Settings

Greylizting workz by informing the sending mail zerser that a terpaorany emaor
has occured and that it must try delivery again at a future time. The theory is
that zpam toole don't retry deliveny but legitimate mail zervers do.

[v Enable grevlisting Wihite list

[ ... but anly for Gateway domains
Defer intial delivery atternpt with 457 for thiz many minutes | 15

Expire unuzed greylisting databaze records after thiz many days | 10

Greylizting maintaing a data file with information on each

incoming connection, Records in this database will be Ad 4
remaoved if they are inactive for thiz number of davs. ance

[ Don'tinclude 1P address when greylisting [use only MalL & BCPT walues)
[v Don't greplist subsequent connections which pass SPF processing

[v Don't greglist mail from senders in local address books

v Don't greplist messages to mailing lists

[v Con't greplist mail zent over authenticated sessions

[v Dron't greglist mail from tosted 1P

Grevlizting iz a contraversial weapan in the war on spam. [t deliberately
delayz even patentially important meszages. bz alzo resource intensive.

Detailed Information on areylizting can eazily be found on the [nternet.

k. | Cancel | Apply |

Configured from the Security dialog (located at Security=>Relay/.../Greylist... = Greylisting), Greylisting
is a spam-fighting technique that exploits the fact that SMTP servers retry delivery of any message that
receives a temporary (i.e. “try again later”) error code. Using this technique, when a message arrives from a
non-white listed or otherwise previously unknown sender, its sender, recipient, and sending server’s IP
address will be logged and then the message will be refused by Greylisting during the SMTP session with a
temporary error code. Furthermore, for a designated period of time (say, 30 minutes) any future delivery
attempts will also be temporarily refused. Because “spammers” do not typically make further delivery
attempts when a message is refused, Greylisting can significantly help to reduce the amount of spam your
users receive. But, even if the spammers should attempt to retry delivery at a later time, it is possible that
by that time the spammers will have been identified and other spam-fighting options (such as DNS Black
Listing) will successfully block them. It’s important to note, however, that this technique can deliberately
delay “good” email along with the “bad”. But, the legitimate messages should still be delivered sometime
later after the greylisting period has expired. It is also important to note that you have no way of knowing
how long the sending servers will wait before making further delivery attempts. It is possible that
purposely refusing a message with a temporary error code could cause it to be delayed by as little as just a
few minutes or by as much as an entire day.
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There are several traditional problems and negative side-effects associated with greylisting, and the
Greylisting dialog contains a number of options designed to deal with them.

First, some sending domains use a pool of mail servers to send outbound mail. Since a different mail
server could be used for each delivery attempt, each attempt would be treated as a new connection to the
greylisting engine. This could multiply the length of time it would take to get past greylisting because each
of those attempts would be greylisted as if they were separate messages instead of retries of a previous
message. By utilizing an SPF lookup option, this problem can be solved for sending domains who publish
their SPF data. Furthermore, there is an option to ignore the IP of the sending mail server completely.
Using this option lowers the efficiency of greylisting, but it does completely solve the server pool problem.

Second, greylisting traditionally entails a large database since each incoming connection must be tracked.
MDaemon minimizes the need to track connections by placing the greylisting feature neatly last in the
SMTP processing sequence. This allows all of MDaemon’s other options to refuse a message prior to
reaching the greylisting stage. As a result, the size of the greylisting data file is greatly reduced, and since it
is memory resident there is little practical performance impact.

Finally, several options are available to minimize the impact of greylisting on “good” messages. First,
messages sent to mailing lists can be excluded. Next, Greylisting has its own whitelist file on which you
can designate IP addresses, senders, and recipients that you wish to be exempt from greylisting. Finally,
Greylisting contains an option for using each account’s private address book files as a whitelist database.
So, mail to a user from someone in that user’s address book can be excluded from greylisting.

For more information about greylisting in general, visit Even Harris site at:
http://projects.puremagic.com/greylisting/.

Greylist Settings

Enable greylisting
Click this option to enable the Greylisting feature within MDaemon.

...but only for Gateway domains
Click this check box if you wish only to greylist messages destined for gateway domains.

White list
This button opens the Greylisting white list on which you can designate senders, recipients, and IP
addresses that will be exempt from greylisting.

Defer initial delivery attempt with 451 for this many minutes

Designate the number of minutes for which a delivery attempt will be greylisted after the initial attempt.
During that period of time, any subsequent delivery attempts by the same server/sender/recipient
combination (i.e. “greylisting triplet”) will be refused with another temporary error code. After the greylist
period has elapsed, no further greylisting delays will be implemented on that triplet unless its Greylisting
database record expires.

Expire unused greylisting database records after this many days

After the initial greylisting period has elapsed for a given greylisting triplet, no further messages matching
that triplet will be delayed by Greylisting. However, if no message matching that triplet is received for the
number of days designated in this option, its Greylisting database record will expire. A subsequent attempt
by that triplet will cause a new Greylisting record to be created it will have to go through the initial
greylisting period again.
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Advanced
Click this button to open the Greylisting database, which you can use to review or edit your greylisting
triplets.

Don’t include IP address when greylisting (use only MAIL & RCPT values)

Click this check box if do not wish to use the sending server’s IP address as one of the greylisting
parameters. This will solve the potential problem that can be caused by server pools, but it will reduce
Greylisting’s efficiency.

Don’t greylist subseguent connections which pass SPF processing

When using this option, if an incoming message matches a triplet’s sender and recipient but not the
sending server, but SPF processing determines that the sending server is a valid alternate to the one listed
in the triplet, then the message will be treated as a subsequent delivery matching that triplet rather than a
new connection requiring a new Greylisting record.

Don’t greylist mail from senders in local address books
Click this option if you wish to exempt a message from greylisting when its sender is listed in the
recipient’s address book.

Don’t greylist messages to mailing lists
Click this check box if you wish to exempt mailing list messages from greylisting.

Don’t greylist mail sent over authenticated sessions
Use this option if you wish all messages coming in over an authenticated session to be exempt from

greylisting.

Don’t greylist mail from trusted 1Ps
Use this option if you wish all messages coming from trusted IP addresses to be exempt from greylisting.
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Sender Policy Framework

SPF / Sender ID

SPF, DK, and DKIM

DK & DKIM (signing) ] Approved List ] HashCash |
SPF / Sender ID ] DK & DKIM (verifying) ]
SPF / Sender 1D

SPF and Sender ID validate the sending host and PRA [Purparted
g FResponzible Addresz] of an incoming meszage.

v “erify zending host using SPF [ Yenify PR using Sender ID

YWw'hen wernfication produces a FAIL result:
v .. zend580emorcode W ... and then close the connection

An 'approved' mezsage iz one that haz onginated from a domain found on
the approved domain list.

Approved meszages add thiz ko the Spam Filter zcore 258
Meszages which fail add this to the Spam Filker zcore 15.0

v [nzert 'Received-SPF header into meszages
[ ... except when the SPF result iz 'none’
v |nterpret “v=zpfl' records as "spf2. 0/mfrom pra'
[ Use local address in SMTP envelope when fonwarding messages
Werification options
v Authenticated sessions are exempt from SPFASender D venfication
Thiz includes POP before SMTP and IP Shield authentication.
[+ Connections from Trusted IPs are exempt from SPFASender [0 verification

v Cache verfication results Cache | “White list |

ok | Cancel | Apply |

MDaemon supports both Sender Policy Framework (SPF) and Sender ID Framework to help verify
sending servers and protect against spoofing and phishing, which are two common types of email forgery
in which the sender of the message attempts to make the message appear to be coming from someone
else.

Many domains publish MX records in the Domain Name System (DNS) to identify the locations
permitted to receive mail for them, but this doesn’t identify the locations allowed to send mail for them.
SPF is a means whereby domains can also publish sender records to identify those locations authorized to
send messages. By performing an SPF lookup on incoming messages, MDaemon can attempt to
determine whether or not the sending server is permitted to deliver mail for the purported sending
domain, and consequently determine whether or not the sender’s address may have been forged or
“spoofed”. Sender ID is related to SPF, but it is more complex in order to more reliably determine the
actual domain purported to have sent the message, and to reduce the likelihood of incorrect results.

Use the options on this tab to configure your server’s SPF and Sender ID settings.
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For more information on SPF, visit:

http://spf.pobox.com.

For more information on Sender 1D, visit:

http://ww.microsoft.com/mscorp/safety/technologies/senderid/defaul t.mspx.

SPF / Sender ID

Verify sending host using SPF

When this option is enabled, MDaemon will perform queries for SPF data on the sending host of any
incoming messages that do not come from white listed IP addresses or exempt sessions, such as
authenticated connections or Trusted IP addresses (when those exemptions have been enabled). The host
MDaemon will verify is taken from the MAIL value passed duting SMTP processing This SPF
verification option is enabled by default.

Verify PRA using Sender ID

Enable this option if you wish to use the Sender ID framework to verify incoming messages. MDaemon
will identify the Purported Responsible Address (PRA) of the incoming message through careful
inspection of its headers and then verify whether or not the message originated from that location. The
PRA is the most recent address purported to be responsible for the message, which may or may not be its
original sender.

When verification produces a FAIL result:

...send 550 error code
Click this check box if you want a 550 etror code to be sent when the result of the SPF/Sender 1D

query is “Fail”.

...and then close the connection
Enable this option if you want the connection to be closed immediately after sending the 550 error
code.

Approved messages add this to the Spam Filter score
Specify the amount that you wish to be added to a message’s Spam Score when SPF/Sender ID confirms
that it originated from a domain found on the Approved List.

Note

Ordinarily the value specified here should be a negative number so that the spam score will
be reduced for the approved messages.

Messages which fail SPF add this to the Spam Filter score
Specify the amount that you wish to be added to the message’s Spam Score when it fails to pass
SPF/Sender ID verification.

Insert ‘Received-SPF’ header into messages
Click this option if you want a “Received-SPI” header to be inserted into each message.
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...except when the SPF result is ‘none’
Enable this option if you do not wish the “Received-SPF” header to be inserted into a message when the
result of the SPF query is “none”.

Interpret ‘v-spf1” records as ‘spf2.0/mfrom,pra’

Sender ID prefers SPF 2.0 records. However, when no SPF 2.0 records are found, Sender ID will attempt
to use SPF 1 data and retask it for Sender ID purposes. Ordinarily you should leave this option enabled,
but if you do not wish to allow Sender ID to interpret SPF 1 records in this way then you can disable it by
clearing the option.

Use local address in SMTP envelope when forwarding messages

Click this option if you want all mail forwarded by MDaemon to use a local address in the SMTP
envelope. This helps reduce problems associated with forwarding. Normally, forwarded messages are sent
using the email address of the original sender and not the email address that is actually doing the
forwarding. In some situations, using a local address may be necessary in order to prevent the receiving
server from falsely identifying the forwarded message as having a “spoofed” address.

Verification Options

Authenticated sessions are exempt from SPF/Sender ID verification
Click this check box if you wish authenticated connections to be exempt from SPF/Sender ID queties.
Authenticated sessions include those verified via AUTH, POP before SMTP, or the IP Shield.

Connections from Trusted IPs are exempt from SPF/Sender ID verification
Enable this option if you want connections from Trusted IP addresses to be exempt from SPF/Sender
ID verification.

Cache verification results
Click this option if you wish to temporarily cache the results of SPF queries.

Cache
This button opens the SPF cache.

White List
Click this button to open the SPF white list on which you can designate IP addresses that you wish to be
exempt from SPF lookups.

DOMAINKEYS AND DOMAINKEYS IDENTIFIED MAIL 205



CHAPTER 9 SECURITY FEATURES

DomainKeys and DomainKeys Identified Mail

DomainKeys (DK) and DomainKeys Identified Mail (DKIM) are cryptographic email verification
systems that can be utilized to prevent spoofing (forging another person’s email address in order to pose
as a different message sender). Additionally, because most junk email (spam) messages contain spoofed
addresses, DK/DKIM can help greatly in the reduction of spam even though the specifications weren’t
specifically designed to be an anti-spam tool. DK/DKIM can also be used to ensure the integtity of
incoming messages, or ensure that the message hasn’t been tampered with between the time it left the
signing mail server and arrived at yours. In other words, with DK/DKIM cryptographic verification the
receiving server can be certain that the arriving message is from the server that signed it, and that no one
changed that message in any way.

In order to ensure the validity and integtity of messages, DK/DKIM uses a public and ptivate key-paits
system. An encrypted public key is published to the sending server’s DNS records and then each outgoing
message is signed by the server using the corresponding encrypted private key. For incoming messages,
when the receiving server sees that a message has been signed, it will retrieve the public key from the
sending server’s DNS records and then compare that key with the message’s cryptographic signature to
determine its validity. If the incoming message cannot be verified then the receiving server knows it
contains a spoofed address or has been tampered with or changed. A failed message can then be rejected,
or it can be accepted but have its spam score adjusted.

To configure MDaemon to verify incoming cryptographically signed messages, use the options provided
on the DK & DKIM (verifying) tab located at Security>SPF & Sender ID/DomainKeys & DKIM.... To
configure MDaemon to sign outgoing messages, use the options provided on the DK & DKIM (signing)
tab of that same dialog. MDaemon’s main interface includes a DomainKeys tab (located under the Mail
tab) that can be used for monitoting DK/DKIM activity in real time, and you can log DK/DKIM
activity using the option at Setup—->Logging..->Options.

For more on DomainKeys, visit:

http://antispam.yahoo.com/domainkeys.

For more on DomainKeys Identified Mail, visit:

http://www.altn.com/press/press_release.asp?ReleaselD=137.
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DK & DKIM (signing)

SPF, DK, and DKIM

SPF / Sender-ID | DK & DKIM {verifying) |
DK&DKIM igning) | ApprovedLit | HashCash |
Cryptographic: zigning

Cryptographic authentication techniques are designed to validate the identity
aof the gsigner and the meszage content.

[v Sigrn outgoing messages with Domainkeys (K]
[v Sign outgoing meszages with Domaink.eys |dentified bail [DEIM]

[ ... sign mailing list messages

Default selector |MDaemon j DKM options

To create a new zelector just start typing inta the 'Default selectar’ contral,

Public and private keys have already been created for thiz zelectar,

Create new public and private keys

Click. here ta create a private and public key pair far thiz selectar. The
public key becomes part of the DEADEIM DMS record for this selector
and iz uzed by others to vernfy the authenticity of meszages proporting to
be from your domain. The private key iz a zecret and muszt never be
ghown or shared.

Define which meszages are eligible for signing |

kezzages must be eligible for zsigning before they are actually signed.
Click here to define which mezsages pou want signed.

ok | Cancel | Apply |

Use the options contained on the DK & DKIM (signing) tab to control whether or not some outgoing
messages will be cryptographically signed, the method that will be used to sign them (DK and/or DKIM),
and to designate which messages should be signed. You can also use this tab to designate selectors and
generate corresponding public and private keys suitable for use with the DK and DKIM specifications. A
default selector (“MDaemon”) and a default public and private key are created for you automatically on
startup. All keys are unique—they are never the same from one site to another, regardless of the selector
specified. By default, keys are generated with a secure bit depth of 1024 bits.

Cryptographic Signing

Sign outgoing messages with DomainKeys (DK)

Click this option if you wish MDaemon to use DomainKeys to cryptographically sign some outgoing
messages. In order for a message to be signed, it must meet the criteria designated under the Define which
messages are eligible for signing button and be received by MDaemon for delivery on an authenticated session
via SMTP AUTH. There is also a Content Filter action, “Sign with DomainKeys selector. ..” that you can use
to cause messages to be signed.
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Sign outgoing messages with DomainKeys Identified Mail (DKI1M)
Click this option if you wish MDaemon to use DomainKeys Identified Mail to cryptographically sign
some outgoing messages. In order for a message to be signed, it must meet the criteria designated under
the Define which messages are eligible for signing button and be received by MDaemon for delivery on an
authenticated session via SMTP AUTH. There is also a Content Filter action, “Sign with DomainKeys
selector...” that you can use to cause messages to be signed.

...8ign mailing list messages

Click this check box if you wish to cryptographically sign all outgoing Mailing List messages. Because
MDaemon will sign all mail to all of your lists, you do not need to use the “Define which messages are eligible for
signing” option to authorize them for cryptographic signing.

Note

Signing list mail requires content filter processing for each list message after “cracking” the
list. This could affect server performance when dealing with large and highly active mailing
lists.

Default selector

From the drop-down list, choose the selector whose corresponding public/private key pair you wish
MDaemon to use when signing messages. If you wish to create a new key pair with a different selector,
then type the desired selector name here and click “Create new public and private keys’ below. 1f you wish
some messages to be signed using an alternate selector, create a Content Filter rule using the “Szgn with
DomainKeys selector. ..” action.

DKIM Options
Click this button to open the DKIM Options dialog. See DKIM Options below for more information.

Create new public and private keys

Click this button to generate a public/ptivate key pair for the selector specified above. A public/ptivate
key pair will be generated for the selector, and the file dns_readme. txt will be generated and
automatically opened. This file contains example DIK/DKIM data that you will need to publish to your
domain’s DNS records listing your DIK/DKIM Policy and the public key for the designated selector. The
file lists samples for both testing and not testing status, and for whether you are signing all messages or
just some messages otiginating from your domain. If you atre currently testing DK/DKIM or this selector,
then you will need to use the information contained in the Testing entries for either the Policy or the
selector, depending on what you are testing. Otherwise you will need to use the Not Testing entries.

All keys are stored in PEM format, and all selectors and keys are stored under the \MDaemon\Pem folder
in the following way:

\MDaemon\Pem\<Selector>\rsa.public - public key for this selector
\MDaemon\Pem\<Selector>\rsa.private - private key for this selector

Define which messages are eligible for signing

When you have enabled one or both of the sign outgoing messages option above, click this button to edit the
DKSign.dat file, which contains the list of domains and addresses that MDaemon will use to determine
whether or not a message should be signed. For each address listed you must designate whether or not the
message should be To or From that address in order for it to qualify to be signed, or you can designate
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some other header such as “Reply-To” or “Sender”. Optionally, you can also designate a selector for
each entry, which will be used when signing a message that matches that entry. Finally, you can specify an
optional signing domain to be used in the “d="" tag within the signature header. This can be useful, for
example, when you have multiple sub-domains signing messages. In such cases you could use the “d="
tag to tell the receiving servers to look for the DIK/DKIM keys in a single domain’s DNS record thus
making it possible for you to manage all of the keys in one record rather than having to manage separate
records for each sub-domain. Wildcards are permitted in domains and addresses.

DKIM Options
DKIM Options [X]

DkIM optionz
v Sigrnatures expire after I_? days [t= tag, default 7 dapsz)
[+ Signatures include queny methods(z] (include g= tag)
[ Signatures include body length count [include 1= tag)

[ Werifier honars signatures with body length count [I= tag)
Canonicalize headers uzing: @ Simple 7 Felaxed

Canonicalize body uzing: * Simple  Relaxed
'Simple' iz more secure but iz unforgiving of even minor change.
‘Relaxked iz lezs secure but allows inconsequential change.

For technizal information on DEIM and copies of the current working
drafts see:

hittp: Aibdkim, sourceforge. net

] 4 | Cancel |

DKIM Options

Signatures expire after X days

If you wish to limit the number of days that a DKIM signature can be considered valid, activate this
option and specify the desited number of days. Messages with expired signatures will always fail
verification.

Signatures include query method(s)
Click this option to include the query method tag in the DKIM signature (i.e. g=dns)

Signatures include body length count
Enable this option if you wish to include the body length count tag in DKIM signatures.

Verifier honors signatures with body length count

When this option is enabled, MDaemon will honor the body length count tag when it is found in an
incoming message’s DKIM signature. When the actual body length count is greater than the value
contained in this tag, MDaemon will only verify the amount specified in the tag—the remainder of the
message will remain unverified. This indicates that something was appended to the message, and
consequently that unverified portion could be considered suspect. When the actual body length count is
less than the value contained in this tag, the signature will not pass verification (i.e. it will receive a
“FALL” result). This indicates that some portion of the message was deleted, causing the body length
count to be less than the amount specified in the tag.

DOMAINKEYS AND DOMAINKEYS IDENTIFIED MAIL 209



CHAPTER 9 SECURITY FEATURES

Canonicalization

Canonicalization is a process whereby the message’s headers and body are converted into a canonical
standard and “normalized” before the DKIM signature is created. This is necessary because some email
servers and relay systems will make various inconsequential changes to the message during normal
processing, which could otherwise break the signature if a canonical standard was not used to prepare
each message for signing. Currently there are two canonicalization methods used for DKIM signing and
verification: Simple and Relaxed. Simple is the strictest method, allowing little to no changes to the
message. Relaxed is more forgiving than Simple, allowing several inconsequential changes.

Canonicalize headers using: Simple, Relaxed
This is the canonicalization method used for the message headers when signing the message. Simple
allows no changes to the header field in any way. Relaxed allows for converting header names (not header
values) to lower case, converting one or more sequential spaces to a single space, and other innocuous
changes. The default setting is “Simple.”

Canonicalize body using: Simple, Relaxed

This is the canonicalization method used for the message body when signing the message. Simple ignores
empty lines at the end of the message body—no other changes to the body are allowed. Relaxed allows
for blank lines at the end of the message, ighores spaces at the end of lines, reduces all sequences of spaces
in a single line to a single space character, and other minor changes. The default setting is “Simple.”
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DK & DKIM (verifying)

SPF, DK, and DKIM

DK & DKIM (signing) ] Approved List ] HashCash |
SPF / SenderID DK & DKIM {verifying)

Cryptographic werification

Cryptographic authentication techniques are designed to validate the identity
aof the gsigner and the meszage content.

v “Yerify signatures created wsing Domainkeys [DE)
[v erify signatures created wzing Domaink.eys |dentified Mail [DEIM]
When werfication produces a non-testing FAIL result:

v .. zendB80emorcode W ... and then cloze the connection

An'approved’ message iz one that has a walid zignature added by a domain
found on the approved domain list.

Approved meszages add thiz ko the Spam Filter zcore 05
kigzing ar invalid signatures add thiz to the Spam Filter zcore 15.0

Werification options
v Authenticated sessions are exempt from crptographic venfication
Thiz includes POP before SMTP and IP Shield authentication.
[+ Connections from Trusted IPs are exempt from croptographic verfication

v Cache verfication results Cache | “White list |

ok | Cancel | Apply |

Use this tab to configure MDaemon to look for DomainKeys (DK) and/or DomainKeys Identified Mail
(DKIM) signatures in incoming remote messages and to attempt to verify them when found. When an
incoming message has been cryptographically signed, MDaemon will retrieve the public key from the
signing server’s DNS tecord and then use that key to test the message’s DK/DKIM signature to
determine its validity. If the signature verification process returns a “Fail” result then MDaemon will
retrieve the signing domain’s Policy. If the policy does not indicate that DK/DKIM is metely being
tested, then the message can be rejected outright or accepted but have its spam score adjusted upward. If a
message is not signed, then MDaemon will retrieve the Policy of the domain in the “From” header to
determine whether or not all of that domain’s messages should be signed and whether it is test mode. If
the domain is not merely testing DK or DKIM and it indicates that all messages should be signed, then
the message will receive a “Fail” result and be treated accordingly. When a message is not signed and the
domain’s DNS record does not contain a DK/DKIM Policy, then the message will be processed
normally as if cryptographic verification wasn’t being used. Messages that receive a “Pass” result will
continue through normal processing and may have their spam scores adjusted accordingly if the signing
server’s domain appears on the Approved List.
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Cryptographic Verification

Verify signatures created using DomainKeys (DK)
Click this option to enable DomainKeys verification of incoming remote messages.

Verify signatures created using DomainKeys Identified Mail (DKIM)
Click this option to enable DomainKeys Identified Mail verification of incoming remote messages.

When verification produces a non-testing FAIL result:

...send 550 error code

When this check box is enabled and the verification process returns a “Fail” result, MDaemon will return
the 550 code and reject the message during the SMTP process unless the signing domain’s DomainKeys
Policy indicates that it is merely testing DK/DKIM. If the domain’s policy indicates it is testing then the
message will be processed normally.

...and then close the connection

Click this option if you wish to close the connection to a sending server when DIK/DKIM verification of
a message receives a “Fail” result and the message is rejected according to the previous option. If this
option is disabled then the message will still be rejected according to the previous option but the
connection will be allowed to continue.

Approved messages add this to the Spam Filter score

The value specified here will be added to the Spam Score of any DK or DKIM signed messages that
receive a “Pass” result when the signing server’s domain appears on the Approved List. When a message’s
signature is verified but the signing server’s domain is not on the Approved List, the Spam Score will not
be adjusted—the verified signature will have no effect on the score. However, normal Spam Filter
processing and scoring will still be applied to that message.

Note

Ordinarily the value specified here should be a negative number so that the spam score will
be reduced for messages containing a valid cryptographic signature when the signing server
is on the Approved List. MDaemon’s default value for this option is -0.5.

Missing or invalid signatures add this to the Spam Filter score

The value specified here will be added to the Spam Score of any DK or DKIM signed messages receiving
a “Fail” result when the “...send 550 error code” option above is disabled and the sending domain’s Policy
does not indicate that DK/DKIM is being tested. When the site’s Policy indicates Testing, a failed

cryptographic verification will not cause the Spam Score to be modified in any way.

Verification Options

Authenticated sessions are exempt form cryptographic verification
Click this option if you want to exempt messages from cryptographic verification when the message
session is authenticated via AUTH, POP before SMTP, or the I Shield.

Connections from Trusted IPs are exempt form cryptographic verification
Use this option if you want connections from Trusted IP addresses to be exempt from cryptographic
verification.
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Cache verification results

Click this option if you wish to cache the DK/DKIM information found duting the DNS lookup. By
temporarily caching the information contained in a domain’s DNS record, you can increase the efficiency
of processing DK/DKIM signed messages that attive in the near future from the same domain.

White list
Click this button to open the exception list. Messages originating from any IP addresses specified on the
list will not be subject to cryptographic verification.

Cache
This button opens the DomainKeys cache. When using the Cache DomainKeys results option above, this file

will list any currently cached information.

Authentication-Results header

Whenever a message is authenticated using SMTP AUTH, SPF, DomainKeys, or DomainKeys Identified
Mail, MDaemon will insert the Authentication-Results header into the message listing the results of the
authentication process. If MDaemon is configured to accept messages even when they fail authentication,
then the Authentication-Results header will contain a code to identify the reason for the failure.

DK/DKIM Headers in Mailing List Messages

By default, MDaemon strips DK/DKIM signatures from incoming list messages because those signatures
can be broken by changes made to the message headers or content during list processing. If you would
like MDaemon to leave signatures in list messages, you can configure it to do so by manually setting the
following opti